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Brief Description of the Course:

The Cloud Computing Bootcamp at Sukkur IBA University is designed as an in-depth, engaging educational
experience, specifically centered on Amazon Web Services (AWS), the world’s most comprehensive and broadly
adopted cloud platform. This course is created for those looking to extensively understand cloud technology and
build a career in cloud infrastructure, system security, or network architecture.

Starting with the core principles of cloud computing, this program meticulously explains the various service models
of cloud computing, including Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a
Service (SaaS). Participants will learn about the evolution of cloud computing, its fundamental characteristics, and
the significant benefits it offers to businesses, illustrated through real-world case studies and examples from various
industries.

As the course progresses, students will understand more about Amazon Web Services, studying its diverse and
dynamic range of services such as Amazon EC2 for virtual servers, AWS Lambda for serverless computing, Amazon
S3 for scalable storage, Amazon RDS for database management, and Amazon VPC for secure and isolated cloud
networking. Each module is designed to build on the previous one, ensuring a consistent and comprehensive
understanding of how each AWS service integrates and operates within the cloud ecosystem.

Further into the course, more complex topics are introduced, such as data analytics and big data processing on AWS.
Using Amazon Athena, participants will learn how to perform serverless queries on large datasets, and with Amazon
Redshift, they will explore data warchousing applications. The course also covers modern containerization
technologies, where students learn to use Docker along with Amazon ECS for deploying and managing scalable
applications in production environments.

Advanced topics also include detailed strategies for managing and optimizing AWS costs—a critical skill for any
cloud professional. Participants will learn to navigate the complex pricing models of AWS services, utilize cost-
management tools like AWS Budgets and Cost Explorer, and implement best practices for reducing expenses while
maximizing cloud resource efficiency.

The course is rigorously evaluated through continuous assessments that include quizzes, hands-on assignments, and
a comprehensive project that challenges students to design and deploy a full-scale cloud solution using AWS. This
project-based approach not only reinforces the learning objectives but also enhances the participants’ problem-
solving skills and readiness for industry-specific challenges.

Upon completion of the Cloud Computing Bootcamp, participants will possess a thorough understanding of AWS
cloud technologies and be well-prepared to take AWS certification exams, paving the way for successful careers in
the rapidly evolving domain of cloud computing,
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Detailed Course Outline:

Week No.

Topic Name

Assign/Quizzes

Week No. 1

Introduction to Cloud Computing

Definition and Evolution of Cloud Computing
Characteristics and Benefits of Cloud
Computing
Cloud Service Models: 1aaS, PaaS, SaaS
Major Cloud Service Providers Overview:
Amazon Web Services (AWS), Google Cloud,
Microsoft Azure etc.
Advantages of Cloud Computing for Businesses
Case Studies and Real-world Examples

o Successful Implementations of Cloud

Computing in Various Industries
o Lessons Learned and Best Practices

Week No. 2

Introduction to Amazon AWS

History and Growth of AWS
AWS Global Infrastructure: Regions, Availability
Zones
AWS Core Services Overview
o Compute Services:
*  Amazon EC2 (Elastic Compute
Cloud): Virtual servers in the cloud.
* AWS Lambda: Serverless compute
service for running code in response
to events
Storage Services:
*  Amazon S3 (Simple Storage Service):
Object storage for the internet

@]

o Database Services:
= Amazon RDS (Relational Database
Service): Managed relational
databases
*  Amazon DynamoDB: Fully
managed NoSQL database service
o Networking Services:

*  Amazon VPC (Virtual Private
Cloud): Isolated virtual networks in
the cloud

Security Services:

*  AWS Identity and Access
Management (IAM): Identity
management and access control

= AWS Key Management Service
(KMS): Managed encryption keys
for data encryption at rest and in
transit

o
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Amazon Elastic Compute Cloud (EC2)
e Understanding EC2 Instances: Types, Amazon
Machine Image (AMI), and Instance Lifecycle
e EC2 Instance Storage Options: EBS and
Instance Store
e Security Groups and Key Pairs in EC2
Amazon Lambda and Serverless Computing
e Introduction to AWS Lambda: Serverless
Compute Service

X(/eek No. 3- e  Creating and Deploying Lambda Functions
e Event Sources and Triggers for Lambda
Functions
¢ Hands-on Lab: Dynamic Image Resizing:
Using Node.js, AWS Lambda, and S3
Amazon Simple Storage Service (S3)
e Introduction to Amazon S3
e  Working with Buckets and Objects
e Versioning, Lifecycle Policies, and Encryption in
S3
Amazon Relational Database Service (RDS)
e Overview of Amazon RDS: Managed Relational
Database Service
e Advantages of using Amazon RDS over
traditional self-hosted databases
e  Use cases for Amazon RDS: Transactional
databases, data warehousing, and more
e Supported Database Engines
*  Overview of supported database
engines in Amazon RDS: MySQL,
PostgreSQL, Oracle, SQL Server,
MariaDB, and Amazon Aurora
Week No. 5 »  Key features and differences between Quiz
supported engines
»  Factors to consider when choosing a
database engine for specific use cases
Introduction to Amazon DynamoDB
e  Overview of Amazon DynamoDB: Fully
managed NoSQL database service
e Key features and benefits of DynamoDB:
Scalability, high availability, low latency, and
flexible data model
e  Use cases for DynamoDB: Real-time analytics,
10T, and more
Amazon Virtual Private Cloud (VPC)
e Introduction to Amazon VPC: Networking
Week No. 6 Basics

e VPC Components: Subnets, Route Tables,
Internet Gateways
e  VPC Peering, VPN Connections, and Direct
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Connect
Introduction to Amazon Simple Notification Service
(SNS)
e  Overview of Amazon SNS: Fully managed
pub/sub messaging service
e Use cases for SNS: Push notifications, event-
driven architecture, and application-to-
application messaging
e TFeatures of SNS: Topics, Subscriptions,
Publishers, and Subscribers
Amazon Identity and Access Management (IAM)
e Overview of AWS Identity and Access
Management (IAM)
e IAM Users, Groups, Roles, and Policies
e Best Practices for IAM Security and Access
Control

Week No. 7

Introduction to Amazon CloudWatch

e Overview of Amazon CloudWatch: Monitoring
and observability service for AWS resources and
applications

e Key features of CloudWatch: Metrics, Alarms,
Logs, Events, and Dashboards

e Benefits of using CloudWatch for monitoring,
troubleshooting, and resource optimization

e CloudWatch Metrics and Alarms

e Creating custom metrics and collecting data
from EC2 instances, RDS databases, S3 buckets,
etc.

e CloudWatch Alarms: Setting up notifications
and automated actions based on metric
thresholds

Introduction to AWS CloudT'rail

e Overview of AWS CloudTrail: Logging and
auditing service for tracking user activity and
API usage across AWS accounts

e Use cases for CloudTrail: Security and
compliance auditing, troubleshooting, and
operational monitoring

e Key features of CloudTrail: Trails, Events,
Insights, and Integrations

Integrating CloudWatch with CloudTrail

e  Using CloudWatch Metrics and Alarms to
monitor CloudTrail events and API activity

e  Creating CloudWatch dashboards and
visualizations to track CloudTrail log data and
metrics

e  Setting up CloudWatch Alarms to detect security
incidents and unauthorized access detected by
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CloudTrail

Week No. 8

Introduction to Docker
e Overview of Docker: Containerization platform
for building, shipping, and running applications
e Advantages of containerization: Portability,
consistency, scalability, and resource efficiency
e Key components of Docker: Docker Engine,
Docker Images, Containers, and Registries
e Docker Images and Containers
o Docker Images: Immutable templates
containing application code, runtime,
libraries, and dependencies
o Docker Containers: Runnable instances
of Docker images isolated from the host
system and other containers
o Working with Docker Hub:
Discovering, pulling, and pushing
Docker images from/to Docker Hub
registry
¢ Docker Networking and Volumes
o Docker Networking: Connecting
containers to each other and to external
networks using bridge, host, or overlay
networks
o Docker Volumes: Persistent storage for
container data and configuration files,
ensuring data durability and portability
¢ Docker Security and Best Practices
o Container Security Considerations:
Image vulnerabilities, runtime security,
and isolation
o Best Practices for Docker Security:
Container image scanning, least
privilege principle, and security policies

Quiz 2

Week No. 9

Data Analytics on AWS
¢ Introduction to Data Analytics
o Overview of Data Analytics: Process
of examining data sets to uncover
insights, trends, and patterns
o Importance of data analytics for
business decision-making,
optimization, and predictive analysis
o Key components of a data analytics
pipeline: Data collection, storage,
processing, analysis, and visualization
e AWS Data Analytics Services Overview
o Amazon Athena: Serverless query
service for analyzing data in Amazon
S3 using standard SQL

Assignment
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o Amazon Redshift: Fully managed data
warehouse service for analytics at
scale

e Data Analysis with Amazon Athena

o Querying data in Amazon S3 using
SQL with Amazon Athena

o Creating tables, partitions, and
views in Athena for efficient data
analysis

o Analyzing large datasets and
optimizing queries for performance
and cost

Week No. 10

AWS EMR and Big Data Processing
¢ Introduction to AWS EMR (Elastic
MapReduce):
o Overview of EMR and its role in big
data processing.
o Understanding Hadoop and Spark
clusters.
e AWS EMR Components:
o Hadoop, Spark, HBase, Hive, Presto,
and other supported frameworks.
e Using AWS EMR:
o Launching and configuring EMR
clusters.
o Integrating with Amazon S3 for data
storage.
o Running Hadoop and Spark jobs.

e Optimizing Performance:
o Best practices for optimizing EMR
performance.
o Instance types, cluster sizing, and
resource allocation.
o Monitoring and debugging EMR
clusters.
o Network configuration and access
controls.
¢ Integration with Other AWS Services:
o S3 for data storage.
o AWS Glue for ETL (Extract,
Transform, Load) tasks.
o Amazon Redshift for data
warehousing.
o Amazon Athena for ad-hoc querying.
e Hands-on Lab: Configuring AWS EMR
o Execute Hadoop and Spark jobs on the
EMR clusters, working with sample
datasets and analyzing the results.
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o Integrate EMR with other AWS
services like S3, Glue, and Athena,
performing tasks such as data
ingestion, transformation, and
analysis.

Amazon QuickSight and Data Visualization
e Introduction to Amazon QuickSight
o Overview of Amazon QuickSight:
Fully managed business intelligence
(BI) service for data visualization
and analytics
o Key features of QuickSight:
Interactive dashboards, ad hoc
analysis, ML-powered insights, and
embedded analytics
o Benefits of using QuickSight for
visualizing and exploring data from
various sources
e Data Visualization with Amazon QuickSight
o Connecting to data sources: Amazon
S3, Amazon Redshift, Amazon RDS,
Amazon Athena, etc.

Week No. 11 o Building interactive dashboards and
visualizations using drag-and-drop
interface

o Creating charts, graphs, tables, and
custom visuals to represent data
insights effectively

e Advanced Analytics with Amazon
QuickSight

o Applying advanced analytics
features: Forecasting, anomaly
detection, trend analysis

o Using machine learning insights to
automatically discover hidden
patterns and outliers in data

o Incorporating geospatial analysis
and custom calculations in
QuickSight visualizations

AWS Cost Management and Optimization
e Overview of AWS Pricing Models (On-
Demand, Reserved Instances, Spot
Instances)
Week No. 12 e Understanding AWS Billing and Cost

Management Tools
e (Cost Allocation and Tagging Strategies
e Cost Optimization Best Practices (Right
Sizing, Instance Utilization, Reserved
Instances)
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Monitoring and Analyzing AWS Costs with
Cost Explorer
Budgeting and Forecasting AWS Spending

Advanced Container Orchestration with Amazon
ECS and EKS

Introduction to Amazon Elastic Container
Service (ECS) and Elastic Kubernetes
Service (EKS)

Container Orchestration Concepts: Task
Definitions, Services, Pods, and
Deployments

Container Networking and Service
Discovery in ECS and EKS

Autoscaling and Load Balancing for
Containers

Advanced Container Security Best Practices
Observability and Monitoring for
Containerized Applications

Week No. 13 Project Submission P PrOJCCt.
resentation
Approvals
Prepared by Approved by
Dr Gulsher Ali
Engr. Hasnain Hyder
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Lab Module Description:

In this comprehensive course, students will embark on an immersive journey into the world of Amazon
Web Services (AWS), gaining practical, hands-on experience in building, configuring, and managing
various AWS services. Through a series of interactive labs, participants will develop a robust
understanding of cloud computing principles and AWS infrastructure.

The course begins with an introduction to AWS infrastructure, where students will learn to provision
virtual servers (EC2 instances) on AWS using different operating systems. From there, they will
explore into data storage and management, mastering the utilization of Amazon S3 for storing and
serving website content, as well as exploring advanced functionalities like image recognition and
dynamic image resizing.

Networking and security are paramount in any cloud environment, and participants will acquire
essential skills in configuring Virtual Private Clouds (VPCs) with public and private subnets, alongside
setting up and managing Relational Database Service (RDS) instances for secure database
management.

Monitoring and management of AWS resources are critical for ensuring optimal performance and
security. Through labs focusing on AWS CloudWatch and CloudTrail, students will gain insights into
monitoring, troubleshooting, and auditing AWS environments effectively.

Containerization is the integral parts of modern application development and deployment. Students will
receive a comprehensive introduction to Docker containerization technology and learn to deploy
Docker containers on AWS EC2 instances for scalable and flexible application deployment.

In the realm of data analytics and visualization, students will build real-time data pipelines using
Amazon Kinesis services, enabling them to analyze streaming data effectively. Additionally, they'll
harness the power of Amazon QuickSight for creating interactive visualizations and dashboards to
derive insights from large datasets.

Throughout the course, participants will engage in hands-on labs, reinforcing theoretical concepts with
practical applications. These labs are designed to simulate real-world scenarios, providing learners with
invaluable experience and skill development.

At the end of course, students will emerge equipped with the knowledge and proficiency to deploy and
manage various AWS services confidently. Whether aspiring cloud engineers, developers, or IT
professionals, this course will empower participants to navigate the AWS ecosystem with ease,
preparing them for success in the ever-evolving field of cloud computing.
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Lab Module Outline:

Lab Module No. Title
1 Building Windows, Ubuntu, and Linux Infrastructure on AWS EC2
2 Amazon AWS S3 for Website Storage
3 Image Recognition on Images in S3 Using Amazon Rekognition
4 Dynamic Image Resizing: Using Node.js, AWS Lambda, and S3
5 Setting up a VPC with Public and Private Subnets on AWS
6 Hands-On DynamoDB: Table Creati_on, Data Insertion, Indexing, and
Querying
7 Setting Up RDS on Amazon AWS
8 AWS CloudWatch Monitoring Lab
9 Introduction to AWS CloudTrail
10 Introduction to Simple Notification Service (SNS)
11 Introduction to Docker
12 Docker on AWS EC2
13 Docker Custom Images Exploration
14 Docker Custom Images with Online Website Templates
15 Building a Data Pipelin_e with Amazon Kinesis Streams, Kinesis Data
Firehose, and Amazon S3
16 AWS Party Rock Lab
17 Introduction to Amazon QuickSight Visualization
18 Visualizing COVID-19 Data using Amazon QuickSight
19 QuickSight Basic Commands for Data Management
20 Introduction to Amazon EMR Configuration
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Objectives

= To introduce students to Amazon Web Services (AWS) Elastic Compute Cloud (EC2) and its
capabilities.

= To familiarize students with the process of provisioning Windows instances on AWS EC2.

= To provide hands-on experience in configuring Windows instances, including network settings,
security groups, and storage options.

= To enable students to access and manage Windows instances remotely using Remote Desktop
Protocol (RDP).

Pre-requisites

= Anactive AWS account with appropriate permissions to access EC2 services.
= Basic understanding of cloud computing concepts and AWS services.
= Familiarity with Windows operating system.

Outcomes
After completing this session, student should be able to:

= Practical Skills: Gain hands-on experience in setting up and configuring Windows instances
on AWS EC2.

= Cloud Understanding: Deepen comprehension of cloud fundamentals, tailored to Windows
environments on AWS.

Introduction

In today's digital landscape, cloud computing has become an integral part of numerous industries,
offering scalability, flexibility, and cost-effectiveness. Amazon Web Services (AWS) provides a wide
range of services tailored to meet various computing needs. Among these services, Amazon EC2
(Elastic Compute Cloud) stands out as a powerful tool for provisioning virtual servers in the cloud.
This lab aims to demonstrate how to set up a Windows instance using Amazon EC2, empowering users
to leverage cloud computing for their Windows-based applications and workloads.

Amazon EC2

Amazon EC2 (Elastic Compute Cloud) is a web service provided by Amazon Web Services (AWS)
that enables users to rent virtual computers (instances) on which to run their own applications. EC2
provides scalable computing capacity in the cloud, allowing users to quickly scale up or down based
on demand.

Key features of EC2 include:

= Scalability: Users can easily increase or decrease the number of instances they are running to
match the computing demands of their applications.
= Flexibility: EC2 offers a wide selection of instance types with varying CPU, memory, storage,
and networking capabilities to accommodate diverse workloads.
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= Security: EC2 provides a range of security features, including network isolation, security
groups, and encryption options, to ensure the confidentiality and integrity of data.

= Elasticity: Users can automatically scale their EC2 instances based on predefined conditions
using features such as Auto Scaling, ensuring optimal performance and cost efficiency.

= Pay-as-you-go Pricing: EC2 follows a pay-as-you-go pricing model, allowing users to pay
only for the compute capacity they consume, without any upfront commitments or long-term
contracts.

Steps to Create a Windows EC2 Instance

In this lab, we will establish instances of both Windows and Ubuntu operating systems within the
Amazon Web Services (AWS) Elastic Compute Cloud (EC2) environment. This process involves
creating virtual machines (instances) running these respective operating systems on AWS
infrastructure. Throughout the lab, we'll provide step-by-step instructions to set up and configure these
instances effectively. By the end, participants should have a solid understanding of deploying and
managing both Windows and Ubuntu instances on AWS EC2.

The following Steps will be taken to create the instances:
Step 1: Sign in to the AWS Management Console:

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Access EC2 Dashboard:

Once logged in, click on search, write “EC2”, and select "EC2" section.

aws  H Senvices | Q EC2| B & ® & NVignav Khawaja Saad Ahmed Butt v

Search results for "EC2'

Services

See all 13 results
resares 5 ——————————————————————————— s
&

Resources | New
rs in the Cloud
B Documentation (34,650)
Knowledge Articles (610)

Marketplace (3,441) A a erv mate build, customize and deploy OS images 1

Blogs (2,143)
Events (30) N Originatin...

Tutorials (21) rces from accidental deletion

pn cost, security
Continu:

Features

E CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates.




After Clicking Instances (running)

Khawaja Saad Ahmed Butt v

Instances (1) info

EC2 Dashboard

[ instancestate ¥ | [ Actions ¥ |

Launch instances v

EC2 Global View Q, Find Instance by attribute or tag (case-sensitive) |

1 @

‘ All states w ‘

Events

[}
[}

Name ./ v | instance ID | instancestate ¥ | Instancetype ¥ |

© Stopped @ Q

Console-to-

Code P win2022

i-01fdb877f10e28286 t2.micro

w

Status check | Atarmstatus | Availability Zone

- View alarms =+ us-east-1a

¥ Instances
Instances
Instance Types
Launch Templates
Spot Reguests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity

Reservations New

¥ Images

Select an instance
AMIs

Click on the "Launch Instance™ button to initiate the instance creation process.

Saad Ahmed Butt v

Instances info

EC2 Dashboard

Instance state ¥ || Actions ¥ ‘I Launch instances I

| Q, Find Instance by attribute or tag (case-sensitive)

EC2 Global View

| | All states ¥ ‘

Events | Inst:

i_qg‘x| ‘ Clear filters ‘

Console-to-

Code preview v | Instance ID | Instancestate ¥

¥ Instances No matching instances found

Instances

Instance type

©

v | Status check | Alarm status Availability Zone

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity

Reservations New

¥ Images

Select an instance
AMIs

Write the name and tags as (window)

EC2 > Instances > Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

e.g. My Web Server Add additional tags

v Application and OS (A Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for
below

¥ Summary

Number of instances  Info

B

Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2...read more
ami-0d7a109bf30624c99

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 8 GiB

Cancel Launch instance

Reviews Famimand<

17| Page




e Choose AMI (Amazon Machine Image):
n H " H H
o Inthe "Choose an Amazon Machine Image (AMI)" section, select a Windows AMI from
the provided list. You can filter the AMIs based on the Windows edition and version
you require.
e say v o - - R
= 6]
¥ Summary
®
¥ Application and OS Images (Amazon Machine Image) info
Number of instances Info
An AMI is a template that contains the software configuration (operating system, application server, and ‘ !
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below Software Image (AMI)
Amazon Linux 2023 AMI 2023.3.2...read more
Q, Search our full catalog including 1000s of application and 05 images ‘ ami-0d7a105bF30624c59
Virtual server type (instance type)
Quick Start t2.micro
Firewall (security group)
Amazon macos Ubuntu Windows Red Hat SUSE Li Q New security group
Linux
N Browse mare AMIs Storage (volumes)
aws = ubuntu® || B2 wicrosoft || 4@ RedHat (6. Including AMIs from 1 volumel(s) - 8 GiB
Mac sus AWS, Marketplace and .
‘the Community
Amazon Machine Image (AMI) Cancel Lauach Insmance
‘ mazon Lo 0) AL Eee tiereliagibl Review commands hd
e Choose Instance Type:
o Select an instance type based on your computing requirements. Consider factors such
as CPU, memory, storage, and network performance.
Number of instances  Info
¥ Instance type info | Get advice |
Instance type Software Image (AMI)
5 Amazon Linux 2023 AMI 2023.3.2...read more
t2.micro Free tier eligible ami-0d7a109bf30624¢99
Family:t2 1vCPU 1GiBMemory Current generation: true D All generations
On-Demand Windows base pricing: 0.0162 USD per Hour v
On-Demand SUSE base pricing: 0.0116 USD per Hour ¢ i Virtual server type (instance type)
On-Demand RHEL b cing: 0.0716 USD per Hour ompare instance types 2.mi
.micro
On-Demand Linux base pricing: 0.0116 USD per Hour
Additional costs apply for AMls with pre-installed software Firewall (security group)
New security group
e Create Key Pair:

o If you have not already created a key pair, you will be prompted to create or select an
existing key pair. This key pair is essential for securely accessing your Windows
instance.

Number of instances  Info

v Key pair (login) info
1

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2...read more
ami-0d7a109bf30624¢99

befare you launch the instance.

Key pair name - required

Select v | ( Create naw key pair Virtual server type (instance type)

t2.micro
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Configure Instance:

o Configure instance details such as the number of instances, network settings, subnet,

security groups, etc. Ensure that the configurations align with your requirements.

¥ Network settings info

VPC - required  info

v Summary

Number of instances  info

1

vpc-04890b2673355c706 (default) - G
172.3100/16
Software Image (AMI)
Subnet | tnfo Amazon Linux 2023 AMI 2023.3.2..read more
| No preference - ‘ C  Create new subnet [4 ami-0d7a103bf30624c99

Autc-assign public IP Info Virtual server type (instance type)
t2.micro
| Enable v ‘
Additional charges apply when outside of free tier allowance Firewall (security group)
Firewall (security groups)  Info New security group
ase f firewall rules that control the traffic for your instance. Add rules to allow cific i +

Storage (volumes)
1 volume(s) - 8 GiB

| © Create security group Select existing security group ‘

Security group name - required

Cancel Launch instance

launch-wizard-4

(3] cloudshell

Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy ~ Terms  Cookie preferences

e Add Storage:
o Specify the storage requirements for your instance. You can add additional volumes if
needed. Adjust the size and type of storage based on your application's demands.

N. Virginia w

Khawaja Saad Ahmed Butt v

¥ Configure storage info Advanced

1x | 8 | Gis | ap3 v | Root volume (Not encrypted)

ux 2023 AMI 2023.3.2...read more

. . bf30624c99
@ Free tier eligible customers Qesse

Add new volume

can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage x

1al server type (instance type)

Firewall (security group)
@ Click re c New security group
The tags th ne whether the instance will be backed up by any
Data Lifecycle Manager policies Storage (volumes)
1 volume(s) - 8 GiB
0 x File system: Edit ~
Cancel Launch instance
» Advanced details info Review commands

e Review and Launch:
o Review all the configurations you have made for your instance. Once verified, click on
the "Launch™ button.

e Launch Instance:
o After selecting a key pair, click on the "Launch Instances" button to initiate the
instance launch process.
e Accessing the Windows Instance:
o Once the instance is launched successfully, you can access it using Remote Desktop
Protocol (RDP) or other remote access methods. Retrieve the public IP address or
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public DNS of the instance from the EC2 dashboard and use it to establish an RDP
connection.

B Rermote Desktop Connection — bt

| Remote Desktop
~»¢) Connection

Computer: | 2cZ-3-83-64-1 . compute-1.amazonaws.com V|

Username:  Administrator

You will be asked for credentials when you connect.

@ Show Optons Heb

Final Output

Hostname: EC2AMAZ-GKD3L2D
Instance ID: i-01fdb877f10e28286
Private IPv4 address: 10.0.8.177
Public IPv4 address: 34.239.44.10
Instance size: t2.micro

Availability Zone: us-east-1a
Architecture: AMD64

Total memory: 1024

Network: Low to Moderate

ENG 801PM
T 32172004 D

L Type here to search 3 ds

Lab Exercises

1. Create an Ubuntu and Linux instances on AWS EC2.
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Objectives

= Familiarity with Amazon Simple Storage Service (S3).

= Understand the fundamental concepts of object storage.

= Learn how to create S3 bucket and acquire knowledge on uploading objects to S3.
= Discover various approaches to access S3 objects

Pre-requisites

= An active AWS account with access to the AWS Management Console.
= Basic knowledge of cloud computing concepts.
= Basic understanding of file storage and management.

Outcomes
After completing this session, student should be able to:

= Understand the fundamentals of Amazon S3.
= Be able to create S3 buckets.

= Know how to upload objects to S3.

= Understand and apply S3 permissions.

= Access S3 objects using various methods.

Introduction

Amazon S3 is a widely-used object storage service that offers scalability, durability, and low-latency
access to data. It is designed to store and retrieve any amount of data from anywhere on the web. S3
allows you to store and retrieve data through a web interface, APIs, or SDKs, making it suitable for a
wide range of use cases, including backup and restore, data archiving, web hosting, and content
distribution.

Steps to achieve S3
In this task, we will take a webpage and store it in Amazon AWS S3 using the following steps:
Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Navigate to the S3 Console

e Once logged in, search for "S3" in the AWS Management Console search bar or navigate to
"Services" and select "S3" under the "Storage" category.
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aws, Services | Q s3] [Ex] L @ & N. Virginia v Khawaja Saad Ahmed Butt v

Console Home

Services
myApplications

All services

& 53

Scalable St

Resources | New
Documentation (24,325)
Knowledge Articles 292) :
Marketplace (1,597) ve Storage in the Clo 1

Blogs (1,369)

Events (25) A v Family ¥t Region ¥ (
le Data Trans

Tutorials (13)

your application
one place

) cloudshell © 2024, Amazon Web Services, In

or its affiliates. Privacy ~ Terms  Cookie preferences [

Step 3: Create an S3 Bucket
e Click on the "Create bucket" button.

aws Services Q ®= L @ & Global v Khawaja Saad Ahmed Butt ¥

rage

Amazon S3
Store and retrieve any amount e et e o crese = ket here

Create a bucket

Every object in 53 is stored in a bucket. To upload files

of data from anywhere

How it works With S3, there are no minimum fees. You only pay for
what you use. Prices are based on the location of your
S3 bucket.

Estimate your monthly bill using the AWS Simple
Monthly Calculator [2

View pricing details [

e Enter a unique bucket name and select the region for your bucket.

(Ex] L @ (5] Global v Khawaja Saad Ahmed Butt v

General configuration

AWS Region

US East (N. Virginia) us-east-1 v

Bucket type  Info

© General purpose
R
Ge
They allo
store

Directory - New

mmended for low ets

mmended for most use cases and
ral purpose buckets are the original $3 bucke
age classes that redundantly
ts across multiple Availability Zones

es:

a mix of sto

Bucket name _Info

I myawsbucket

Bucket name must be unigue within the global namespace and follow the bucket naming rules.

es for bucket n

settings from existing bucket - optional
onfiguration are copied

gs in the following

Choose bucket

Format: s3://bucket/prefix

Object Ownership info

23| Page




e Configure additional settings such as versioning, logging, and tags if needed.

L (O] & Global v

Bucket Versioning
Versioning is a means of keeping multiple variants of an object
rsion of every obje your Amazon S3 bucket.

every v
and application failures. Learn more [

Bucket Versioning
© Disable
Enable

Tags - optional (1)

You can use bucket tags to track storage costs and organize buck:

Learn more [

Key Value - optional
[ervirarment | [restin | [ remove
Add tag

33 Cloudshell Feedback © 2024, Amazon Web Service: preferences

e Click "Create bucket" to create the bucket.

Services | Q. Seorct trs B & ® & cobaw Khawaja Saad Ahmed Butt

D — x

To upload files and folders, or to configure additional bucket settings, choose View details.

© Server-side encryption with Amazon 53 managed keys (SSE-53)

O Server-side encryption with AWS Key Management Service keys (SSE-KMS)

© Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
E < with twa separate layers of encryption. For details an pricing, see DSSE-KMS pricing an the Storage tab of th
2]

Bucket Key

53 Bucke: or SSE-KMS reduces encryption costs by lowering calls to AWS KMS. 53 Bucket Keys aren't supported for DSSE

© Disable
© Enable

» Advanced settings

‘ (@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel

B3 CloudShell  Feedback © 2024, Amazan Web Services, Inc. o its affiliates. L " S—

Step 4: Upload Objects to the Bucket
e Select the bucket you created from the S3 dashboard.

Services arct t+5] (2] paN @ & Global v Khawaja Saad Ahmed Butt v

Amazon S3 > Buckets

» Account snapshot View Storage Lens dashboard

Storage lens provides visibility into storage usage and activity trends. Learn more [}

General purpose buckets Directory buckets

General purpose buckets (1) info

Copy ARN H Empty H Delete Create bucket

Buckets are containers for data stored in 3

‘ Q, Find buckets by name ‘ 1 &

Name - AWS Region v Access v Creation date v

US East (N. Virginia) us-east-

my-first-website-aws ;

March 26, 2024, 01:16:32 (UTC-07:00) |

[ Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliat

Privacy ~Terms  Cookie preferences
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e Click on the "Upload" button.

Services | Q 2] L @ & Global ¥ Khawaja Saad Ahmed Butt ¥

storing-my-first-image w~

Objects Properties Permissions Metrics Management Access Points

Objects (0) info

Actions ¥ ‘ Create folder I [f] Upload I

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them
permissions. Learn more

Q, Find objects by prefix | 1 {§}

Name A | Type v | Last modified v | size v | storageclass v

No objects
You don't have any objects in this bucket.

E CloudShell Feedback ©® 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

e Choose the file(s) you want to upload from your local machine.

Q Global v Khawaja Saad Ahmed Butt ¥

Services

= 6]

Amazon S3 > Buckets » my-first-website-aws

my-first-website-aws .«

Objects Properties Permissions Metrics Management Access Points

Objects (1) nfo

Actions ¥ ‘ Create folder [ Upload

re the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your cbjects, you'll need to explicitly grant them
permissions. Learn more

Q Find objects by prefix ‘ 1 &
O Name a Type v | Last modified v Size v Storage class v
March 26, 2024, 01:17:14
] D hasnainhyder.html html 1.2KB Standard

(UTC-07:00)

E CloudShell Feedback ®© 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

e Configure permissions and metadata for the uploaded objects if necessary.

¥ Permissions
Grant public access and access to other AWS accounts.

@ This bucket has the bucket owner enforced setting applied for Object Ownership. Use bucket policies to control

access. Learn more [4

» Properties
Specify storage class, encryption settings, tags, and more.
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e Click "Upload" to upload the file(s) to the bucket.

I Services | Q

B & & & Globav Khawaja Saad Ahmed Butt v

(] Name v Folder v Type

Destination info

Destination

s3://storing-my-first-image

B Destination details

Bucket settings that impact new objects stored in the specified destination.

¥ Permissions

Grant public access and access to other AWS accounts.

@ This bucket has the bucket owner enforced setting applied for Object Ownership. Use bucket policies to control
access. Learn more [4

» Properties
Specify storage class, encryption settings, tags, and more.

cancel

E CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms. Cookie preferences

Step 5: Manage Permissions

e Select the bucket or object for which you want to manage permissions.

Global v Khawaja Saad Ahmed Butt v

@ Upload succeeded
View details below.

Succeeded Failed
33/ /staring-my-first-image © 1 file, 67.8 KB (100,00%) @0 files, 0 B (%)
Files and folders Configuration
Files and folders (1 Total, 67.8 KB)
Q Find by name | 1
Name Folder v | Type v | size v | status v | Error -
images123.jpa B image/ipeg 67.8 KB @ succeeded

e Click on the "Permissions" tab.

Amazon 53 » Buckets » my-first-website-aws

my-first-website-aws i
Objects Properties m Metrics Management Access Points

Objects (1) infa

Actions ¥ ‘ Create folder M Upload

Objects are the fundamentsl entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to sccess your o ou'll need to explicitly grant them permissions. Learn

more [A
Q' | 1 e
O Mame A Type v Last modified v Size v Storage class -
March 26, 2024, 01:17:14 (UTC-
O [y hasnainhyderhtm html 12 KB Standard

07:00)
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e Click on edit in bucket policy section.

B & @ @  clobalv  KhowsjaSaadahmedButt v

Amazon 53 [Pl © Successiully edited bucket policy.

Buckets

Bucket policy

Grants

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket palicies dor't apply o objects cwned by other accounts. Learn more [
ts

Object Lambda Aceess Points

Multi-Region Access Points

Batch Operatio No policy to display

1AM Access Analyzer for 53

Block Public Access settings for
this account

v Storage Lens
Dashboards

Star

Lens groups

AWS Organizations settings

Feature spotlight o

» AWS Marketplace for 53

[5] CloudShell  Feedback ©2024, Amazon Web Servicss, Inc.or its affilistes.  Privacy  Terms  Cookie preferences [

e Paste the following command in bucket policy

"Version": "2012-10-17",

"Statement": [

"Sid": "PublicReadGetObject",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:GetObject"
1
"Resource": [

"arn:aws:s3:::Bucket-Name/*"
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e Change the name of bucket to your give bucket name.

Amazon S3 S Bucket ARN
]
Buckets
Policy
v ) Edit statement Remove
2 y PublicReadGetObject
zw
av Add actions
Batch Operations 5 "publicheadéerobiect”, choos
IAM Access Analyzer for 53 € "allew”, =
ccess Analyzer for 53 s e Q. Filter service
sv r
E etObject™
Block Public Access settings for 10 Included
this account 11w <3
| R |
w Storage Lens 13 ] i
b X Available
Dashboarss 15 1 amp
16 ¥ APl Gateway

API Gateway V2

s Analyzer

eature spotiignt @)

B AWS Marketplace for S5

Add

Step 6: Access Objects

e To retrieve the URL link for your object, simply navigate to your bucket, select the desired
object, and copy the URL provided, enabling easy sharing or embedding.

Amazon $3 x Amazon s Buckets t
hasnainhyder.html . O copyssurt | [ B oownl toad | [ open 2 || objectactions v

P —

e Paste the URL to any browser

< c 23 my-first-website-aws.s3.amazonaws.com/hasnainhyder.html w o3 = 0 o

Hasnain Hyder

My name is Hasnain Hyder. | am a student at the department of Electrical
Engineering in a public sector university in Pakistan. | am an electrical engineer by
skills and very passionate about designing circuits. Besides study, | am in love with
the beauty of nature and love to explore all the beautiful places God has created on

this planet
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Conclusion

Amazon S3 is a powerful and versatile storage service offered by AWS, suitable for a wide range of
use cases. By following the steps outlined in this lab, you should now have a good understanding of
how to create S3 buckets, upload objects, manage permissions, and access objects using different
methods. Further exploration and experimentation with S3 will deepen your understanding and
proficiency with this essential AWS service.

Lab Exercises

Select any webpage and save it to your Amazon AWS S3 storage. Then, access it through any web
browser
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Objectives

= Understand the basics of image recognition using Amazon Rekognition.

= Learn to integrate Amazon Rekognition with images stored in Amazon S3.
= Label images using Amazon Rekognition and analyze the results.

= Gain familiarity with AWS Cloud9 for development and testing purposes.

Pre-requisites

= An AWS account with access to Amazon Rekognition and S3 services.
= Basic understanding of AWS services.

= Familiarity with Python programming language.

= Basic knowledge of image processing concepts.

Outcomes
After completing this session, student should be able to:

= Ability to label images stored in Amazon S3 using Amazon Rekognition.

= Understanding of how to interpret and analyze the results obtained from image recognition.
= Proficiency in integrating Amazon Rekognition with other AWS services.

= Familiarity with AWS Cloud9 for development and testing purposes.

Introduction

Amazon Rekognition is a deep learning-based image and video analysis service provided by Amazon
Web Services. It enables you to identify objects, people, text, scenes, and activities in images and
videos, as well as detect any inappropriate content. In this lab, we will focus on utilizing Amazon
Rekognition to label images stored in Amazon S3 buckets. We will use AWS Cloud9 as our integrated
development environment to execute the necessary code.

Steps to label images using Amazon Rekognition
In this task, we will take a webpage and store it in Amazon AWS S3 using the following steps:
Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Create an S3 Bucket:

e Once logged in, search for "S3" in the AWS Management Console search bar or navigate to
"Services" and select "S3" under the "Storage" category.
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Console Home

Services
myApplications

All services

Resources (New & S5
Scalable St
Documentation (24,325)

Marketplace (1,597) age in th o 1
Blogs (1,369)
Events (25) A v Family ¥y Region ¥ i

Tutorials (13) le Data Trans

your application
one place

) cloudshell © 2024, Amazon Web Services, In
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Step 3: Create an S3 Bucket

e Click on the "Create bucket" button.

) Services Q s 1 (] FaN @ (o] Global v Khawaja Saad Ahmed Butt v

rage

Amazon S3
Store and retrieve any amount o b e cremte bk e

Create a bucket

Every object in 53 is stored in a bucket. To upload files

of data from anywhere

Pricing

How it works

With $3, there are no minimum fees. You only pay for
what you use. Prices are based on the location of your
53 bucket

Estimate your monthly bill using the AWS Simple
Monthly Calculator [4

View pricing details [2

e Enter a unique bucket name and select the region for your bucket.

(] paN @ & Global v Khawaja Saad Ahmed Butt

General configura

AWS Region

US East (N. Virginia) us-east-1 A4

Bucket type  Info

© General purpose O Directory - New
Recommended for most use cases and access patt:
General purpose buckets are the original 3 bucket type. the 53 Expr Zone storage class,
They allo redundan es faster pro a within a single
store objects across multiple Availability Zones. Availability

Recommended for low-latency use c hese buckets

Bucket name _Info

I myawsbucket

Bucket name must be umique within the global namespace and foll

the bucket naming rules.

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Format: s3 /prefix

Object Ownership info

32| Page




e Configure additional settings such as versioning, logging, and tags if needed.

(3] L (O] & Global v

Bucket Versioning
Versioning is a means of keeping multiple variants of an object
rsion of every obje your Amazon S3 bucket.

every v
and application failures. Learn more [

Bucket Versioning
© Disable
Enable

Tags - optional (1)

You can use bucket tags to track storage costs and organize buckets. Learn mere [

Key Value - optional
[ervirarment | [restin | [ remove
Add tag

33 Cloudshell Feedback © 2024, Amazon Web Service: preferences

e Click "Create bucket" to create the bucket.

Global - Khawaja Saad Ahmed Butt

@ Successfully created bucket “storing-my-first-image"

To upload files and folders, or to configure additional bucket settings, choose View details.

© Server-side encryption with Amazon 53 managed keys (SSE-53)
© Server-side encryption with AWS Key Management Service keys (SSE-KMS)

O Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
with twa separate layers of encryption, For detalls an pricing, see DSSE-KMS pricing on the Storage tab of th
age 2

Bucket Key

SSE-KMS reduc stion costs by lowering calls to AWS KMS. 53 Bucket Ke

g an 3 Bucke:

© Disable
© Enable

» Advanced settings

comeet

Step 4: Upload photos to the Bucket
e Select the bucket you created from the S3 dashboard.

Services arc [Alt+S] = Pay @ & Global v Khawaja Saad Ahmed Butt v

AmazonS3 ) Buckets

» Account snapshot View Storage Lens dashboard

Storage lens provides visibility into storage usage and activity trends. Learn more [

General purpose buckets Directory buckets

General purpose buckets (1) info Copy ARN ‘ ‘ Empty ‘ ‘ Delete Create bucket
Buckets are containers for data stered in 3
Q Find buckets by name ‘ 1 &
Name a AWS Region v | Access v Creation date v

US East (N. Virginia) us-east-
|

O my-first-website-aws March 26, 2024, 01:16:32 (UTC-07:00)

) cloudshelt Feedback © 2024, Amazon Web Services, Inc. o its affiliates. Privacy  Terms Cookie preferences
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Click on the "Upload" button and choose the photos you want to upload from your local

machine.

5 > Buckets > photos-to-recogniss

= A

photos-to-recognise .«

Management Access Paints

Objects Praperties Permissions Metrics

rens | [ creserocer | [EEEE

B photowebp
el 28, 2024, 12:02:56 (UTC+05:00)

Objects (5) info
biexts are the fundamental sntties stored in Amaza or others to accass your objects, youl need to explicitly grant them
Q_ Find objects by prefir . ®
o Name a Type - Last modified v | size v | Storage class -
O [ image2jpeg Jpeg March 28, 2024, 11:46.02 (UTC+05:00) B5KE  Standarg
1 D imagejeey Jreg March ZB, 2024, 11:40.39 (UTC+05:.00) 0.9 KB Standard
1 O imagel.jpey Jreg March 2B, 2024, 11:42.05 (UTC+05:00) 5.4 KB Standard
1 <h 28, 2024, 11:30:25 {UTC+05:00) 1665KE  Standard
1 7IMB Standard

Step 5: Set Up AWS Cloud9 Environment
Navigate to AWS Cloud9 service in the AWS Management Console.

Khawaja Saad Ahmed Butt +

@

to default layout | + Add widgets

. Co

Services
Create application

Features

e Create a new environment or use an existing one.

Environments (1)

AWS CloudS x AWS CloudS > Environments
- 1 &

My environments

Shared with me ‘ e ——
All account environments

Name a Cloud$ IDE [3 Environment type Connection Permission Owner ARN
Documentation [ ‘ o newenviroment ™ open EC2 instance AWS Systems Manager (SSM) Owner P arn:aws:iam::8517253 70789:ro0t |
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e \Write environment name.

AWS Cloud9 > Environments > Create environment @

Create environment i

Details

Name

| photo-recognition-enviroment |

imit of 60 ¢

acters, alphanumeric, and unique per user

Description - optional

Imit 200 character

Environment type Info
Determines what the Cloud9 IC

© New EC2 instance O Existing compute

1 EC2 instance in your account. The You have an existing instance o server that you'd like to
confi

ation of you stance cannot be changed b

New EC2 instance

(3 Cloudshell © 2024, Amazon Web Services, Inc. of its affiliates.  Privacy  Terms  Cookie preferences

e Create environment after necessary configuration.

&  ~ovegon - e —

a
© AWS Systems Manager (SSM) 3 Secure Shell (SSH)
eemses environment via 554 without epening inbound neceszes envirenment direetly via S5H, opens inbound
(o tnaee
> VRCsettings Info
» Tags - optional inta
A tag I  label that you asslgn to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources ar track your AWS costs

() e following 1AM resources will be created In your account

- AWSsServiceRolaForAWSCloudg - AWS Clouds crestes a service-linked role for you. This allows AWS Cloud? to call other AWS Services on your behalf.
You can delete the role from the AWS IAM console onee you no longer have any AWS Cloud9 environments. Learn more [

- Awscl and AWSC rvice role and an instance profile are automatically created if Cloudd accesses its
EC2 instance through AWS Systems Manager. If your envirenments ne lenger require EC2 instances that block inceming traffic, you can delete these
roles using the AWS 1AM console. L =

camest

e After creating the environment, open it from the Cloud9 dashboard in the AWS Management
Console to access the Cloud9 IDE.

aws

services | Q Sea 5 ® Py @ & N. Virginia v Khawaja Saad Ahmed Butt ¥

AWS Cloud9 X ~ Creating photo-recognition-enviroment. This can take several minutes. While you wait, see Best practices for using AWS Cloud9 [3

AWS Cloud9 » Environments

My environments

Shared with me .
Environments (2) Create environment
All account environments

My environments - 1 &

ati A
Documentation [3 Cloud9 IDE Environment
Name a Connection

Owner ARN

2] type n
- AWS Systems Manager
(e} newenviroment 1 open EC2 instance i4 ¥ Owner o
(s5M) arn:awsiam::85172537078%:root
photo-recogniti AWS Systems M;
pheto-recognition £ Open EC2 instance ystems Manager Owner o
enviroment (SSM) arn:awsiam::B851725370789:root

© 2024, Amazon Web Service:
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e Click "Open in Cloud9" from the Cloud9 dashboard in the AWS Management Console to
access the Cloud9 IDE.

B 4 O @© N. Virginia Khawaja Saad Ahmed Butt v

AWS Cloud9 @ Successfully created photo-recognition-enviroment. To get the most out of your environment, see Best practices for using AWS Cloud9 [4

AWS Cloud9 » Environments > photo-recognition-enviroment

My environments

Shared with me photo-recognition-enviroment [ oetete

All account environments

Details | Eait
Documentation [4 —
Name Owner ARN Status
photo-recognition-enviroment arnaws:iam:851725370789:root @ Ready
Description Number of members
1 Lifecycle status
@ Created

Environment type

EC2 instance

EC2 instance Network settings Tags
EC2 instance Manage EC2 instance [2
ARN Instance type

(3 am:aws:cloudS:us-east- t2.micro (1 GiB RAM + 1 vCPU)

(3 cloudshen Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences [

Step 6: Install Boto3 SDK

e Boto3 is the Amazon Web Services (AWS) SDK for Python. Install it in your Cloud9
environment using pip:

pip install boto3

e To install Python in your Cloud9 environment, run the above command in the terminal:

Welcome

Developer Tools

AWS Cloud9
Welcome to your development environment

Getting started

Toolkit for AWS Cloud9

bash - "ip-172-31-81-119. »

e Navigate to the "File" menu, select "New From Template," and then click on "Python File" to
create a new Python script in your Cloud9 environment.
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~ & File Edt Find View Go Run Tools Window Support Preview . '

New File AN Welcome x
New From Template
Open CIEICHO

Text File
JavaScript Fie
Open Recent
HTML File

: Cloud9
s s me to your development environment

Upload Local Files
Download Project
Line Endings
Getting started

ALShInW
“ip-172-31-81-119. x

(2.8.1)
10)
boto3) (1.15.0)

CodeWhisperer _ AWS profile default

e Paste the following code in your python file

#Copyright 2018 Amazon.com, Inc. or its affiliates. All Rights Reserved.

#PDX-License-ldentifier: MIT-0 (For details, see https://github.com/awsdocs/amazon-
rekognition-developer-guide/blob/master/LICENSE-SAMPLECODE.)

import boto3
def detect_labels(photo, bucket):
client=boto3.client('rekognition’)
response = client.detect_labels(Image={'S30bject":{'Bucket':bucket,'Name':photo}},
MaxLabels=10)
print('Detected labels for ' + photo)
print()
for label in response[‘Labels']:
print ("Label: " + label['Name'])
print ("Confidence: " + str(label['Confidence']))
print ("Instances:")
for instance in label['Instances']:

print (" Bounding box")
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print (" Top: " + str(instance['BoundingBox']['Top']))
print (" Left: " + str(instance['BoundingBox']['Left']))
print (" Width: " + str(instance['BoundingBox']['Width']))
print (" Height: " + str(instance['BoundingBox']['Height']))
print (" Confidence: " + str(instance['Confidence']))
print()
print ("Parents:")

for parent in label['Parents']:

print (" "+ parent['Name'])
print (" __________ ||)
print ()

return len(response['Labels'])

def main():
photo="
bucket="
label_count=detect_labels(photo, bucket)
print("Labels detected: " + str(label_count))

if _name_ =="_main__":
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«

& Untitied py

471 Pyinos

e Replace the bucket and photo names with those of your own created bucket and the specific
photo stored within it.

(Image={ t*:{'Buc bucket, | Name' {photol}},

photo)

121 Python Spaces 4

e After replacing the names, save the file, and then click on the "Run" button to execute the
script. This will trigger the detection process, where the specified photo in the designated
bucket will be analyzed for labels using Amazon Rekognition.

Edt Find View Go Run Tools Window Support

@ Untitled1 py

10:105 Python Sps

site-packages is not writeable

iyl (139 kB)
| 139 kB 5.8
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Input image

Final Output

. Run

Detected labels for

Label: Car
Confidence: 99.97897778328312
Instances:
Bounding box
Top: 8.21479566395282745
Left: 8.1484857188463211
Width: @.7206546068191528
Height: ©.5432831154632568
Confidence: 87.85246276855469

Parents:
Transportation

Label: Coupe
Confidence: 99.97897778328312
Instances:

Parents:
Car
Sports Car
Transportation
Vehicle

Label: Sports Car
Confidence: 99.97897778328312
Instances:
Parents:
Car
Transportation
Vehicle

Command:

Untitled1.py
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e Recognition using Amazon Rekognition SDK

Khawaja S3ad Ahmed Butt ¥

(@ Need to detect specific objects and scenes. ue to your business? Search all labels B Download full list
Use Rekognition Custom Labels [ to quickly build a custom model, no machine learning experience required.

Check whether we support your label

Q Entér-a lobél nomie ]

v Results

anine

(5] Cloudshell  Feedback © 2024, Amazon Web Services, Inc o ts aflates,  Privacy  Terms  Cookle preferences

Conclusion

In this lab, we have explored image recognition using Amazon Rekognition, specifically the labeling
of images in Amazon S3 buckets. AWS Cloud9 served as an integrated development environment,
facilitating the creation and testing of AWS-related applications. It is recommended to delve into the
various features of Amazon Rekognition to gain a comprehensive understanding of its potential in
different scenarios.

Lab Exercises

1. Capture differnt photographs and utilize Amazon Rekognition to analyze them and produce
results.

2. Use Amazon Rekognition SDK to analyze them and produce results
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Objectives

= Automatically resize images uploaded to an S3 bucket.
= Understand how to set up an AWS Lambda function.

= Integrate AWS Lambda with S3.

= Utilize Node.js to resize images dynamically.

Pre-requisites

= An AWS account with appropriate permissions to create Lambda functions and S3 buckets.
= Basic understanding of Node.js programming language.

= Familiarity with AWS services, particularly Lambda and S3.

= Node.js and npm installed on your local machine.

Outcomes
After completing this session, student should be able to:

= Gain hands-on experience in creating AWS Lambda functions.
= Understand how to integrate AWS Lambda with S3 buckets.
= Learn how to resize images using Node.js libraries within Lambda.

Introduction

AWS Lambda and Amazon S3 are two fundamental services provided by Amazon Web Services
(AWS) that offer powerful capabilities for developers and businesses alike. AWS Lambda enables
serverless computing, allowing you to execute code in response to various events without the need to
provision or manage servers. On the other hand, Amazon S3 is a highly scalable object storage service
designed to store and retrieve any amount of data from anywhere on the web.

In this lab, we will use the capabilities of AWS Lambda and Amazon S3 to construct an automated
image resizing solution. This solution is particularly useful for scenarios where images need to be
optimized for various devices or applications, such as websites, mobile apps, or digital media platforms.
By leveraging AWS Lambda functions triggered by S3 events, we can create a seamless workflow
where images uploaded to an S3 bucket are automatically resized to specific dimensions, reducing
storage costs and improving application performance.

Steps to configure lamda function for automatically image resizing

In this task, we will create a Lambda function that automatically resizes images whenever an event
occurs. Using the power of AWS Lambda and S3, we will design a seamless process where image
uploads to an S3 bucket trigger our Lambda function. Upon triggering, the Lambda function will
dynamically resize the image and store the resized version in another designated S3 bucket. We will
follow these steps to accomplish this:
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ey 53 Bucket
| Uploads '

Image ¢ File
A
m;;on Naotity
Event
s III ﬂ AWS Lambda
Destination 1 i |
53 Bucket TR s _ [ Lambds
p— | / \ Resize unetion Call
medium.jeg | AN /
S Lambda
= | Function
small. jpg
Result

Figure 1 Flow of image resizing using AWS Lambda
Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Create an S3 Bucket:

e Once logged in, search for "S3" in the AWS Management Console search bar or navigate to

"Services" and select "S3" under the "Storage" category.

aws

Console Home Search resu
Services
myApplications

All services

Knowledge Articles (292)
Marketplace (1,597)
Blogs (1,369)

Events (25)

Tutorials (13)

Features

2] cloudshell © 2024, Amazon Web Services, Inc. or its affiliates.




Step 3: Create an S3 Bucket

e Click on the "Create bucket" button.

aws Services 3 Alt+5 Global v Khawaja Saad Ahmed Butt v
— j

Create a bucket

Every object in 3 is stored in a bucket. To upload files

Amazon S3
Store and retrieve any amount e e e rocreme s pucyerunere

of data from anywhere

ce that ¢ ’ alability, data

Pricing

How it works With S3, there are no minimum fees. You only pay for
what you use. Prices are based on the location of your
53 bucket.

Estimate your monthly bill using the AWS Simple
Manthly Calculator [4

View pricing details [4

e Enter a unique bucket name and select the region for your bucket.

B 4£& ® &  Gcobav Khawaja Saad Ahmed Butt v

General configuration

AWS Region

US East (N. Virginia) us-east-1 -

Bucket type  Info

Bucket name _Info

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied

Choose bucket

Format: 53://bucket/prefix

Object Ownership i

e Configure additional settings such as versioning, logging, and tags if needed.

Global v Khawaja Saad Ahmed Butt ¥

Bucket Versioning
means of keeping multiple variants of an object
f our Amazon S3 bucket

e bucket. You can ust
ning, you can easily re

n o
and application failu

Bucket Versioning
© Disable
O Enable

Tags - optional (1)

You can use bucket tags to track storage costs and organize buckets. Learn mere [

Key Vvalue - optional

‘Enwrcment ‘ |testmg\ | ‘ Remove |

Add tag

(3 CloudShell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy ~ Terms  Cookie preferences [l
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e Click "Create bucket" that will hold original images.

Global Khawaja Saad Ahmed Butt w

@ successfully created bucket "storing-my-first-image"

To upload files and folders, or ta configure additional bucket settings, choose View details.

© Server-side encryption with Amazon 53 managed keys (SSE-53)

© server-side encryp with AWS Key nent Service keys (SSE-KMS)

© Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Secure your objects with twa separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Starage tab of the
Amazon $3 pricing page. [

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls ta AWS KMS. 53 Bucket Keys aren't supported for DSSE

O Disable
© Enable

» Advanced settings

@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. |

camest

aws I services | Q Seorc [Alt+S] Bl & @  Gobav Khawaja Saad Ahmed Butt v

Successfully created bucket "demo-origional-images™ View details X
y gl L]

To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets Directory buckets

General purpose buckets (5) info Copy ARN | ‘ Empty | | Delete | Create bucket

Buckets are containers for data stored in S3.

‘ Q, Find buckets by name | 1 &

Name a4 | AWS Region v | Access v Creation date v

I O demo-origional-images US East (N. Virginia) us-east-1 March 31, 2024, 17:51:51 (UTC+05:00) I

@] my-first-website-aws US East (N. Virginia) us-east-1 March 26, 2024, 13:16:32 (UTC+05:00)

@] my-first-website-page-aws-s3 US East (N. Virginia) us-east-1 March 27, 2024, 14:33:55 (UTC+05:00)

@] my-folder-for-image US East (N. Virginia) us-east-1 March 28, 2024, 14:49:42 (UTC+05:00)

O photos-to-recognise US East (N. Virginia) us-east-1 Bucket and objects not public March 28, 2024, 11:28:37 (UTC+05:00)

[(J CloudShell  Feedback  Language © 2024, Amazon Web Services, Inc. or Terms  Cookie preferences

e Create another bucket that will hold resized images.

[Ex] L @ Global v Khawaja Saad Ahmed Butt ¥

@ Successfully created bucket "resized-origional-images-bucket”
To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets (6) info Copy ARN | | Empty ‘ | Delete ‘ Create bucket
Buckets are containers for data stored in 53,

Q, Find buckets by name | 1 @}
Name 4 | AWS Region v | Access v | Creation date v
my-first-website-aws US East (N. Virginia) us-east-1 Public e e e e

© v { ginie) A """"" (UTC+05:00)
O first-websit 3 US East (N. Vi ) o APubl March 27, 2024, 14:33:55
my-first-website-page-aws-s ast (N. Virginia) us-east- ublic
v pag gmaussesstlo AT (UTC+05:00)
R March 28, 2024, 14:49:42
O my-folder-for-image US East (N. Virginia) us-east-1 Bucket and objects not public
""""""""""""""""""" (UTC+05:00)
R March 28, 2024, 11:28:37
O photos-to-recognise US East (N. Virginia) us-east-1 Bucket and objects not public
""""""""""""""""""" (UTC+05:00)
R R March 31, 2024, 17:54:13
O resized-origional-images-bucket US East (N. Virginia) us-east-1 Bucket and objects not public
""""""""""""""""""" (UTC+05:00)

[ CloudShell  Feedback  Language Privacy Terms  Cookie preferences
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Step 4: Upload photo to the Bucket that has original image

e Select the bucket you created from the S3 dashboard and upload the image.

Services Q, Searc Alt+S] &= pay @ Global v Khawaja Saad Ahmed Butt v

Y —— x

To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets Directory buckets

General purpose buckets (5) info ‘ Copy ARN | | Empty | | Delete Create bucket

Buckets are containers for data stored in 53

‘ Q. Find buckets by name | 1 &
Name A | AWS Region v | Access v Creation date v
demo-origional-images US East (N. Virginia) us-east-1 Bucket and objects not public March 31, 2024, 17:51:51 (UTC+05:00) I
my-first-website-aws US East (N. Virginia) us-east-1 A\ Public March 26, 2024, 13:16:32 (UTC+05:00)
my-first-website-page-aws-s3 US East (N. Virginia) us-east-1 A Public March 27, 2024, 14:33:55 (UTC+05:00)
my-folder-for-image US East (N. Virginia) us-east-1 Bucket and objects not public March 28, 2024, 14:49:42 (UTC+05:00)
photos-to-recognise US East (N. Virginia) us-east-1 Bucket and objects not public March 28, 2024, 11:28:37 (UTC/05:00)

() CloudShell  Feedback  Language © 2024, Amazon Web Services, Inc. or its affiliates. Privacy ~ Terms  Cookie preferences

e Click on the "Upload" button and choose the photo you want to upload from your local
machine.

Global * Khawaja Saad Ahmed Butt ¥

Upload succeeded
View details below.

Destination Succeeded Failed

s3://demo-origional-images @ 1 file, 6.6 KB (100.00%) @ o files, 0 B (0%)

Files and folders Configuration

Files and folders (1 Total, 6.6 KB)

[ @ Find by name | 1
Namae Folder v | Type v | size v | status v | Error -
I img13.jpeg image/ipeg 6.6 KB © succeeded I

Shell  Feedback  Language a \azon Web S+ or its affiliates.

Step 5: Create Lambda Function:

e Navigate to AWS lambda service in the AWS Management Console.

Q, lambda > (2] FaN @ & N. Virginia ¥ Khawaja Saad Ahmed Butt v
arch results for ‘lambda’

Services

Features (4)

Run cod 1wut thinking about

Resources | New

Documentation (10,415)
Knowledge Articles (178) i
Marketplace (762) Build and Test Code

Blogs (1,057)

Events (13) =73

Tutorials (6) Ensuring trust and integrity of your code

Terms

Amazon Web Se r its affiliates.




e Click on create a function.

N. Virginia ¥ Khawaja Saad Ahmed Butt ¥

Compute

AWS Lambda Get started
lets YOu run co de Author a Lambda function from scratch, or
choose from one of many preconfigured

without thinking about
Se rve rS. I Create a function I

Privacy Tarms Gookie preferences

@ 2024, Amazon Web Services, Inc. or its affiliates. -

a Saad Ahmed Butt v

Lambda > Functions » Create function

Create function e

Choose one of the following options to create your function

Select a container image to deploy for

Start with a simple Hello example.

© Author from scratch ‘ ‘ O Use a blueprint ‘ ‘ O Container image

Basic information

Function name

image-resizer-lamdg |

Use only letters, numbers, hyphens, or underscores with no spaces.

Runtime Info
he language to use to write your function. Note that the console code editor supperts only Node.js, Python, and Ruby,

Choos:

Node.js 20.x

Architecture Info
© 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

3] Cloudshell  Feedback

e Choose an existing role or create a new one. This role defines the permissions your Lambda

function will have to access other AWS services.
o By selecting a Create a new role with basic Lambda permissions click on “lAM

console”

Services | Q [A 2] L @ & N. Virginia ¥ Khawaja Saad Ahmed Butt v

O arme4

Permissions info
By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding triggers.

¥ Change default execution role

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to th

© Create a new role with basic Lambda permissions
() Use an existing role

(O Create a new role from AWS policy templates

@ Role creation might take a few minutes. Please do not delete the role or edit the trust or permissions policies in this role.

Lambda will create an execution role named image-resizer-lamda-role-dund24fu, with permission to upload logs to Amazon CloudWatch Logs.

» Advanced settings

© 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

48 |Page

3] CloudShell  Feedback




e After selecting IAM console, go to policy.

Khawaja Saad Ahmed Butt

Identity and Access x @ Role imageresizer-lambda-role created. * @
Management (I1AM) &
1AM > Roles

Roles (7) info Create role
s AM role is an iden b crecents sssurmed by entities that you tsst
Dashboa o ‘ N ©
w Access management
oo 0 Role name a | Trusted entities Last activity v
User groups
Users [ kS etup-StackSet Local-AdministrationRole AWS Sarvice: cloudfarmation -
a A kSetup-StackSet-Local-ExecutionRole Account: 851725370789 -
. m| AWSCloudsSSMAG AWS Service: clouds, snd 1 more. [ 3 days ago
ount settings 0 AWS Service: clouds (Service-Linked 2 hours aga
v Accoss reports [ AWS Service: support (Service -
cess Analyzer O AWS Service: trustedadvisor (S -
External access
O AWS Service: lambda -

Unused ace

lyzer settings

Credential report Roles Anywhere info

Authent

Organization acti ur non AWS workloads and securely provide

Service control policies (St

[5] Cloudshell  Feedback Privacy  Terms  Cookie preferences

e Click on create policy.

Khawaja Saad Ahmed Butt

!dentity and Access x @
®

Management (IAM)

1AM > Policies

Policies (1182) info

A policy is an object in AWS that defines permissions
Dashboa: Filter by Type

w Access management Q search ||Allwpcs vl 1 2 3 4 6 7 0 > @
User groups

Palicy name a | Type v | usedas v Description
users
Roles ePalicy AWS managed None Allow Access Analyzer to analyze reso.
Policies AWS managed - job function Permissions policy (1) Provides full access to AWS services an...
Identity providers
Lify AWS managed None Grants account administrative permiss.

Account settings

AWSElasti.. AWS managed None Grants account admi

istrative permiss.
¥ Access reports

coss Analyzer cvicaSetup AWS managed Nane Provide device setup access to AlexaFo
External access ullAccess AWS managed Mane Grants full access to AlexaForBusiness
Unused access
atewayExac AWS managed Nane Provide gateway execution access to A,
Analyzer settings
Credential report AWS managed Mane Provide access to Lifesize AVS devices
Organization actl AWS managed None This policy enables Alexa for Business,

Service control policies (SCPs) -

[] Cloudshell _ Feedback

e Click on JSON.

024, Amazon Web Services, Inc. or ts affiliates. __Privacy __Terms __Cookie preferen: =

Khawaja Saad Ahmed Butt ¥

> Create policy

step
Specify permissions

Specify permissions we

es, actions, resou

ces, and condi ssion statements u:

Add permissions by selec g the JSON editor

ng servi

Step2

v Select a service
n be p

rformed an spy

 resources in a service,

+ Add more permissions

Cancel Next

[5 Cloudshell  Feedback Privacy  Terms  Cookie preferences
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Paste the following code into the JSON.
Link of code: https://github.com/OneLightWebDev/image-resizer-

lambda/blob/main/policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents",
"logs:CreateLogGroup”,
"logs:CreateLogStream"
],
"Resource": "arn:aws:logs:*:*:*"
}
{

"Effect": "Allow",

"Action": ["s3:GetObject"],

"Resource": "arn:aws:s3:::BUCKET_NAME/*"
}
{

"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::DEST_BUCKET/*"

}

50| Page



https://github.com/OneLightWebDev/image-resizer-lambda/blob/main/policy.json
https://github.com/OneLightWebDev/image-resizer-lambda/blob/main/policy.json

Specify permissions ww.

Add parmissions by selecting services, actions, resources, and conditions. Build

Easts Policy editor Visuat m Actions ¥ -

avld
mion™s Edit statement

SON editor <)

ermission Statements using the

Solect a statement

[ET——

@ (@ Global v  Khawsja Sead Ahmed Butt ¥

"act r
“logs:PutLogevents”,
. Select a statement
1ogs :CreatelogGroup”, ]

Select an existing statement in the policy or

add a tatement.

"Resource”: "arm:aus:logs:tivie”
+ Add new statement

"logs:

eLogstraan”

demo-arigionsl-inages/*"

resized-origional-inages-bucket/*"

+ Add new statement

JSON Ln24, Col 1

characters remaining

Cancel

2024, Amazon Web Services, Inc.or irs affilistes.  Privacy  Terms  Cookie preferen

L (@ (B Globely  Khawsja Saad AhmedButt v

I8M > Policies > Create policy
Step .
- Review and create

Review the permissions, specify details, and tags.

cify permissions

Step2

Review and create Policy details

Policy name

Description - optional
Add a shart e for this p

Maximum

Permissions defined in this policy ifo

attach a policy to it

which actions are al

Permissions defined in this policy document spe or deriied. To define permissions far an IAM identity (user, user group, or role)

Q Ssearch

Allow (2 of 406 services) ing 404 services

Terms
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e After creating policy now, click a role and then click on Create role.

Identity and Access X IAM > Roles
Management (IAM)

Roles (7) info

lic for short durations. Roles can be assumed by entities that you trust.

a AR 1AM role is an identity you can areate that has spe credentiats that
Q_search
Dashboard
O Role name
v Access management _
O AWS-QuickSetup-StackSet-Lacal-AdministrationRale
User groups
[0  AWS-QuickSetup-StackSet-Local-ExccutionRole
o AWSCloudssSMAccessRale
m| orAWSClouds
1dentity providers
Account settings [m
w Access reports = orlrustedAdvisar
Access Analyzer a imageresizer-lambda-role

a Trusted entities Last activity
AWS Service: cloudformation -

Account: 851725370788 B

AWS Service: ec2, and 1 more. [2 3 days ago

AWS Service: clouds (S:

AWS Service: support (

AWS Service: trustedadvisor (Service.

AWS Service: lambda B

Create rale

External access

Roles Anywhere info
Analyzer settings

Authenticate your nen AWS

workinads and securely provide

Credential report

Qrganization acti

Service control policie

— ep 2

Add permissions

©2024, Amazon Web Services, Inc. or its affiliates.

Step3

AWS account

Allow e

Name, review, and create e EC2, Lambx

AML 2.0 federation

Custon
SAML 2.0 from Cres
form actions

tom &

n“

trust policy

Privacy  Terms

Khawaja Saad Ahmed Butt ¥

Use case

Allow an AWS

rs o perform actions in this

Ciice ol uzc cac

Lambda

Choose a use case for the specified service.
Use case

O Lambda
Allows Lambda fun

s to call AWS

on your behalf.

[5] Cloudshell  Feedback

©2024, Amazon Web Services, Inc. or

e Select the custom created lambda policy and click next.

Cancel

affiiates.  Privacy

Khawaja Saad Ahmed Butt ¥

ore palicies to attach t

Filter by Type

steps
Name, review, and create I Q image x ” Al types v | 9 matches 1 & ®
= Policy name [2 | Type v | Awach.. @ | Description
O AWSImageBuilderFullAccess AWS managed 0 Provides full access Lo all
O AWSImageBuilderReadOnlyAccess AWS managed 0 Provides read only access
[m| AWSMarketplacelmageBuild Full Acces: AWS managed o Provides full access to AW
0 Ec2imageBuilderCrossAccountDistribution Access Aws managed 0 Permissions need by EC2
[m| EC2ImageBuilder LifecycleExecutionPolicy AWS managed o The EC2ImageBuilderLife
=] EC2InstanceProfileForimageBuilder AWS managed 0 £C2 Instance profile for It
u] EC2InstanceProfileForimageBuilderECRContair AWS managed 0 £C2 Instance profile for b
imagebucket-policy-lambda Customer managed 1 - I
ROSAlmageRegistryGperatorPol AWS managed 0 Allows the OpenShift Im2

3

» Set permissions boundary - optional

3] Coudshell  Feedback

©2024, Amazon Web Servis

Cancel

Incoritsaffilistes.  Privacy  Terms
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e Add role name and create role.

Global Khawaja Saad Ahmed Butt ¥

St Role details
Add permissions c]
[ Role name
e Entter 2 meaningful name to identify this role.
Name, review, and ereate 0 |
Maximum 64 characters. Use alphanumeric and ==, @ characters,
ption
+ explanation for this role.
Allows Lambda functions to call AWS services on your behalf
|
Mairmum 1000 characters. Use alphanumeric an
Step 1: Select trusted entities
Trust policy
1-
z ersio
3- ‘Statem
s
e
7
z
-
18-
11
12
5] CloudsShell  Feedback 2024, Amazon Web Services, Inc. or its affilistes.  Privacy  Tenms  Cookie preferences [

e Next, proceed to create a Lambda function and select the option to "Use an existing role."”
Then, search for the pre-existing role you have previously created and click create function.

O xB6_64

© armea

Permissions info

¥ Change default execution role

X

imageresizer-lambda-rale

Cancel Create function

©2024, Amazon Web rits affiliates.  Privacy  Terms  Cookie preferences

[5] Cloudshell  Feecback

e Created Lambda function successfully.

Bl @ Successfully created the function Image-resizer-lamda-function. You can now change its code and configuration. To Invoke your function with a test event, choase *Test". P ©

<]

Lambda » Functions » image-resizer-lamda-function

image-resizer-lamda-function [ rororwte |[ @ conyarn [ actions v |

w» Function overview info | Export to Application Composer || Download v |

Diagram Template Description

f\\ image-resizer-lamda-
8 function Last modified
52 minutes ago

£33 Layers {0)
= )
unction ARN

+ Add trigger + Add destination arn:awslambda:us-east-1:851725570789:functionimage-resizer-la
mda-function

unction URL Info

Code Test Manitor Configuration Aliases Versions

©2024, Amazon Web Services, Inc. or its affilistes.  Privacy  Terms  Cookie preferences

Feedback
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e Go to source code and upload zip file that is provided with the name “Function.zip”.

R (] & N Virginia v Khawaja Saad Ahmed Butt v

Successfully created the function image-resizer-lamda-function. You can now change its code and configuration. To invoke your function with a test event, chaose “Test".

Code Test Monitor Configuration Aliases Versions

Code source info Upload from a

2ip file

Fie  Edt Find  View Go  Tools  Window =
‘Amazon $3 location

Q B indexmis

[ Cloudshell  Feedback e L S —

e After choosing zip file click save.

Upload a .zip file P

‘ @ When you upload a new zip file package, it overwrites the existing code.

[ Upload

function.zip b
7.91 MB

For files larger than 10 MB, consider uploading wusing Amazon 535.

Cancel Sawve

e Once you have uploaded the ZIP file, navigate to the "Configuration" tab and go to
Environment Variables and then click on Edit.

N.Virginia ¥ Khawaja Saad Ahmed Butt v

& & @ @

Aliases Varsions

General configuration q 5
& Environment variables

Triggers
voriables

| Q Find enviro

Permissions
Key Value
Destinations

Function URL No environment variables

No enviranment variables associated with this function
Environment variables -
Tags
vPC

Monitoring and aperations tools
Concurrency
Asynchronous invacation

(] Cloudshell  Feedback ©2024, Amazon Web Services, Inc. or its affiliates. Privacy  Tenms  Cookie preferences [
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e Click on Add environment

it variables

Lambda > Funetions > resizer-lamda-function > Edit enviro:

Edit environment variables

A

» Encryption configuration

Cancel save

e Enter "DEST_BUCKET" in the Key field, and in the Value field, input the name of the bucket
containing the photos and click on save.

zer-lamda-function > Edit variables

Edit environment variables

Environment variables

lue pairs that are ion code. These are useful to store wnfiguration

ariables 2 key
hange function code. Learn more [

ou can define enviranment v
settings without the

Key Value

‘3&;'_auc<sr ‘ |mswzndmwgmnal—m'zgc;—hmknd | | Remave

Add

» Eneryption configuration

e E
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e Test using Event JSON.
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Identity”:
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equestParameters
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: vem,
"testConfigRule”,
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img22. 3pers
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23 "sequencer”: "@A1B2C3DAESF678561"
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e Now Click on Add trigger.

Successfully updated the function image-resizer-lamda-function @

3

Lambda > Functions > image-resizer-lamda-function
image-resizer-lamda-function [ throtte |[ e copyarn [ Actions ¥ |
» Function overview info | Export to Application Composer H Download w |

Diagram Template Description

image-resizer-lamda-
B function Last modified

16 minutes age

Layers ©;
=

unction ARN

+ Add trigger + Add dest arnzaws:lambdarus-east-1:851725370789 Ffunction-image-resizer-la
mda-function

Code Test Monitor Configuration Aliases Versions
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e In Add trigger search S3.

Lambda > Add trigger

Add trigger

Trigger configuration info

=

cancel

e In Event type add bucket name that hold original images and click add.

Event types
Select the &
ezch bucke
s

All object create events X

Prefix - opt
Enter 2 sing|

bz function. You can optionally set up & prefix or suffix for
individual events cannot have multiple configurations

nt. However, for @
overlapping prefies or suffixes that could match the same object

nal
aptional prefi: to limit the notifications to objects with keys

g s

Suffix - optionat
Enter a single optional suffix to lim

that end with matching characters.

‘ev pg

Recursive invocati
If your function wri
bucket in
more [

I acknowledge that using the same 53 bucket for both input and output is not

recommended and that this configuration can cause recursive invocations, increased

s are wsing different 53 buckets for input and output. Writing to the s

e and increased costs. Learn

can result in increased Lambiia usa

Lambda usage, and increased costs.

Lambda will add the necessary permissions for AWS 53 to invake your Lambda functien from this trigger. Learn
more [ about the Lambda permissions model.

Cancel Add
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e Now, add the original images to one bucket, and the resized images will be stored in another
bucket.

Input image

Resized image
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Conclusion

In this lab, we successfully created a solution using AWS Lambda and S3 to automatically resize
images upon upload. By integrating Lambda with S3 and utilizing Node.js libraries for image
processing, we were able to achieve a scalable and cost-effective image resizing solution. This lab
provides a foundation for building more complex image processing pipelines using serverless
architecture on AWS.
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Objectives

= Understand the concept of Virtual Private Cloud (VPC) in AWS.
= Create a VPC with public and private subnets.

= Configure internet access for instances in the public subnet.

= Restrict internet access for instances in the private subnet.

= Launch EC2 instances in both public and private subnets.

= Test connectivity between instances.

Pre-requisites

= An AWS account with administrative privileges.
= Basic knowledge of AWS services.
= Access to AWS Management Console.

Outcomes
After completing this session, student should be able to:

= Gain hands-on experience in creating AWS Lambda functions.
= Understand how to integrate AWS Lambda with S3 buckets.
= Learn how to resize images using Node.js libraries within Lambda.

Introduction

Amazon Virtual Private Cloud (VPC) allows you to provision a logically isolated section of the AWS
Cloud where you can launch AWS resources in a virtual network. Subnets are segments of a VPC's IP
address range where you can place groups of resources. Public subnets are accessible from the internet,
while private subnets are not directly accessible. Subnetting is the practice of dividing a network into
smaller subnetworks for improved efficiency and security.

What is a VPC?

A Virtual Private Cloud (VPC) is a virtual network dedicated to your AWS account. It enables you to
launch AWS resources into a virtual network that you define.

What is a Public Subnet?

A public subnet is a subnet that has an associated route table that directs traffic to the internet gateway.
Instances in a public subnet can have public IP addresses and can communicate directly with the
internet.

What is a Private Subnet?

A private subnet is a subnet that does not have a direct route to the internet. Instances in a private subnet
can communicate with other instances in the VPC and can access the internet via a NAT gateway or
NAT instance.
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What is Subnetting?

Subnetting is the process of dividing a network into smaller subnetworks. It helps in efficient utilization
of IP addresses and improves network security by segregating different types of resources.

10.0.0.0/16
QAR 1001024 \ [ 10020/24
B
Internet
Gateway
i i
Public subnet J \ Private subnet

\ www.learnitguide.net /

Steps to create VPC with Public and Private Subnets to deploy an EC2 instance

The outlined procedure involves setting up both public and private subnets, followed by utilizing these
subnets to deploy an EC2 instance.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Create a VPC:

e Upon logging in, access the AWS Management Console's search bar, enter "VPC," and click
to open the Virtual Private Cloud (VPC) service.
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e Clickon

create VPC.
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e Assign a name tag to your VPC, specify an IPv4 CIDR block, and click Create VPC.

Resources to create  Info @
Create only the VPC resource or the VPC and other networking resaurces.

) vPC and more

| © vPConly

Name tag - optional
Creates a tag with a key of 'Name’ and a value that you specify

I my-new-vpc I

1Pv4 CIDR block  Info

© IPv4 CIDR manual input

() IPAM-allocated IPv4 CIDR block

1Pva CIDR

| 1020000714 |

CIDR block size must be between /16 and /28

IPv6 CIDR block  Info

© No IPv6 CIDR block

() IPAM-allocated IPv6 CIDR block
(O Amazon-provided IPv6 CIDR block
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e Created VPC Successfully.
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@ You successfully created vpc-00bd3417430288f48 / my-new-vpc
VPC dashboard x

EC2 Global View [2 VPC > YourVPCs > vpc-00bd3417430288f48 @
Filter by VPC:

VpC—OObd_7)41 743028848 / my-new-vpc

w Virtual private cloud Details info

Your VPCs

VPC ID State DNS hostnames DNS resolution
Subnets vpe- @ Available Disabled Enabled

00bd3417430288fa48
Route tables

DHCP option set Main route table Main network ACL
Internet gateways Tenancy dopt-Oed1e79118cde171d rtb-0702876b1a33fdb31 acl-08a89d5a5bfbd83a6
Default
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gateways Default VPC 10.200.0.0/16 - group)
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Route 53 Resolver DNS Owner ID
DHCP option sets Network Address Usage Firewall rule groups 851725370780
Elastic IPs metrics -
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Step 3: Create Subnets:

e Navigate to the Subnets section in the VPC dashboard.
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@ You successfully created vpc-00bd3417430288f48 / my-new-vpc
VPC dashboard X

EC2 Global View [4 VPC > YourVPCs > vpc-00bd3417430288f48 ]
Filter by VPC:
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¥ Virtual private cloud

Your VPCs
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Route tables DHCP option set Main route table Main network ACL
Internet gateways Tenancy dopt-Oed1e79118cde171d rtb-0702876b1a33fdb31 acl-08a89d5a5bfbd83ae
Default
Egress-only internet IPva CIDR IPv6 pool IPv6 CIDR (Network border
gateways Default VPC 10.200.0.0/16 - group)
Carrier gateways No -
Route 53 Resolver DNS Owner ID
DHCP option sets Network Address Usage Firewall rule groups 851725370789
Elastic IPs metrics -
Disabled

Managed prefix lists
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e Click on "Create subnet".
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e Choose the VPC created in step 2.

VPC > Subnets > Create subnet @
Create subnet .« ©
VPC
VPC ID

Create subnets in this VPC
=

pc-00bd3417430288f48 (my-new-vpc)

Associated VPC CIDRs

IPv4 CIDRs
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Subnet settings
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e Add the subnet name, select the availability zone, enter the IPVV4 CIDR block for the subnet
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e Click on create subnet.
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Add new subnet
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e Click on "Create subnet" in order to create the private subnet.
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e Choose the VPC created in step 2.

Khawaja Saad Ahmed Butt v

VPC > Subnets > Create subnet
Create subnet .
VPC

VPC I
Create subnets in this VPC

vpc-00bd3417430288F48 (my-new-vpc)

Associated VPC CIDRs

IPv4 CIDRs
10.200.0.0/16

Subnet settings
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e Add the subnet name, select the availability zone, enter the IPVV4 CIDR block for the subnet

Subnet 1 0f 1

Subnet name

Create a tag with a key of 'Name' and a value that you specify.

I PrivateSubnetB I

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you
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IPv4 VPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

[ 10.200.0.0/16 v ]

1Pv4 subnet CIDR block
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¥ Tags - optional
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e Click on create subnet.

v Q, searct [Alt+S] N. Virginia ¥ Khawaja Saad Ahmed Butt v
Choose the VPC's IPv4 CIDR block for the subnet. The subnet’s IPv4 CIDR must lie within this block. @ -
[ 10.2000.0/16 v |

IPv4 subnet CIDR block

I 10.200.1.0/24 256 1P ]

< > ~ ~

¥ Tags - optional
Key Value - optional

‘ Q. Name x

You can add 49 more tags.
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Step 3: Configure Internet Gateway (IGW):

e Navigate to the Internet Gateways section in the VPC dashboard.
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e Name the name tag and click on create internet getaway.

Services Searct t+S 2N @ (o] N. Virginia ¥ Khawaja Saad Ahmed Butt v
for the gateway below. -
[6)
Internet gateway settings [¢]
Name tag

Creates a tag with a key of 'Name' and a value that you specify
— —

ternet-getway| I

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

|Q Name X| ‘Q my-internet-getway X‘ ‘ Remove

Add new tag

You can add 49 more tags.

Cancel I Create internet gateway I
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e Choose the name of the internet getaway you have created and select and Action and click on
Attach to VPC.
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& The following internet gateway was created: igw-0d53449530900c9ec - my-internet-getway. You can now Attach to a VPC x
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e Choose the VPC you have created from the available VPC and click to attach internet
getaway.

Services | Q search - ® o [

@ The following internet gateway was created: igw-0d53449530900c9ec - my-internet-getway. You can now attach to a VPC to enable the VPC to b4
communicate with the internet.
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VPC > Internet gateways » Attach to VPC (igw-0d53449530900c9ec)

Attach to VPC (igw-0d53449530900c9ec) e

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below,

Available VPCs
Attach the internet gateway to this VPC

I Q, vpc-00bd3417430288f48 x I

» AWS Command Line Interface command

cancel |  Attach internet gateway ||
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Step 4: Route table:

e Navigate to the route tables in the VPC dashboard.
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e Click on create route table.
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e Name the route table and select the VPC you have created and click on create route table.
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VPC > Routetables > Create route table

Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings

Name - aptional
Create a tag with a key of 'Name' and a value that you specify.

I PublicRT-A I
VPC

The VPC to use for this route table.

| voc-00bdza17430288F48 (my-new-vpo) v ||
Tags

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You ¢an use tags to search and filter
your resources or track your AWS costs
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e Now navigate the routes and click on edit routes.
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e Now click on add routes.
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VPC » Route tables > rtb-Of2caacda8c59c569 > Edit routes @
Edit routes

Route 1

Destination Target Status

10.200.0.0/16 ‘ local - | @ Active

‘ Q, local x |
Propagated
No

Cancel e

e Specify the destination and target the internet gateway by selecting the created internet
gateway and click on save changes.
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Add route

Cancel Preview || Save changes I
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e Now navigate Subnet association and click on Edit Subnet Associations.
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(@ Updated routes for rtb-0f2caacda8c59c569 / PublicRT-A successfully

VPC dashboard x
» Details

EC2 Global View [2
Filter by VPC: my-new-vpc

Select a VPC

Routes Edge associations Route propagation Tags
w Virtual private cloud
Your VPCs Explicit subnet associations (0) I Edit subnet associations I
Subnets Q. Find subnet association ‘ 1 {3
Route tables
Name v | SubnetID v | ipvaciDR v | I1Pv6 CIDR v
Internet gateways
Egress-only internet No subnet associations
gateways
gateway You do not have any subnet associations.
Carrier gateways
DHCP option sets
Subnets without explicit associations (2) Edit subnet associations

Elastic IPs

The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table;

Managed prefix lists

CloudShell Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

e Select the public subnet you have created and apply save associations.

N. Virginia Khawaja Saad Ahmed Butt v

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

| Q, Filter subnet associations ‘ 1 &
=2 Name v Subnet ID v 1Pv4 CIDR v | IPv6 CIDR v ‘ Route table ID

I PublicSubnet-A subnet-05c943a728aefe491 10.200.0.0/24 - I Main (rtb-0702876b1a33fdb2
(] PrivateSubnetB subnet-03d209d0da4215a39b 10.200.1.0/24 - Main (rtb-0702876b1a33fdb3

3

Selected subnets

subnet-05c943a728aefe491 / PublicSubnet-A X

Cancel

CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Step 5: Launch EC2 Instances:

e click on search, write “EC2”, and select "EC2" section.

Services | Q ec2| Pa¥ ® [ N. Virginia ¥ Khawaja Saad Ahmed Butt ¥
ul

Services
Features (57)
Resources | New
Documentation (34,707)
Knowledge Articles (612)
Marketplace (3,456)
Blogs (2,145)

Events (30)

Tutorials (21) 5 from idental deletion

Continual vulnerab
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e Click on Instances (running)

EC2 Dashboard x . @

Resources EC2 Global view [ EC2 Free Tier info
EC2 Global View far all AWE Regions
Events

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:
< le-to- . .

onsatete 0 EC2 free tier offers in use
Code Preview I Instances (running) o I Auto Scaling Groups o
End of month forecast
¥ Instances Dedicated Hosts o Elastic IPs o A\ O offers forecasted to exceed free tier li
Instances mit.
Instances 1 Key pairs 3
Instance Types Exceeds free tier
Launch Templates Load balancers a Placement groups o A\ 0 offers exceeded and is now pay-as-yo
Spot Requests u-go pricing
Savings Plans Security groups 5 | | Smapshots o View Global EC2 resources
Reserved Instances Volumes 1
Dedicated Hosts
Tew A - <[
Capacity View all AWS Free Tier offers [4
Reservations N & +
e Launch instance Service health
To get started, launch an Amazon EC2 instance, R
¥ Images which is a virtual er in the cloud. AWS Health Dashboard [ Account attributes

AMis - M= -

e Add the name of the instance.

= EC2 > Instances » Launch an instance @
[
Launch an instance
Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following
the simple steps below.
Name and tags info
Name
publicsubnet-instance| Add additional tags
w Application and OS Images (Amazon Machine Image) infe
An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for below <

CloudShell © 2024, Amazon Web Se affiliates Privacy  Terms Cookie preferences

e Create key for the instance.

Services | Q ' Alt+S] (2] L @ (] N. Virginia v Khawaja Saad Ahmed Butt v

On-Demand SUSE base pricing: 0.0116 USD per Hour Compare instance types -
On-Demand RHEL base pricing: 0.0716 USD per Hour P yP 0]
On-Demand Linux base pricing: 0.0116 USD per Hour

Additional costs apply for AMIs with pre-installed software

v Key pair (login) fo
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before
you launch the instance.

Key pair name - required

publicsubnetmachine v I C  Create new key pair

v Network settings o

Network  Info

Cloudshell Inc. or its affiliate Privacy Terms  Cookie preferences

71| Page




e Click on edit of the network setting.

w» Network settings info

Network  Info

vpc-04890b2673355¢706

Subnet  Info

No preference (Default subnet in any availability zone)
Auto-assign public IP Info

Enable

Additional charges apply when outside of free tier allowance

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance

© Create security group (O Sselect existing security group

We'll create a new security group called launch-wizard-5' with the following rules

Allow SSH traffic from

Helps you connect to your instance
Py y 0.0.0.0/0

pr—— ]

CloudShell  Feedback 2024, Amazon Web Services, Privacy ~ Terms okie preferences

e Ensure that the instance has a public IP address created from VPC.

v Network settings info

VPC - required  Info

vpc-00bd3417430288f48 (my-new-vpc) - c
10.200.0.0/16

Subnet Info

subnet-05c943a728aefe491 PublicSubnet-A
VPC: vpc-00bd3417430288f48  Owner: 851725370789 Availability Zone: us-east-1a A C Create new subnet [
IP addresses available: 251 CIDR: 10.200.0.0/24)

Auto-assign public IP Info

I Enable A4 I

Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance

© Create security group (O Select existing security group

Security group name - required A

Cloudshell Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences

e Select security with your IP.

B & @& ® Nvignav Khawaja Saad Ahmed Butt v

= ‘ Public Security Group @

Inbound Security Group Rules

v
Security prule 1 (TCR 22, 154.198,110,156/32 Remove

Type Info Protocol  Info Portrange  Info

ssh v ‘ CF
Source type  Info Name  Info Description - optional  Info
‘ My 1P v ‘ Add CIDR, prefix list or security ¢ e.9. SSH for admin desktop
‘ Add security group rule ‘

» Advanced network configuration

3 cloudshell Feedb: Cookie preferences
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e Lunch Instance

Number of instances  Info ®

Storage (volumes)
1 volume(s) - 8 GiB

@ Free tier: In your first year includes 750 hours of t2.micro (or t3.micro in the Regions in which X
t2.micro is unavailable) instance usage on free tier AMIs per month, 750 hours of public IPv4 address
usage per month, 30 GiB of EBS storage, 2 mi n 10s, 1 GB of snapshots, and 100 GB of bandwidth
to the internet.

Cancel

Review commands

024, Amazon Web Service

https:/fus-cast: Privacy Terms Cookie preferences

e Public Instance Launch Successfully’

L @ L) N. virginia v Khawaja Saad Ahmed Butt v
= ; @
EC2 » Instances » Launch an instance
]
@ Success
Successfully initiated launch of instance (i-06299826f42f728c2)
» Launch log
Next Steps
Q What would you like to do next with this instance, for example “create alarm™ or “create backup” 1 2 3 4 5 6 >
Create billing and free Connect to your instance Connect an RDS database Create EBS snapshot
tier usage alerts policy
Once your instance is running, Configure the connection
To manage costs and avoid log into it from your local between an EC2 instance and a Create a policy that automates
Drice bl j affic flow be craation rotoption. and hd
CloudShell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy ~ Terms  Cookie preferences

e Launch another EC2 instance in the private subnet and ensure that the instance does not have
a public IP address.

=] 2 @ & N. Virginia v Khawaja Saad Ahmed Butt v

¥ Summary
v Network settings info ®

Number of instances  info

VPC - required  Info ]

vpc-00bd341743028848 (my-new-vpc) - ]
10.200.0.0/16

Software Image (AMI)
Amazon Linux 2023 AMI 2023.4.2...read more

subnet-03d209d0dad4215a9b PrivateSubnetB ami-0c101f26f147fa7fd
VPC: vpc-00bd3417430288f48 Ow 851725370789 v C Create new subnet [2

Subnet  Info

Availability Zone: us-east-1b _IP addresses available: 251  CIDR: 10.200.1.0/24) Virtual server type (instance type)
t2.micro
Auto-assign public I info
I Disable - I Firewall (security group)
New security group
Firewall (security groups)  Info
A security group is a of firewall les that control the traffic for your instance. Add rules to allow specific traffic to ich your
[t Storage (volumes)
- 1 volumels) - 8 GiB
© Create security group (O select existing security group -
Security group name - required Cancel Launch instance

privateSG

[ cloudshell Feedback © 2024, Amazon Web Services, Inc. or its affiliates.




[3) CloudShell

Khawaja Saad Ahmed Butt v

Private Security Group

¥ Summary

Inbound Security Group Rules

¥ Securit
Type Info

ssh v

Number of instances  nfo

1

Pratacol  info Portrange  Info

2 Software Image (AMI)
Amazon Linux 2023 AMI 2023.4.2__read more
ami-0c101f26f147fa7fd

Source type  Info Source  Info Description - optional  Info

| Custom v | ‘ Q, Add CIDR, prefix list or s ‘ e.g. SSH for admin desktop Virtual server type (instance type)
t2.micro
Firewall (security group)

v o New security group

Storage (volumes)

Type Info Protocol Info Port range Info
1 volume(s) - 8 GiB
ALLICMP - IPv4 v avp
Source type  Info Source  Info Description - optional  Info @ Free tier: In your first year X
| Custom v | ‘ Q. Add CIDR, prefix list or security ‘ e.g. SSH for admin desktop ‘ incliides S ol bl iR mlcrol (of

Feedback

1020000724 X cancel Launch instance

ommands

Inc. or its affiliats

Step 6: Test Connectivity:

An

Apps

preferences

Click the below link to download PuTTY software, which you can use to access your

instance.

Link: https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Once you have downloaded the PUTTY software, locate it by searching "PuTTY" in your
computer's search bar, and then open the application.

Apps

Best match

PuTTY
App

& putty.exe

PuTTYgen

= putty-64bit-0.80-installer.m

& putty-arm32-0.80-installer.msi

Search the web

£ putty

S puttygen

© putty download windows 10

A2 putty download

£ putty login

Documents (14+)

Websites (1)

o iz : 2 — aRacen: « Assbcet AAB assncer assbcen: ||| gy pee
se v Titte Subtitle  Subtle Em. R
Pully
App
= open
S Rruna = . which you can use to access your

[x)

o

am/putty/latest.html

on.

ocate it by searching u ' in your
1 t tlh I "PuTI:

Open the Ec2 instance that you have created for public subnet and navigate the public IP and

copy it.

EC2 Dashboard >

EC2 Global View

Events

co

to-Code Preview

w Instances

Instances

Instance Types

Launch

Spot Re

Savings

Templates

que:

Plans

Reserved Instances

Dedicat

ed Hosts

Capacity

Reservations

¥ Images

EC2 >

Instances > i-09879f5f08cdae89d

Instance summary for i-09879f5f08cdae89d (Publicsubnet-instance) infe
e ]I Connect H Instance state ¥ H Actions w

Updated less than a

ite ago

Instance 1D Public IPv4 address Private IPv4 addresses

1-D9879f5f08cdaec89d (Publicsubnet- 54.80.35.57 |open addre 10.201.0.208

instance)

IPv6 address Instance state Public IPva DNS
- & Running -

Hostname type Private IP DNS

IP name: ip-10-201-0-208.ec2.int

Answer private resource DNS name Instance type Elastic IP addresses

Auto-assigned IP addre:

t2.micro -

5] AWS Compute Optimizer finding
vpc-0197a15b90b3
aw) [2 mmendations

54.80.35.57 [Public IP]

a0ed (my-new @ Opt-in to AWS Compute Optimizer for r

or Its affiliat:



https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

ﬁ PuTTY Configurati

Categorny:

on

=) Session

‘- Logging
=1 Terminal

- Keyboard
- Bl

- Features
=1 Window

- Appearance
-~ Behawiour
- Translation
=] Selection
- Ciolours
=1 Connection
- Diata
- Proooy
[+ 55H
- Sernal
- Telnet
- Rlogin
- SUPDUP

T >

Basic options for your PuT T Y session
Specify the destination you want to connect to
Haost Mame {or IP address) Port
T — 1=
Connection type:
@ SSH

Load. save or delete a stored session

) Sedal ) Other: Telnet —

Sawved Sessions

Default Settings Load

Save

Delete

Close window on exit:

) Blways ) Mewer () Onhy on clean exit

Open Cancel

Categony:

ﬁ PuTTY Cenfiguration

- Keyboard
. Bell

- Features

1- Window

- Appearance

- Behaviour

- Translation

- Selection

- Colours

1~ Connection

.. Diata

- Prowy

=-55H

- Host keys

- Cipher

= Auth

- Credentials
- GSSAPI

? X

Credentials to authenticate with

Publicdey authentication
Private key file for authentication:

C:sUsers\FPE*Downloads publicsubnet-

Certfficate to use with the private key (optional):
| | Browse...

Plugin to provide authentication responses

Plugin command to run

Cancel

I
g

Launch the PUTTY application and paste the public IP address into the "Host Name" field.

Next, click on the "SSH" category, followed by "Auth". Then, select "Credentials™ and
navigate to upload the key associated with your instance and click on open.
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e After adding the credentials, the subsequent screen will appear.

54.20.25.57 - PuTTY — — =

e Now, type "ec2-user" to log in as the user in the Linux account.

54.80.35.57 - PuTTY — O >

ec2-user@ip-10-201-0-208:~ - O *
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e Now, test if the instance can communicate with Google by typing "ping google.com™.

EP ec2-user@ip-10-201-0-208:~

oM

[a]

i
€

[ (O T VI VT U R B T )
[ Y MY Y Y Y Y A Y

[a]

e Verify if access to the private EC2 instance is possible through PuTTY.

o Launch PuTTY and enter the private IP address of the EC2 instance. Then, configure

authentication by adding the necessary key and click on open.

BR PuTTY Configuration 7 >
Categony:
= Sgssinn Basic options for your PuTTY session
i TE"“ L_l:nglging Specify the destination you want to connect to
Frmina Host Mame {or IP address) Port
- Keyboard
- Bell [10.201.1.53 | [22
- Features Connection type:
=~ Window @ 5S5H (O Seral (O Other: | Telnet ~
- Appearance
- Behawviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
----- Colours
= Connection Default Settings Load
- Data
e Prgecy Save
- S55H
+ . Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit :
() Mlways () Mewver (®) Only on clean exit
e
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8 Metwork error: Connection timed out

The above result confirm that connecting directly to a private instance via PUTTY is not feasible.
However, it's possible to establish connectivity by implementing modifications such as setting up a
VPN, configuring NAT gateway, or utilizing alternative methods.

Local Communication:

Ping the private EC2 instance from Public EC2 instance to test connectivity between them.

e Once logged in to the public instance via PUTTY, execute a ping command using the private
IP address of the instance to assess local communication capability.

EP ec2-user@ip-10-201-0-208~

[y VI VR 3

[ay]

[y s VI« Vs Vs

()]

4
4
4
4
4
4
64
4
4
4
4
4
4

[a)]

Plans

Hostname type Private IP DNS r
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The above result confirms successful ping results, indicating that the local machines can indeed
communicate with each other.

Conclusion

In this lab, we learned how to set up a Virtual Private Cloud (VPC) with public and private subnets on
AWS. We configured internet access for instances in the public subnet and restricted internet access
for instances in the private subnet. By launching EC2 instances in both subnets and testing connectivity,
we verified the functionality of our setup. Understanding VVPC, subnets, and proper subnetting practices
are essential for designing secure and scalable AWS architectures.

Exercise

1. Create VPC with VPC IP 10.201.0.0/16 then divide this VPC IP into public and private subnets,
with each subnet containing 64 IPs. Then, connect these subnets to EC2 instances, one public
and one private. Test the instances using PuTTY. Finally, test the local connectivity by pinging
each instance from the other.

2. Determine a method to enable connectivity for the Private Subnet Instance to access the internet.
Implement one approach to achieve this.
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Objectives

Understand the basics of AWS DynamoDB.

Learn how to create tables, items, and indexes in DynamoDB.

Gain hands-on experience with inserting data into DynamoDB tables.
Explore querying data from DynamoDB tables using indexes.

Pre-requisites

An AWS account with permissions to create and manage DynamoDB resources.
Basic understanding of AWS services.

Outcomes

After completing this session, student should be able to:

Create DynamoDB tables.

Understand the process of inserting data into DynamoDB tables.
Learn how to create indexes for efficient querying.

Gain proficiency in querying data efficiently using indexes.

Introduction

Amazon DynamoDB is a fully managed NoSQL database service provided by Amazon Web Services
(AWS). It is designed to offer high performance and scalability with low latency, making it suitable for
a wide range of applications, from small-scale projects to large-scale enterprise systems. DynamoDB
is known for its ability to handle large volumes of data while providing consistent and predictable
performance.

Key features of DynamoDB include:

Fully Managed: AWS takes care of the infrastructure management, including provisioning,
scaling, and maintenance, allowing users to focus on developing applications rather than
managing databases.

NoSQL Database: DynamoDB is a NoSQL database, which means it does not require a fixed
schema, allowing for flexible data models. It supports key-value and document data structures.
Scalability: DynamoDB can automatically scale to accommodate varying workloads, allowing
users to handle high traffic and sudden spikes in demand without manual intervention.
Performance: It offers single-digit millisecond latency for read and write operations, making
it suitable for applications that require fast response times.

Security: It offers robust security features, including encryption at rest and in transit, fine-
grained access control using AWS Identity and Access Management (IAM), and integration
with AWS Key Management Service (KMS).

Global Tables: DynamoDB Global Tables enable users to replicate data across multiple AWS
regions for global distribution and disaster recovery purposes.

In this lab, we will explore the process of creating a DynamoDB table, adding items to it, creating
indexes for efficient querying, and executing queries.
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Steps to create a DynamoDB table, adding items to it, creating indexes

The outlined procedure involves setting up to create a DynamoDB table, adding items to it, creating
indexes for efficient querying, and executing queries.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Create a DynamoDB Table:

¢ Navigate to the DynamoDB service by typing "DynamoDB" in the search bar of the AWS
Management Console.

iii services | Q dynamo DB L8 O 8 N. Virginia ¥ Khawaja Saad Ahmed Butt v

Search results for ‘dynamo DB’

Services
Features (35)
Resources | New
Documentation (40,833)
Knowledge Articles (308)
Marketplace (24) . ctive analytics
Blogs (1,753)
Events (43)

Tutorials (9)

CloudShell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

e Click on "Create table".

WS I services | Q Search [ ] L4 @ @ N. Virginia ¥ Khawaja Saad Ahmed Butt ¥
®
DynamoDB X DynamoDB > Tables
[
Dashboard Tables (0) mfo Create table
Tables
Q, Find tables by table name ‘ ‘ Any tag key v ‘ Any tag value 1 {5}

Explore items
PartiQL editor Na... & Stat... Partition key Sort key Indexes Deletion protection Read capacity ma
Backups

) You have no tables in this account in this AWS Region.
Exports to 53

Imports from S3 Create table

Integrations New

Reserved capacity

Settings

¥ DAX

Clusters

CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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e Define the table name, primary key and sort key.

Saad Ahmed Butt v

DynamoDB > Tables » Create table

Create table

Table details info

DynamoDE s a schemaless database that requires only a table name and a primary key when you create the table.

Table name

This will be used to identify your table.
ISLudenl I
Between 3 and 255 characters, containing only Letters, numbers, under ()

Partition key
The partition key is part of the table’
hosts for scalability and availability

ue that is used to retric

ISLudenLname I | String v

1to

character

nd case se

Sort key - optional
You
sar

I Degreg I | String v ‘
Tto

use a sort key as the second part of a table's primary key. The sort key allow
tition

search among all items sharing the

you to sort

character

nd case se

[J Cloudshell  Feedback

Amazon Web Services, Inc. or its affiliat
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e Click on "Create table" to create the DynamoDB table.

N.Virginis Khawajs Sand An

+ Add new

JSON Ln 1, Col 0

w external access

o AWS resources

to cantrol access ta your

Mo tags are associated with the resource

Add new tag

cancel

Cookie preferences

Step 3: Insert Data into the Table:

e Once the table is created, navigate to it.

Services | Q Se

= o @ 1o M. Virginia Khawaja Saad Ahmed Butt v

DynamoDB x @ The Student table was created successfully.

DynamoDB > Tables
Dashboard

Tables
Tables (1) info Create table

Explore items

1 @

PartiQL editor ‘ QU Find tables by table name | | Any tag key v

Backups

Exports to 53 [ Na... & Status Partition key Sort key Indexes Deletion protection Read capacity mode Write capacity mo...

Imports from S3 [ Student @ Active Student_name (S) Degree (S) o © off Provisioned (1) Provisioned (1)

Integrations New 3

Reserved capacity

Settings

v DAX
Clusters
Subnet groups
Parameter groups.

Events

() CloudShell  Feedback © 2024, Amazon Web Service

Priva Terms  Cookie preferences
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= L 0 @ N, Virginia v Khawaja Saad Ahmed Butt v

DynamoDB X DynamoDB 3 Tables > Student ®
[c]

Dashboard Tables (1) X Student Explore table items

Taes [y gtes ~]

Explore items Overview Indexes Monitor Global tables Backups Exports and streams >
PartiQL editor

Backups ‘ Q. Find tables by table name ‘ ) )
c tns3 Protect your DynamoDB table from accidental writes and deletes Edit PITR x
orts to
xports 1 ® When you turn on point-in-time recovery (PITR), DynamoDB backs up your table data
Imports from 53 automatically so that you can restore to any given second in the preceding 35 days.
Integrations New | a P— | Additional charges apply. Learn more [
Reserved capacity
Settings R .
General information info
v DAX Partition key Sort key Capacity mode Table status
Clusters Student_name (String) Degree (String) @ Active
Subnet groups Alarms Point-in-time recovery Resource-based
Parameter groups ® No active alarms (PITR) info policy Infa
vents © off © Not active

32 Coudshell

® 2024, Amazon Web Services, Inc. or its affiliates.

rivacy  Terms  Cookie preferences

e Click on "Explore Table Item".

DynamoDB X DynamoDB > Tables » Student ©
@
Dashboard Tables (1) x Student Actions || Explore table items I
Tables
[ary tog ke v
Explore items Overview Indexes Monitor Global tables Backups Exports and streams >
PartiQL editor e
Backups ‘ QU Find tables by table name | i .
c o Protect your DynamoDB table from accidental writes and deletes Edit b%e
Orts to
Kports 1 Iy When you turn on point-in-time recovery (PITR), DynamoDB backs up your table data
Imports from S3 automatically so that you can restore to any given second in the preceding 35 days
. Additional charges apply. Learn more [
Integrations. ‘ o T ‘ [LERmImGLE)
Reserved capacity
Settings ) .
General information info
w DAX Partition key Sort key Capacity mode Table status
Clusters Student_name (String) Degree (String) Provisioned @ Active
Subnet groups Alarms Point-in-time recovery Resource-based
Parameter groups @ Mo active alarms (PITR) info policy info
Events © off © Notactive

2 Sloudshell

® 2024, Amazon Web Services, Inc. or Its affiliate

Privacy ~ Terms  Cookie preferences [

e Click on "Create item".

Select a table or index Select attribute projection (o]

DynamoDB X

‘ Table - Student v ‘ | All attributes v

[+] Student ‘

Dashboard

Tebles B Filters
Explore items
PartiQL editor
Run Reset
Backups

Exports to 53

Imports from 53 @ Completed. Read capacity units consumed: 0.5 X

Integrations New

Reserved capacity

Settings Items returned (0) Actions ¥ I Create item I

1 &R
w DAX
Clusters No items
Subnet groups No items to display
Parameter groups

Events

[ CloudShell  Feedback

Privacy Terms  Cookie preferences
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e Enter attribute names, values for the item, and click on create item.

Khawaja Saad Ahmed Butt v

DynamoDB > Exploreitems: Student » Create item @
Create item
¥ou can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [A
Attribute name value Type
Student_name - Fortition key ‘ Hasnain B String
Degres - sor key ‘ Masters B String
E I E | e
‘ Batch | ‘ 2016 ‘ Number
Cancel I Create item I
[ Cloudshell  Feedback Inc. o its affi acy  Term [E—

e Data has been entered.

Services | Q, Search t N.Virginia + Khawaja Saad Ahmed Butt v

@
[

DynamoDB x DynamoDB » Exploreitems ) Student

Dashboard > Student
Tables

View table details

Explore items » Scan or query items

PartiQL editor Expand to query or scan items

Backups

E sta 53
xports to @ Completed. Read capacity units consumed: 0.5 x ‘

Imports from 53

Integrations N

Reserved capacity Items returned (1)

Actions w H Create item ‘

Settings

1 & %

¥ DAX (= Student_name (String) v | Degree (String) v Batch v D v

Clusters I O Hasnain Masters 2016 1 I

Subnet groups

Parameter groups

Events

[ CloudShell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cookie preferences.

e Repeat the process to insert more items.

Services | Q, Search \ L @ & N. Virginia v Khawaja Saad Ahmed Butt v

» SCan oF query Items
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Tables
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PartiQL editor Items returned (7) Actions w ‘ | Create item
Backups
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Integrations New
0 uzair Bechelors 2015 8
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Settings O Imdad Masters 2015 7
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Subnet groups
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Step 4: Search the data-using query:

To locate and retrieve data from your DynamoDB table, proceed to either the Scan or Query
functionality. These options enable you to perform searches within your dataset effectively.

e Navigate to the Scan or query items.

N Virginia v Khawaja Saad Ahmed Butt »
DynamoDB x DynamoDB > Exploreitems » Student @
[}
Dashboard Tables (1) x Student @ Autopreview View tabla details
Tables
[Any g key v
Explore items » Scan or query items
PartiQL editor Ly Ll
Backups ind tables by table narme -
Q Find tables by table name O Scan © Query
Exports to 53
1 (el N
Imports from 53 Select a table or index Select attribute projection
. Table - Student v | ‘ All attributes v
Integrations ne [0 swom ‘ [
Reserved capacity Student_name (Partition key)
Settings
ot be
Degree (Sort ke
w DAX gree (: v)
|Equal to w | ‘En(erscrlkeyum‘uu [ Sertdescending
Clusters
Subnet groups
Parameter groups v Filters
Events
Attribute name Type Condition Value
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e Select the "Query" option and specify the name of the data you want to search for in the
partition key.

N.Virginia v Khawaja Saad Ahmed Butt v
~ Scan or query items ®
x .
(<)
(& rnaes || (o= | = |
1 @
Select a table or index Select attribute projection
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Degree (Sort key)

w Filters

Attribute name Type Condition value
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Add fitter
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e Click Run to execute the result.

&) Completed. Read capacity units consumed: 0.5 »

Items returned (1) ‘ Actions w H Create item ‘

1 @ X
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Step 4: Create Indexes:

e In the table overview page, navigate to the "Indexes" tab.

L4 @ @

Services.

Q_ search

M. Virginia v

Khawaja Saad Ahmed Butt v

Explore table items

Exports and streams

Pe

DynamoDB e DynamoDB > Tables 3 Student
Dashboard Tables (1) % Student
Tables ‘ Any tag key v |
Explore items Overview Monitor Global tables Backups
PartiQL editor °
Backups ‘ Q, Find tables by table name | .
Eeports 1053 Global secondary indexes (0) info

1 @
imports from 53 ‘ Q Find indexes
Integrations New ‘ O  Student ‘

Name a  Status ¥  Partitionkey ¥  Sortkey ¥  Read capacity v

Reserved capacity

Settings

v DAX
Clusters
Subnet groups
Parameter graups
Events

(2 Cloudshell  Feedback

No global secondary indexes

Global secondary indexes allow you to perform queries on

attributes that are not part of t
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e table's primary key.

dex

1 @

Write capacity ¥

© 2024, Amazon Web Services, Inc. or its affiliates.

Click on "Create index".
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Write capacity ¥

DynamoDB 3 Tables % Student

> Create index

Define the index key and sort key.

Create global secondary index
Global secondary indexes allow you to perform queries on attributes that are not part of a table's primary key. Note that
global secondary index read and write capacity settings are separate from those of the table, and they will incur additional

costs,
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e Click on "Create index" to create the index.

Estir
$0.73 / month

ed cost

Total read capacity units Total write capacity
1

Attribute projections e

Attribute projections
o Al
Al

| of the table atiributes are projectod inte the index

) Only ke

@ During the back
delete other indexes on the table.

ng phase, you can delete the index that is being created. During this phase, you can't add or

cancel

Step 5: Query Data using Indexes:

e Go to the "Queries"” tab in the table overview page.

DynamoDB > DynamoDB 3 Explore items > Student @
]
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v DAX
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e Write the index parameter.

=

55 Services | Q Search

B &4 0 @

N. Virginia »

Khawaja Saad Ahmed Butt v

DynamoDB

Dashboard
Tables
Explore items
PartiQL editor
Backups
Exports to 53

Imports from 53

X

Integrations Mew

Reserved capacity

Settings

v DAX
Clusters

Subnet groups

Parameter groups

Events

DynamoDB » Explore items » Student

Tables (1) X
Any tag key v |
Any tag value

‘ Q Find tables by table name |

1

Student

v Scan or query items

0]
c]

‘ 0 Student

‘ Q) Sean ‘ ‘ © Query
Select a table or index Select attribute projection
‘ I Index - Batch-Degree-index v I Projected attributes v

-

Batch (Partition key)

I 2016 I

Degree (Sort key)

| Equalto w ‘ ‘ Enter sort key value [ Sort descending

p Filters

Reset
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e Click on Run to execute the query.

(® Completed. Read capacity units consumed: 0.5 %

Items returned (4)

|| Actions w || Create item

1

@ =X

[ Student_name (String) v | Degree (String) v Batch v D v
] murtaza Bechelors 2016 3
] Hasnain Masters 2016 1
[ azhar Masters 2016 2
B Igra Masters 2016 6

Step 6: Query Data using Indexes:

The PartiQL editor is a feature provided by Amazon DynamoDB that allows users to execute PartiQL
queries directly within the DynamoDB console. PartiQL is a SQL-compatible query language
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designed to work with semi-structured data formats like JSON, making it well-suited for interacting
with NoSQL databases like DynamoDB.

e In the DynamoDB dashboard, locate and select the "PartiQL editor" option.

Khawaja Saad Ahmed Butt v

DynamoDB x DynamoDBE » PartiQL editor

PartiQL editor

Operations performed using the PartiQL editor might incur charges. Learn more [

Dashboard
Tables

Explore items
Query 1 + 52
——— Tables (1) c x

Backups

Exports to S3 Q, Find tables

Imports from 53
Integrations New

Reserved capacity »  Student

Settings

v DAX
Clusters
Subnet groups
Parameter groups

Events
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e Select the ellipsis icon (...) and then choose "Scan Table" from the options provided.
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DynamoDB x DynamoDE > PartiQL editor @
— PartiQL editor
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e Select the command and click on Run to view the table
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e Execution result

Elapsed time 1029ms ®
DynamoDB x
Items returned (9) Download results to C:
Dashboard
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Exports to 53
Masters 1 Hasnain 2016
Imports from S3
Integrations New Bechelors 8 uzair 2015
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Masters 7 Imdad 2015
v DAX
Clusters Bechelors 10 hina 2015
Subnet groups Masters 2 azhar 2016
Parameter groups
Masters 6 Igra 2016
Events
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e Select the ellipsis icon (...) and then choose "Query Table™" from the options provided.
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v DAX

Table name
Clust

Subnet groups Set item

Parameter groups
Jrour Drop iter

Events

B Cloudshell  Faadback ® 2024, Amazon Wab Services, Inc. o its affiliates. B rr—

services | Q search \ B & @ @  Nvignaw  KhawsjaSaad AhmedButt v
®
DynamoDB f i
Y x PartiQL editor
Operations performed using the PartiQL editor might incur charges. Learn more [
Dashboard
Table Query 1
ahiles Tables (1) cx © Y + =
Explore items
1
PartiQL editor 2
Backups Q. Find tables 3 = st E Student_name
Exports to 53 1 @
Imports from 3
Integrations Mew > Student -
Reserved capacity
Settings
w DAX
Clusters
Parameter groups
Events Table view JSON view
() Cloudshell  Feedback Terms  Cookie preferences

91| Page




e Select the command you want to execute and click on Run button.
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e Execution result

Khawaja Saad Al

DynamoDB x @
Dashbaard
Run Clear
Tables
Explore items
PartiQL editor Table view JSON view
Backup
Exports to 53 © completed
Imports from 53 Started on 4/4/2024, 10:21:47 PM
Integrations New Elapsed time 1003 4m:

Reserved capacity

Setting Items returned (2) Download re ta CsV

@ Find ftems ‘ 1 @
v bax
Clusters begree  w | ID % | Studentmame v | Batch -
Bachiors s 2015
Mastars 2016

[ Cloudshell  Feadback © 2024, Amazon Wab Services, Inc. or Its affiliates. Privacy  Terms  Cookie preferences

Adding Data into the Table:

e To add data to the table, enter the command "INSERT INTO name_of_table VALUE{}".
After entering the data, select the code and execute it by clicking on the "RUN" button.
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In order to view the inserted data Select “SELECT * FROM “Student”” and click Run

B3 Services | Q
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Dashboard PartiQL editor
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Conclusion

This lab has covered the creation of DynamoDB tables, data insertion, index establishment for query
efficiency, and the execution of queries utilizing these indexes. DynamoDB offers a scalable, flexible
approach to NoSQL data management in the cloud environment.

Exercise

This exercise comprises four steps outlined as follows:
3. Create a DynamoDB table named "Employee” with attributes: EmployeelD (string) as the
primary key and Name (string), Age (number), and Department (string) as additional attributes.
4. Insert at least three items into the "Employee" table.
5. Create a global secondary index on the "Department” attribute.
6. Query the "Employee" table using the global secondary index to find all employees in a specific
department.
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Objectives

= Understand the concept of Amazon RDS.
= Learn how to create a relational database instance using RDS.
= Gain hands-on experience in managing RDS instances.

Pre-requisites

= Basic understanding of databases and SQL.
= An active Amazon AWS account.
= Access to the AWS Management Console.

Outcomes
After completing this session, student should be able to:

= Explain the purpose and benefits of using Amazon RDS.

= Create and configure a relational database instance on RDS.
= Connect to the RDS instance from a client application.

= Perform basic management tasks on the RDS instance.

Introduction

Amazon Relational Database Service (RDS) is a fully managed database service provided by Amazon
Web Services (AWS) that simplifies the deployment, management, and scaling of relational databases
in the cloud. It enables users to set up, operate, and scale databases with ease, allowing them to focus
more on their applications rather than database management tasks.

Key Features:

e Managed Service: With Amazon RDS, AWS handles many of the routine database
administration tasks such as provisioning, patching, backup, recovery, and monitoring,
allowing users to offload the operational overhead associated with managing databases.

e Multiple Database Engine Support: Amazon RDS supports various popular relational database
engines including:

o MySQL: An open-source relational database management system known for its
performance, reliability, and ease of use.

o PostgreSQL: A powerful and feature-rich open-source relational database system
known for its extensibility and standards compliance.

o Oracle: A robust and scalable enterprise-grade relational database system widely used
in businesses for mission-critical applications.

o SQL Server: A comprehensive database management system developed by Microsoft,

offering features like high availability and disaster recovery.

e Scalability: RDS allows users to easily scale their database instances vertically by adjusting
compute and storage resources or horizontally through features like Read Replicas (for read
scalability) and Multi-AZ deployments (for high availability and failover).
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High Availability and Reliability: RDS offers Multi-AZ deployments for automatic failover and
redundancy, ensuring high availability and data durability. It also provides automated backups,
point-in-time recovery, and database snapshots for data protection and disaster recovery.
Security: Amazon RDS integrates with AWS ldentity and Access Management (IAM) for fine-
grained access control and provides features like encryption at rest and in transit, network
isolation through Virtual Private Cloud (VPC), and security group-based firewall rules.
Monitoring and Metrics: RDS provides built-in monitoring and performance metrics through
Amazon CloudWatch, enabling users to monitor database performance, set alarms, and
troubleshoot issues proactively.

Cost-Effective: Amazon RDS offers a pay-as-you-go pricing model with no upfront costs or
long-term commitments, allowing users to scale their database resources based on demand and
optimize costs effectively.

Use Cases:

Web Applications: RDS is ideal for powering web applications, providing a reliable and
scalable backend database infrastructure.

Enterprise Applications: RDS supports enterprise-grade databases like Oracle and SQL
Server, making it suitable for hosting business-critical applications.

Dev/Test Environments: RDS simplifies the setup of development and testing environments,
allowing developers to quickly provision and manage database instances.

Analytics and Reporting: RDS can be used for storing and analyzing large datasets, supporting
OLAP (Online Analytical Processing) and data warehousing workloads.

Steps to Create Database on RDS:

The outlined procedure involves setting up to create a Database on RDS.

Step 1:

Step 2:

Sign in to the AWS Management Console

Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
Sign in using your AWS account credentials.

Create a Database on RDS:

In the search bar at the top of the page, type "RDS" and select the "Amazon RDS" service from the
search results. Alternatively, you can find RDS under the "Database™ category on the console
dashboard.

97 |Page




Services Q RDSI X @ Q @ @ N. Virginia v Khawaja Saad Ahmed Butt v

Search r lts for 'RDS’

Services
Features (38)
Resources ' New

Managed Relational Database Service

Documentation (22,472)
Knowledge Articles (348)
Marketplace (655)
Blogs (2,174)

Events (40)

(33 cloudshelt Feedback Privacy Terms Cookie preferences
© 2024, Amazon Web Services, In

e Onthe RDS dashboard, click on the "Create database™ button to begin setting up a new
database instance.
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e You will be prompted to choose a database engine. Select the engine that best fits your
requirements from the available options, such as MySQL, PostgreSQL, Oracle, SQL Server,
etc.

e Select MySQL

Bl & @ &  NVegnav  KnawsjaSsadAhmedButt v

= Engine optiens @

Engine type Info

) Aurora (MySQL Compatible) © Aurora (PostgresQL Compatible)
o .

Eé @5
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O PostgreSQL O Oracle

ORACLE
O Microsoft QL server O 1smob2

7 SQLServer 1BM Db2
5] CloudShell Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences [l
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e Select the template as “Free tier”

B & ® & Avgnav Khawaja Saad Ahmed Butt v
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© Production © Dev/Test © Free tier
Use defautts for high availa This instance is intenled for
and fast, cor cofa

production e

timized, and

Availability and durability

Deployment optiens Info
The deployment aptions below are limited to those supported by the engine you salectad above.

egion.
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le Performance instance
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e After selecting the database engine, you will need to configure the database instance.
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e Performance instance

e Specify instance details including instance type, storage type and capacity, allocated storage

size, and network settings such as VPC (Virtual Private Cloud) and subnet group.
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e Once you are satisfied with the configuration, click on the "Create database" button to initiate
the creation of the RDS instance.
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e After the database instance is successfully created, navigate to the RDS dashboard to obtain
the connection details.
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Dashboard

ROS > Databases

Databases

Quer

Editor

Consider creating a b R .

upgrades

You may want to consider using Amazon RDS Blue/Green Deployments and minimize your dewntime during upgrades. A Blue/Green Deployment provides a staging emironment for changes to production
databases. RDS User Guide [ Aurora U
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" Guide [
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Step 3: Configure Inbound Security for RDS:

e Under the "Connectivity & security" tab for your RDS instance. Go to Security and click on
VVPC security groups.

Services (=1 (2] L @ & N. Virginia v Khawaja Saad Ahmed Butt v
Connections [c]

Amazon RDS x
Dashboard Connectivity & security Monitoring Logs & events Configuration Zero-ETL integrations Maintenance £ >
Databases
Query Editor . i

Connectivity & security
Performance insights
Snapshots
Exports in Amazon S3 Endpoint & port Networking Security
Automated backups

Endpoint Availability Zone VPC security groups
Reserved instances database-123.chmugisgkz us-east-1f default (sg-
Proxies jx.us-east-1.rds.amazonaws.co 0a588e0976809bbcb)

m VPC © Active

vpc-04890b2673355c706

Port Publicly accessible
Subnet groups 2206 Subnet group Ves
Parameter groups default-vpc-

04890b2673355c706 Certificate authority Info

Option groups
rds-ca-rsa2048-g1
Custom engine versions Subnets

Zero-ETL integrations New - subnet-0998eebd548355962 Certificate authority date
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e Choose the Virtual Private Cloud (VPC) currently in use, and then navigate to the inbound
rules section located at the bottom.

Services | Q h Khawaja Saad Ahmed Butt ¥

EC2 Dashboard X Security Groups (1/1) info ‘ Actions ¥ | | Export security groups to CSV u v | Create security group ®
EC2 Global View @

‘ Q, Find resources by attribute or tag
Events

Console-to- | sa-0s5882097680900ch | X | [ clearfitters | ) o

Code Preview

v Instances Name v | Security group ID v Security group name v VPCID

Instances I - 59-0a588e097680%bhcb default wpc-04890b2673355c706 [4 I

Instance Types v

Launch Templates

Spot Requests - EE =
Savings Plans

sg-0a588e0976809bbcb - default

Reserved Instances

Dedicated Hosts

Details Outbound rules Tags

Capacity

Reservations New

¥ Images

AMIs . Inbound rules (4)

Edit inbound rules
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e In bound security click on “Edit inbound rules”

= B =2 @

Inbound rules (4) I Edit inbound rules I

Q, Search | 1 &

(] Name v Security group rule... ¥ IP version v | Type v Protocol v |

O - sgr-Od4aada33457dect3a - All traffic AR

® 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences
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e Select the MySQL/Aurora service and TCP protocol for inbound security rules, then proceed
to save the changes by clicking on "Save Rules."

aws  Hf Services | Q Search Alt+S G & ® (&  NVignay  KhawajaSaadAhmedButt v

nbound rules info N

Security group rule ID Type Info Protocol Info  Portrange Source Info Description - optional Info [c]
Info
5qr-00d5a40bag999ee3d MYSQL/Aurora v TP 3306 | Custom ‘ ‘ Q ‘ ‘ ‘ | Delete |
00.0.0/0 X
sgr-D4aada33497dec63a All traffic v I |Cuslom v ‘ ‘Q ‘ ‘ ‘ | Delete |
50-0258860976809bbch X
N T | | =

Add rule

A Rules with source of 0.0.0.0/0 or /0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only. x

Cancel Preview changes ‘I Saverlllesl
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Step 4: Connect to the RDS Instance:

e Once the instance is created and available, note down the endpoint, username, and password.
You will need these to connect with MySQL Workbench.

Knawz]a Saad Ahmed Butt v

Amazon RDS X RDS > Databases > mysql ®
Medif; Actions w
mysql [ Acions ~ ]
atabases
Summary
DB identifier Status
mysal © Available ity
ceu Class
13.05% db.t3.micro tions
Connectivity & securi ty Monitaring Logs & events Configuration Zero-ETL integrations Maint & backup: Tag Recommeny dations

Connectivity & security

Endpeint & port Networking Security
Endpoint Availability Zone
Fvent: mysqLebmugisgkzjx us-east-1.rds.amazona us-past-1F
ws.com
Event subscription:
Port
3306

default-vpc-D4890b2673355c706 Certificate authority  Info

© 2024, Amazon Web Servicss, Inc or Its affillates.  Privacy T

Step 4: Download and Install MySQL Workbench:

e Go to the MySQL Workbench website and download the appropriate version for your
operating system.

e Link: https://dev.mysgl.com/downloads/windows/installer/8.0.html

e Follow the installation instructions to install MySQL Workbench on your computer.
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e Open

MySQL Workbench after installation.

offi ars allc

MySQL Connections & a

e Enter
e [Enter

e MySQL80 mys=ql
3

a connection name.
the RDS endpoint in the "Hostname" field.

e Enter the username and password you set up for your RDS instance.
e Click "Test Connection" to ensure that MySQL Workbench can connect to your RDS instance
successfully.
& setup Mew Connection — O >
Connection Mame: ﬁ FType a name for the connection
Connection Method: | Standard (TCP/IP) ~ | Method to use to connect to the RDBMS
Parameters S5 Advanced
Hostname: m Part: |3306 | _Ir\igrpnfelpo;?taddress of the server host - and
Username: [igmin J rame of the user to connect with.
Password: T e ;I.I'Zi;es:r's password. Wil be requested later if it's
Default Schema:

| | The schema to use as default schema. Leave
blank to select it later.

Configure Server Management.. . I Test Connection I Cancel
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e Once the connection test is successful, click "OK" to save the connection settings.

Connection Method: | Standard (T}

Parameters  ssL Advanced

B MysaL Werkbench

Eila  Efit Mew Guary DOmmbasa Sarvar  Isoia  Serptng

Connection Name: |mysgl

Username: admin

Password: Store in Wl

Default Schema:

My SQL Workbench

o Successfully made the MySQL connection

Information related to this connection:

Host: mysql.cbmugisgkzjc.us-east-1.rds.amazonaws.com

Port: 3306
User: admin
SSL: enabled with TLS_AES_128_GCM_SHA256

A successful MySCL connection was made with
the parameters defined for this connection.

address of the server host - and
.

— (=} = |

| | Tvpe a name for the connection

a Method to use to connect to the RDBMS

e user to connect with.

password. Will be requested later if it's

jJa to use as default schema. Leave
Hect it later.

Configure Server Management...

Test Connection

&Y Y a0 &2 8 &R & &0 @& ) W

Navigator:
MARNA

MEN

e Execute the following command to create a new database:
CREATE DATABASE my_database;
o @ Cl=dCl
[&E]] | Lmtto 1000rows - | g | = @ (1 (=) E Mm”\mw‘;lw Ty | dump to -

o s

2
& sta
& Data Expornt

L Data importRestare

& Pertormance scnema Setup

ation | Schemas

Query Completed

nd System Variables

T _Action Output -

Context Help | Snippets

e Once the database is created, switch to it using the following command:

B MysalL Workbench
i mysal

Eile  Edit  Miew Query Detabase Server Jlools  Scripting

& & e &) & &
Navigater

MANAGEMENT

Server status

Cient Connections

Users and Privileges
Status and System Variables
Data Export

ka0

Data Import/Restore

INSTANCE &Y
A servert
-

PERFORMANCE
@ Dashbosrd
& Pertormance Reports
& Pertormance Schema Setup

Administration  Schemas

Information

No object selected

Object Info  Session

Query Completed

USE my_database;

Hele
Il
ERe
=H 7 F A w Lmtto 1000mws < | g | ¥ @ (10 (=
1 ®  CREATE DATABASE my_databasej

SQLAdditions

| [ B | Jumpta

- x
@ D=0

position or to toggle automatic help.

> ContextHelp  Snippets

Output
B Action Output -
# | Tme | Acson Mestage
[-) 1 2219:46 CREATE DATABASE my_database 1 row(s) affected
[-] I 2 2222113 USE my_database 0 row(s) affected

Duration / Ferch

0,328 sec
0.234 sec I
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e Now, let's create a table within the database. Execute the following command:

B mysalL Workbench
#®  mysal x

name
age INT,

email VARCHAR(100)

CREATE TABLE my_table (

id INT AUTO_INCREMENT PRIMARY KEY,

File Edit Wew Query Database Server Tools Scripting Help

Hie JEEEEE

Navigater.
MANAGEMENT

© server status

1 client Connections

SQLAdditions

BRI FAD B

1 ®  CREATE DATABASE my_database;

Limit to 1000 rowms

-l € G [ (®

| (B %y | Jmpto

- X

& L=l

Automatic context help is disabled. Use the

2
4 Users and Privileges e USE my dutan toolbar to manually get help for the current caret
Status and System Variables my_database; position or to toggle automatic help.
a
%, Data Export
'f ’ s o kﬁEAIE TABLE my_table (
w DataImport/Restore -
3 id INT AUTO_INCREMENT PRIMARY KEY,
INSTANCE 7 name VARCHAR(5@),
B startup/ shutdown s age INT,
& server Logs 9 email VARCHAR(100)
Options File
& Options Fi 10 |
PERFORMANCE 11
& Dashboard
&7 Performance Reports
&N Performance Schema Setup
Administration Schemas < > ContextHelp Snippets
[Jl Action Output -
No object selected # Time Action Message Durstion / Fetch
© 1 221946 CREATE DATABASE my_datebase 1 row(s) affected 0.328sec
© 2 222213 USEmy dalabase Qron(s) affected 0234 sec
_
o 325 CREATE TABLE my_table [ 1d INT AUTO_INCREMENT PRIMARY KEY.  name VARCHA . 0 row(s) sfected D4sdsec |
Object Info ~ Session
Query Completed 5]

e After creating the table, you can insert some sample data into it. Execute the following
command:

INSERT INTO my_table (name, age, email) VALUES
('John Doe', 30, 'john@example.com'),
('Jane Smith', 25, 'jane@example.com'),

('‘Bob Johnson', 35, 'bob@example.com');
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B mysaL Werkbench
& mysal x

File Edit View Query Dstsbase Sever Iools Scripting Help

She OREED B

Navigator
MANAGEMENT
© server Status

%

SQLAdditions

B ¥ F 8 =] Limitto 1000rows = | % | € @ (1] (3
.

4 v | (8] % | dmpto

- X

@ D=0

3 rowls) affected Recards: 3 Duplicates: 0 Wamings: 0

(=]

: 3 USE my_database; ~ . .

5 Client Connedions . ’ Automatic context help is disabled. Use the

2 Users and Privileges toolbar to manually get help for the current caret

5 ® & CREATE TABLE my_table ( . ) -

[0 Status and System Variables position or to toggle automatic help.

N 6 id INT AUTO_INCREMENT PRIMARY KEY,

&, Data Export

T 7 name VARCHAR(S2),

L, Data Import/Restore

8 age INT,
INSTANCE 9 email VARCHAR(189)

B startup / Shutdown 18 "

& senverLogs 1

&~ Options File "

PERFORMANCE 13 0 |msnn INTO my_table (name, age, email) VALUES

& Dashboard 14 ('John Doe', 38, 'johnf@example.com'),

&7 Performance Reports 15 ('Jane Smith', 25, 'jane@example.com'),

&% Performance Schema Setup 16 ('Bob Johnson®, 35, 'bobfexample.com')s

17
v
Administration  Schemas < > ContatHelp Snippets
Information s:oieie Output =
[T Action Output -

No object selected # Time Action Message Durstion / Fetch
© 1 221946 CREATE DATABASEmy_database 1 rowls) affected 0328 sec
© 2 222213 USEmy_database Orow(s) affected 0234sec
© 3 222542 CREATETABLEmy table{ id INTAUTO_INCREMENT FRIMARY KEY, name VARCHA . Orow(s)affected 0.434sec
(-]

Object Info ~ Session

Query Completed

[ 7 222532 INSEAT INTO my_tabe rame. sg=. smal) VALUES (Jonm Dae’ 30, john@srampie.com). (Ja..

0.250 sec I

=]

e You can view the contents of the table by executing a SELECT query. Run the following
command:

& MysaL Workbench
®  mysal x

File Edit Miew Query Database

S e o8EEN

Navigator:
MANAGEMENT

© server status

2 Client Connections

4 users and Privileges

[0 Status and System Variables

&, Data Export

&, Data Import/Restore

INSTANCE
B startup/ shutdown
A serverLogs

# Optians File

PERFORMANCE
@) Dashboard
& Performance Reports
& Performance Schema Setup

Administration ~ Schemas

Information

No object selected

Object Info~ Session

Query Completed

SELECT * FROM my_table;

Server Tools Scriping  Help

SQLAdditions

mito 1000rws - | 45 | € @ (1] [

< v | (B F | Jmpto

@ D=0

12 2 . - -
. Automatic context help is disabled. Use the
13 ®  INSERT INTO my_table (name, age, email) VALUES N ) o .
L e R toolbar to manually get help for the current caret
(‘aohn o exanple.con’), position or to toggle automatic help.
15 ('3ane smith', 25, 'jane@example.com'),
15 ('Bob Johnson’, 35, 'bob@example.com’)s
17
15 e
v
< >
I\ Result Grid | 4% Fiter Rows: [Bat: 28 25 EL |eonimport: B ) | Wrep Col Contents T8
1 id name age  email
e John Doe 30 john@example. com
z JaneSmith 25 jane @example. com
3 Johnson 35 @example.com
.
Form
Editor
my_table 1 x sty Rever ContextHelp  Snippets
Output
[T Action Output -
# Time Action Message Duration / Fetch
© 1 2219:46 CREATE DATABASE my_database 1 row(s) affected 0328 sec
© 2 222213 USEmy_database Orowls) affected 0234 sec
© 3 222542 CREATE TABLEmy_table ( id INT AUTO_INCREMENT PRIMARY KEY. name VARCHA . 0rowls) affected 0484 sec
© 4 222332 INSERTINTO my_fable fname. age. smai) VALUES (John Doe’. 30. john@example.com’). (J... 3rowls) affected Records: 3 Duplicates: 0 Wamings: 0 0.250 sec
— —
© | 5 223113 SELECT" FROM my table LINIT 0. 1000 3 rowls) retumed u:nzsec/uuﬁlec

=]
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e If you want to extract specific data from the table, you can use the WHERE clause in your
SELECT query. For example:

SELECT * FROM my_table WHERE age > 30;

MySQL Workbench

- X
®  mysql x
Fle Edit Miew Query Datmbase Server Iools Scripting  Help
FHe SEBREGE & @ N=
Navigatar sqLAdditions
MANAGEMENT & ¥ ¥ 8 28 Limtto 1000rows  ~ | i, | 9 @ (1] (3 | (B2 % | dumpto

© server Status

14 (70 . -
2 Client Connections s 7 Automatic context help is disabled. Use the
. Users and Privileges o o toolbar to manually get help for the current caret
Status and System Variables e (Bob Jehnsan’y 35 position or to toggle automatic help.
by 17
&, Data Export
. ; 13 ®  SELECT * FROM my_table;
&, DataImport/Restare
19
INSTANCE 20 o  [BELECT * FROM my_table WHERE age > 33| |
B v
< >
ter R | edt: 2] Eib F | exportimport: B §8 | wrap coll content: 3
]
PERFORMANCE sl Resut
, » |3 Bob Johnson 35 bob@example.com Grid
&) Dashboard .
& Performance Reports
&N Performance Schema Setup -
Edtor
Administration  Schemas my_table2 x Appl Revert Context Help  Snippets
Information Output
[ Action Qutput
No object selected Time Acton Message Dusztion / Fetch
© 1 221946 CREATE DATABASE my_datebase 1 rowls) affected 0.328sec
© 2 222213 USEmy_database 0 rowls) affected 0234 sec
© 3 222542 CREATETABLEmy_teble ( id INT AUTO_INCREMENT PRIMARY KEY, name VARCHA.. 0row(s)affected 0.484 sec
@ 4 222932 INSERT INTO my_table (name, age, emai) VALUES (John Doe', 30, john@example com), (J... 3 row(s) affected Records: 3 Duplicates: 0 Wamings: 0 0250 sec
© 5 223113 SELECT " FROM my_table LIMIT 0. 1000 3 rowls) retumed 0.312 sec / .00 sec
— — —
Object Info Session @ 6 223349 SELECT ' FROM my_table WHERE age > 30 LIMIT 0, 1000 1 row(s) refumed D 2855067 0 000}ec
Query Completed 5|

Conclusion

Amazon RDS offers a convenient way to deploy and manage relational databases in the cloud. By
leveraging RDS, you can offload database administration tasks and focus on your application
development. In this lab, you learned how to create a relational database instance on RDS and connect
to it from a client application.

Exercise

1. In a company comprising 15 employees, establish a MySQL database utilizing Amazon RDS.
Within this database, construct a table encompassing fields for ID, Employee Name,
Designation, City, and Address. Afterward, perform a search to identify employees residing in
the same city, followed by a search for an individual's name within that city. Finally, the number
of employees.
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Objectives

Understand the basics of AWS CloudWatch.

Learn how to set up CloudWatch alarms and notifications.

Gain hands-on experience in monitoring EC2 instances using CloudWatch.
Practice creating automated actions based on CloudWatch alarms.

Pre-requisites

Basic understanding of AWS services.
An AWS account with appropriate permissions to create resources.
Familiarity with EC2 instances and their management.

Outcomes

After completing this session, student should be able to:

Set up CloudWatch alarms to monitor EC2 instances.
Understanding of how to configure actions based on CloudWatch alarms.
Proficiency in using CloudWatch to monitor and manage AWS resources effectively.

Introduction

Amazon CloudWatch stands as a cornerstone in the AWS ecosystem, offering a robust suite of
monitoring and observability tools designed to empower users with deep insights into the operational
health and performance of their AWS resources. It allows you to collect and track metrics, collect and
monitor log files, set alarms, and automatically react to changes in your AWS resources.

Key Features:

Metrics Collection: CloudWatch acts as a central hub for gathering performance metrics from
various AWS services like CPU usage, network traffic, and disk 1/0. These metrics offer deep
insights into resource utilization and operational trends.

Log Monitoring: CloudWatch extends its monitoring to include real-time analysis of log files
generated by AWS resources. By utilizing CloudWatch Logs, users can easily aggregate, filter,
and analyze log data, aiding in troubleshooting and anomaly detection.

Alarming and Automation: CloudWatch provides robust alarm management, allowing users
to set custom thresholds and trigger actions based on specific conditions. This proactive
approach helps in identifying deviations from expected states and automating responses,
fostering resilience and operational efficiency.

Integration and Flexibility: CloudWatch seamlessly integrates with various AWS services
like EC2, S3, Lambda, and RDS, providing comprehensive visibility into interconnected
resources. Its flexible architecture also supports integration with third-party tools and custom
applications, enhancing its utility for diverse use cases.
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Steps to Create Database on RDS:

In this lab, we will use the power of AWS CloudWatch to monitor our EC2 instance. Our objective is
to establish a connection between CloudWatch and our EC2 instance. We will configure CloudWatch
to send us an email notification whenever the CPU utilization of the EC2 instance exceeds 70%.
Additionally, we will implement an action to automatically stop the instance in response to this alert.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Create an EC2 Instance:

e Navigate to search bar, write “EC2”, and select "EC2".

122 Services | Q ECY| B & ® @  Nviginiav  KhawajaSaad Ahmed Butt ¥

Search results for 'EC2'

Services

Features (57) d

Resaurces | New

< in the Cloud
B Documentation (34,650)

Knowledge Articles (610)

Marketplace (3,441) A ate build, customize and deploy OS images 1

Blogs (2,143)
Events (30) Originatin...

Tutorials (21) m accidental deletion

pn cost, security
Continual

Features

E CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms. Cookie preferences

e Click on the "Launch Instance™ button to initiate the instance creation process.

Khawaja Saad Ahmed Butt v

EC2 Dashboard x Instances info ‘ Instance state ¥ H Actions ¥ ‘I Launch instances ¥ I

EC2 Global View | Q_ Find Instance by attribute or tag (case-sensitive) ‘ ‘ All states ¥ |

Events | Instance state = running | X \ \ Clear filters \ 1 @

Console-to-

Code Preview Name # v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarm status Availability Zone
¥ Instances No matching instances found

Instances -

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity

Reservations New

¥ Images

Select an instance ~
AMIs -
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e Write the name and tags as
B & @ (&  Nvigniav  KhowajaSaad Ahmed Butt v
E " [©]
EC2 > Instances »> Launch an instance ¥ Summary
3
Launch an instance N
umber of instances  Info
Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by |
following the simple steps below.
Software Image (AMI)
Name and tags info Amazon Linux 2023 AMI 2023.3.2...read more
ami-0d7a109bf30624c99
Name Virtual server type (instance type)
e.g. My Web Server Add additional tags t2.micro
Firewall (security group)
New security group
v Application and OS (. Machine ge) info
Storage (volumes)
1 volume(s) - 8 GiB
An AMI is a template that contains the software configuration (operating system, application server, and -
applications) required to launch your instance. Search or Browse for AMis if you don't see what you are looking for
below Cancel Launch instance
[ Resvii Hhrm rhahHY =
n H n H H
e Inthe "Choose an Amazon Machine Image (AMI)" section, select a Amazon Linux from the
= ®
¥ Summary
®
v Application and OS Images (Amazon Machine Image) info
Number of instances  Info
E
An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below Software Image (AMI)
Amazon Linux 2023 AMI| 2023.3.2...read more
Q, Search our full catalog including 1000s of application and OS images | ami-0d7a108b730624c59
Virtual server type (instance type)
Quick Start t2.micro
Firewall (security group)
Amazon macOs Ubuntu Windows Red Hat SUSE Li Q New security group
Linux
> Browse more AMIs Storage (volumes)
aws & ubuntu® || % Microsoft || 4@ RedHat (G} Including AMis from 1 volume(s) - 8 GiB
Mac sus AWS, Marketplace and .
the Community
Amazon Machine Image (AMI) Cancel Launch instance
‘ mazon Linux 2023 AM] Eree tier eligibl | Review comimands T
[ ]

Select an instance type based on your computing requirements. Consider factors such as CPU,

memory, storage, and network performance.

¥ Instance type info | Getadvice

Instance type

t2.micro Free tier eligible
Family: 2 1vCPU
On-Demand Wind
On-Demand SUSE b
On-Demand RHEL bi
On-Demand Linux b:

1GiB Memory ~ Current generation: true

e pricing: 0.0162 USD per Hour v
icing: 0.0116 USD per Hour

Hour

er Hour

(P All generations

ricing Compare instance types

ricing: 0.0

Additional costs apply for AMIs with pre-installed software

Number of instances  info

1

Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2...read more
ami-0d7a109bf30624c99

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

111 |Page




e If you have not already created a key pair, you will be prompted to create or select an existing
key pair. This key pair is essential for securely accessing your Windows instance.

Number of instances  Info
k |

Software Image (AMI)
Amazon Linux 2023 AMI 2023.3.2...read more

ami-0d7a109bf30624c99

v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance.

Key pair name - required

Select v ‘ C Create new key pair Virtual server type (instance type)

t2.micro

e Configure instance details such as the number of instances, network settings, subnet, security
groups, etc. Ensure that the Auto assign public IP is Enable.

¥ Summary
¥ Network settings info ®

Number of instances  Info

VPC - required  Info B

vpc-04890b2673355c706 (default) - c
172.31.00/16
Software Image (AMI)
Subnet | tnfo Amazon Linux 2023 AMI 2023.3.2._read more
| No preference v ‘ C  Create new subnet [2 ami-0d7a109bf30624c99
Auto-assign public IP Info Virtual server type (instance type)
t2.micro
| Enable v ‘
Additional charges apply when outside of free tier allowance Firewall (security group)

Firewall (security groups)  Info New security group

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance Storage (volumes)
1 volume(s) - 8 GiB

© Create security group

‘ (O Select existing security group

Security group name - requirec Cancel Launch instance

launch-wizard-4
Review commands hd

E CloudShell Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

e Review all the configurations you have made for your instance. Once verified, click on the
"Launch™ button.

Step 3: Set up CloudWatch Metrics:

e Once the instance is running, navigate to the CloudWatch dashboard.

aWS I sewiees | QU cloudwatch G

Reset to default layout + Add widgets
Create application H

N Virginia v Khawaja Saad Ahmed Butt v

Services

escription @ | Regien v | Originating account

Features

(3] ClovdShell _ Feedback © 2024, Amazon Web Services, Inc_ar Its oflites.

Privacy  Terms  Cookle preferences [
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e Click on "Metrics" in the left-hand navigation pane.

Khawaja Saad Ahmed Butt v

Cloud tch
CloudWatch * @®
Qverview w s i 1a 1w csom @ ®
avrites and recents .
Overview A4 L4
Dashboards
» Alarms As @12 ©0 Get started with CloudWatch
» Logs You don't have any alarms, metrics or default dashboard. Once you set them up they will be displayed here. View getting started page
T Metrics
All metrics. m m f\'\ m
Expore AN o< E1Y o
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e Choose the specific metric you want to monitor (e.g., CPUUtilization).

B & o0 @
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Dashboards
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» Logs
v Metrics
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Explore
Streams.
» X-Ray traces
» Events
b Application Signals New
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» Insights
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Getting Started
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CloudWatch > Metrics

Untitled graph .2

Browse | Multi source query

Cloudwatch-instance

Cloudwatch-instance

Graphed

metrics (1) | Options

i-0cded11944f3cbasc
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i-0cdBd 119443 cbaSe
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Cloudwatch-instance

Cloudwatch-instance
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i-0cdBd 11944 3ebaSe

No alarms

Mo alarms

i-0cdBd11944f3cbabc

No alarms
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e Click on the "Actions" dropdown and select "Add to dashboard" to create a new dashboard for
your metrics.
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Step 4: Create CloudWatch Alarm:

e In the CloudWatch dashboard, click on "Alarms™ in the left-hand navigation pane.

B & ® ® nNvigess

% | Clowdwatch > Dashboards > EC2-report ort )
_ , | Eczreport« % v w30 e oo @ [ uicumen v || G [ v ][ 8 ][ Acen v | SSEm + |
o CPULRiLization, Networkin, NetworkOut @ i
0.24 179
h,

w Metrics

() clovasnatl  Fecdback ©2024, Amazon Web Services, Inc.or ts affiliates.  Privacy  Terms  Coakle preferences
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| [Phorm e Ay ~ | [Actions status Any - ) ®

»
H
]

v | stare w | Lastseate update v | conditions

51> @ ok 2024-04-05 06:02:22 @ Act "

@ ox 2024-04-05 06.02.09 e @ act .

93157 @ ok 2024-04-05 060140 e @ A '
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5 for 1

An atar 20240
A
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@ ® N.Virginia v Khawaja Saad Ahmed Butt v
= | CloudWatch % Alarms % Create alarm ]
Step

Specify metric and conditions

Specify metric and conditions

S Metric

Configure actions

Graph
Swp Pr

Add name and description

Cancel Next

[ Cloudshell  Feedback © 2024, Amazon Web Services, Inc.or lts affiliates.  Privacy  Terms  Cookde preferences
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e Search the EC2 instance in which you want to set the alarm

Select metric

x

Untitled graph £ W 3h 120 1d 3d Iw  Custom @ | UTCtimezone w ||um - || c | - | c]

as S i.i ar .

Browse | Multisource query | Graphed metrics | Options | Source -
Metrics (1,090) P Alarm recommendations Q@

N. Virginia ¥ | IQ i-0cdiB8d 1844 3ebasd I xl
DynamoDB 50 EBS 135 EC2 238 Events 1
Cancel
e Select the metric you want to create an alarm for (e.g., CPUUTtilization).
Select metric x

Browse | Multisource query | Graphed met

(1) | options | Source

= —

M Closdwatch-instance i-0cd8e1FS44Sebase NetworkPacketsin (@) No alarms.
O Cloudwatch-instance FOcdgeNBAtIebase  NetworkPacketsOut @ No atarms
[ Cloudwatchinstance 1-0cd8d 17844 3ebase DiskiriteBytes @ No alarms
1 Clougwatch-instance 1-0caBg 1B44TSebasc No alarms |
O Cloudwatch-instance No alarms
[ Cloudwatch-instance No atarms
O Cloudwatch-instance FOcdgg IS 44tSebase No atarms
= [Oc8SNBAIIebate  CPUSurplusCreditiatance @

e Configure the alarm threshold, such as setting it to trigger when CPU utilization is greater
than 70%.

avea
1090 Lo 1200 sechinstance
@ CPULtilzation
Statisic
[Q average x|
period

| s a3 |

Conditions

Threshold type

0 sta
Use a value

» Additienal configuration
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e Open another tab and search Simple Notification Service in the search bar of console.

aws, Services Q. simple notification|service
[

Services

ations (0) info

B 4 ® & Mg

Reset to default layout + Add widgets
Create application |}

fcurrent region) v | [Q rind appication

d infrastructure as code {1ac) templa,

‘eatures

e Write topic name and click on next.

New Feature

Amazon SNS now supports in-place message archiving and replay for FIFO topics. Learn more [

() Cloudshell  Feedback

Amazon Simple
Notification Service

Pub/sub messaging for
microservices and serverless

applications.

e After adding Display name click on create

= Create topic
Details

Type info

D FIFO (first-in, first-out)

© Standard

Name

Display name - optional  nfo

[ ha;n;n‘ sng

» Encryption - optional

» Access policy - optional info

CloudShell  Feedback

a | Description v | Region

Mo app!

nd usage o

ey

Data un

Create topic

Topic name

Create application

v | originating sccount

lications

Go to myApplications

-
)

navailable

, Armazon Weh Services, Inc. or its affiates

N. Virginia v

| hasnain-snd

Next step

Start with an overview

Pricing

© 2024, Amazon Web Services, Inc. or its affiliates.  Privacy

Khawsis Sasd Abmed Butt ¥

Prvacy  Terms

Terms.

B &4 ® ©  vignav

© 2024, Amazon Web Services, Inc_ o Its afillates

Privacy

Conkie preferences |8

Khawaja Saad Ahmed Butt v

Cookie preferences [l
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Terms
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e Click on create subscription

Amazon SNS x hasnain-sns

]
Dashboard Details

Topics

Subscriptions

¥ Mobile

ARN opi
18517253 -sns 851725570789
Type
Standard
Subscriptions Access policy Data protection policy Delivery policy (HTTE/S) Delivery status logging Encryption Tags

Integrations

Q, search | 1 ®

v | status -

) & | Endpoint

Protacal -

No subscriptions found

You don't have any

5 Cloudshell

e Click on "Protocol™ and select "Email™ from the dropdown menu.

[e—_— [ p———

AmazonSNS > Subscriptions > Create subscription

Create subscription
Details

Topic ARN

Q_armawssns:us-east-1:851725570789:hasnain-sns

Protacol

2 Firehose

Amazon Q5
AWS Lambda

=

|
Tratoson

HTTR
- HTTRS
Platform application endpoint

sms

Cancetl Create subscription

() CloudShell  Feedback

e Enter the email addresses where you want to receive notifications and click on "Create

Alarm".

2] a8 @ (o] N Virginia ¥ Khawaja Saad Ahmed Butt w

Details

Topic ARN

‘ Q armawssnsus-east-1:851725370789-hasnain-sns

Protocol

‘ Email

Endpoint

| B

ddrass that can rec

snainhyder@gm

@ After your subscription is created, you must confirm it. info

» Subscription filter policy - optional e

This palicy filters the messages that a subscriber receives,

» Redrive policy (dead-letter queue) - optional infu

Send undelrverable messages to 3 dead-letter g

Cancel Create subscription

[ CloudShell  Feedback

©2024, Amazon Web Services, Inc. or lts affillates.  Privacy  Terms  Cookle preferences
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e Go to your Gmail and click on Confirm Subscription.

AWS Notification - Subscription Confirmation inbox « 2 &
hasnain-sns <no-reply@sns. amazonaws.coms 6:24 PM (0 minutes ago) 1r @ “
tome v

You have chosen to subscribe to the topic:
arn:aws:sns:us-east-1:851725370789: hasnain-sns

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation reguesis please send an email to sns-opt-out

': “ Reply ;I \: ~ Forward ’:I (‘@)

dWs$s

i ™

Subscription confirmed!

Simple Motification Service

You have successfully subscribed.

Your subscription’s id is:
arn:aws:sns:us-east-1:851725378789: hasnain-sns:d231a737-b95b-4d+5-bd7h-

3983e83d3487

If it was not your intention to subscribe, cick here to unsubscribe.

e Now to alarm tab and choose "Send notification to an Amazon SNS topic"” and select the SNS
topic you want to use for email notifications.

aws B seviess | Q B & @ ©  vgnav  KhowsjsSaad Ahmed Bure v

@ Alarm recommendations available
Turm on Recommendations to pre-populate the wizard with the recommended alarms.

CloudWatch » Alarms > Create alarm

Step
Specify metric and conditions

Configure actions
Step 2 Notification

Configure actions.
Alarm state trigger
Defin 1@ alarmn state that will trigger this action.

Step3

Add name and description
© Inalam o ok © Insufficent data
The metric or expression & outside The metric ar expression i within The alarm has just started
stepa of the defined threshold the defined threshold enough data s availabie

Preview and create
Send a notification to the following SNS topic
Define the Pl
© Select an existing SNS topic

Notification Service) topic that will receive the natification.

O Create new Lopic
© Use topic AR ta notify other accounts

Send a notification to...

Q |select an SNS topic

hasnain-sns

Add notification

[ Cloudshell  Feedback ® 2024, Amazon Web Services, inc_or lrsafflates.  Privacy  Temms  Cookle preferences
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e Goto EC2 action and click on stop instance in order to step the instance when the CPU
utilization will be 70%.

Remave |

Systems Manager action info [4

1 alarm st

e Name the alarm and click on next

N Virginta v Khawaja Saad Ahmed Butt v

@ Alarm recommendations available
Turn on Recommendations to pre-populate the wizard with the recommended alarms.

Create alarm

Add name and description

ecify metric and conditions

swp2 Name and description
Configure actions

Alarm name

ps
Add name and description | Eca-atarani 1

e Alarm description - optional View formatting guidetines
Preview and create
Edit Preview

Up o 1024 ¢

@ Markdown formatting is anly applied when viewing your alarm in the console. The description will remain in
plain text in the alan

Fications.

cancet =1

(5] Cloudshell _ Feedback © 2024, Amazon Web Services. Inc_ or ts affliates.

e Review the alarm and click on create alarm
Step 2: Configure actions Edit

Actions

Motification
When In alarm, send a netification to "hasnain-sns”

ECZ action
When In alarm, stop this instance (Instance 1D i-Ocd8d1f944f3ebaSc)

Step 3: Add name and description

Name and description

Mame
EC2-Alaram

Description

EC2-Alaram

@ Markdown fermatting is only applied when viewing your alarm in the console. The description will remain in
plain text in the alarm notifications.

Cancel Previous ‘I Create alarm I
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e Load your EC2 instance using Putty Software.

ﬁ PuTTY Configuration
Category:

— - Terminal
H Keyboard

i Appearance
i Behaviour
Translation
+ - Selection

- Colours

< >

About Help

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name {or IP address) Port
[54.210.20.141 |[22
Caonnection type:

@®5SSH (O Serial () Cther: | Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
(O Aways (O MNever (@ Only on clean exit

e Write the following commands to increase CPU utilization beyond the threshold set in your

CloudWatch alarm.

Sudo su
yes > /dev/null &

top

@ roect@ip-172-31-29-123:/home/ec2-user

|

(7]

1 =
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e Email Notification
« B O W B O & m D 10f 316 b

ALARM: "EC2-Alaram" in US East (N. Virginia) nbe: 2 B

@ hasnain-sns <no-reply@sns.amazonaws.com 650PM (Iminuteage) ¢ @ & i
. tome v
*You are receiving this email because your Amazon CloudWatch Alarm "EC2-Alaram” in the US East (N. Virginia) region has entered the ALARM state, because
“Threshold Crossed: 1 out of the last 1 datapaints [99.44193545387098 (13/04/24 13:45:00)] was greater than or equal to the threshold (70.0) (minimum 1 datapoint
for OK - ALARM transition).” at "Saturday 13 April, 2024 13:50:52 UTC".

View this alarm in the AWS Management Console:
https-/lus-east-1.console.aws. amazon.com/cloudwatch/deeplink.js *region=us-east-1#alarmsV2-alarm/EC2-Alaram

Alarm Details:

- Name EC2-Alaram
- Description: EC2-Alaram
- State Change INSUFFICIENT_DATA -» ALARM

- Reason for State Change:  Threshold Crossed: 1 out of the last 1 datapoints [99.44133548387098 (13/04/24 13:45:00)] was greater than or equal to the threshold
(70.0) (minimum 1 datapoint for OK -> ALARM transition).

- Timestamp: Saturday 13 April, 2024 13:50:52 UTC

- AWS Account: 851725370789

- Alarm Am am:aws:cloudwatch:us-east-1:351725370785:alarm:EC2-Alaram
Threshold:

e Instance stopped after the CPU utilization reached 70%, it indicates that the CloudWatch
alarm successfully triggered the action to stop the instance as configured.

ECQ2 » Instances } i-OcdBd1f944f3ebaSc ®

Instance summary for i-0cd8d1f944f3eba5c (Cloudwatch-instance) info Instance state ¥ H Actions ¥ |

Updated |ess than a minute ago

Instance 1D Public IPv4 address Private IPv4 addresses

i-0cdBd1fo44f3ebabe (Cloudwatch-instance) - 1723129123

IPv6 address Instance state Public IPv4 DNS

- © Stopped

Hostname type Private IP DNS name (IPv4 only)

1P name: ip-172-31-29-123.ec2internal ip-172-31-29-123 ec2 internal

Answer private resource DNS name Instance type Elastic IP addresses

1Py () t2.micro

Auto-assigned IP address VPCID AWS Compute Optimizer finding

- vpe-04830b2673355¢706 [4 @ Opt-in to AWS Compute Optimizer for recommendations. |

Learn more [4

|1AM Role Subnet ID Auto Scaling Group name
- subnet-0a08bc99110bdecdc [4

IMDSvZ
Required

Details Status and alarms New Manitoring Security Networking Storage Tags

v Instance details info

Platform AMIID Manitoring
Amazon Linux (Inferred) ami-051f8a213dfBbc08g disabled

® 2024, Amazon Web Services, Inc_ ar Its affillates Privacy Terms  Cookle preferences
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Conclusion

In this lab, we learned how to use AWS CloudWatch for monitoring EC2 instances. By setting up
CloudWatch alarms and actions, you can proactively manage your AWS resources and ensure optimal
performance and cost efficiency.

Exercise

Create an AWS CloudWatch alarm for an EC2 instance to enhance monitoring and automation? The
requirement are as follows:
1. The evaluation period is 5 minutes.
2. The CPU Utilization threshold to trigger the alarm at 50.
3. The action on alarm trigger to terminate the instance only after five consecutive minutes of
persistence.
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Objectives

= Understand the purpose and benefits of AWS CloudTrail.

= Learn how to enable CloudTrail for logging AWS API calls.

= Practice analyzing CloudTrail logs for security and compliance purposes.
= Gain hands-on experience in configuring CloudTrail settings.

Pre-requisites

= An AWS account with administrative access.
= Basic familiarity with AWS services and concepts.
= Access to the AWS Management Console.

Outcomes

After completing this session, student should be able to:

Explain the function and significance of AWS CloudTrail.

Enable CloudTrail logging for an AWS account.

Interpret CloudTrail logs to identify security events and compliance issues.
Adjust CloudTrail settings to meet specific logging requirements.

Introduction

AWS CloudTrail is a service provided by Amazon Web Services (AWS). It is also known as a cloud
audit trail, is a record of all activities and events that occur within a AWS computing environment. It
provides a detailed history of all user and system interactions, including actions taken, changes made,
and resources accessed.

= e ® ©

Capture » Store » Act » Review

Capture Activity recorded Events will be pushed to Time to Act with Analyse the logs using
AWS In the AWS services AWS CloudTrail CloudWatch Alarms and Queries using AWS Athena
With CloudTrail events. Console, S3 Bucket Events to take actions. and the console itself.

CloudTrail and/or CloudWatch
Logs.

A cloud trail typically includes information such as:

1. User identities and roles

2. Dates and times of events

3. Actions performed (e.g., login, logout, create, update, delete)
4. Resources accessed (e.g., files, folders, databases)

5. IP addresses and locations
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6. Success or failure of actions

Key Features:

Comprehensive Logging: CloudTrail captures a wide range of activities that occur within an
AWS environment, including actions taken via the AWS Management Console, AWS
Command Line Interface (CLI), SDKs, and other AWS services. This encompasses everything
from creating, modifying, or deleting AWS resources to changes in security configurations,
access controls, and network settings.

Event Logging: Each API call and associated event is recorded as a log entry, containing
detailed information such as the timestamp of the action, the identity of the user or service
initiating the action, the specific APl method invoked, the resources affected by the action, and
additional metadata. This granular level of logging allows for comprehensive auditing and
analysis of AWS activity.

Visibility and Transparency: CloudTrail provides organizations with a transparent view of
their AWS infrastructure, facilitating visibility into who did what, when, and from where within
the AWS environment. This transparency is crucial for maintaining accountability, detecting
unauthorized or suspicious activity, and ensuring compliance with regulatory requirements and
internal security policies.

Security Monitoring: By monitoring and analyzing CloudTrail logs, organizations can detect
security incidents, identify potential vulnerabilities, and proactively mitigate risks. Security-
relevant events, such as unauthorized access attempts, changes to IAM policies, or
modifications to critical resources, are captured in CloudTrail logs, enabling timely incident
response and remediation.

Compliance and Governance: CloudTrail supports compliance efforts by providing auditable
records of AWS activity, which can be used to demonstrate adherence to regulatory standards,
industry best practices, and internal governance policies. The ability to retain and archive
CloudTrail logs facilitates compliance reporting, forensic investigations, and regulatory audits.
Operational Insights: Beyond security and compliance, CloudTrail logs can also yield
valuable operational insights, helping organizations optimize resource utilization, troubleshoot
operational issues, and streamline cloud management processes. By analyzing patterns and
trends in CloudTrail data, organizations can identify inefficiencies, improve performance, and
enhance operational resilience.

Integration and Automation: CloudTrail integrates seamlessly with other AWS services,
allowing organizations to automate workflows, trigger alerts, and respond to events based on
CloudTrail logs. Integration with services like Amazon CloudWatch enables real-time
monitoring and alerting, while integration with AWS Lambda enables automated responses to
specific events or conditions.

Steps to Create CloudTrail:

This lab will guide you through the process of setting up and utilizing CloudTrail to record the
activities, enhance security, compliance, and operational troubleshooting within your AWS
environment.
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Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Enable CloudTrail:

e Navigate to the CloudTrail service in the AWS Management Console.

£ @ @  Nvigniav  Khawaje Saad Ahmed Butt v

Features

M

AWS CloudTrail Create a trail with AWS CloudTrail
Continuously log your AWS s et oy gt o
account activity

Use CloudTrail to meet , and auditing needs for y

How it works

e Again Click on "Create trail".

:asier to use. Let us know what you think.

CloudTrail » Quick trail create

Quick trail create

Trail details

Trail log bucket and folder
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Provide trail name and storage location.

B & © @

N Virginia ¥

Khawsja Saad Ahmed Butt ¥

CloudTrail » Create trail

o Choaose trail attributes

Choose trail attributes

Step 2 General details
Choose log events At A

sted in the consale

Fmulti-regior

Step 3 Trail name
Review and create

See all accounes [

Info

Storage location

Q Create new S3 bucket o
Create 2 buckat to store logs for the trail

Use existing S5 bucket
Choose an existing bucket to store logs for this trail

Trail log bucket and folder
Er E

| cioudtrai-tucket |

Logs will be stored in doucirs

< and fol

cket na ismes must be globslly unique.

(prefix) &

Info

Log file SSE-KMS encryption

Specify settings such as log file encryption, SNS notification.

& & @ @

N, Virginia »

doudtrail-bucket

Logs will be stored in clouttr:

onal settings

Leg file validation  Info

SNS notification delivery  Info

SNS topic

Q, Cloudwatch X

CloudWatch Logs - optional
Log

logs and n h and Cloudw

jou when spec

CloudWatch Logs | Info

Cloudshell  Feedback 024, Amazon Web Services, Inc. or its affilistes.  Privacy

Specify the CloudWatch Settings.

Khawaja Saad Ahmed Butt

Terms.

Cookie preferent

CloudWatch Logs - optional
Configure ClaudWatch Logs to moritar your trillogs and nati
Log ply. Learn more [

activity occurs. Standard CloudWatd

Cloudwatch Logs
Enabled

Info

Log group Info

O MNew

Log group name

s-cloudtrail-logs-851725370789-0748d900

e e e e TR
IAM Role Info
AWS CloudTrail assun send CloudTrail events to your CloudWatch Logs log group.

0 New

]

Role name

| pemo-doudwatch-trai |

» Policy document

Tags - optional info

Feedback ©2024, Amazon Web Services, Inc. or fts

(5] Cloudshell

Terms.

Cookie preferences [
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Click on “Next”

2 O @

M. Virgini

00 Qroup name

aws-cloudtrail-logs-851725370789-0f48d900

1-512 characters

s, numbers, dashes, undarscores, #

ard slaches, and periods are allowed,

1AM Rale Info
AWS CloudTrail assume
o

O Existing

< this role to send CloudTrail events to your CloudWatch Logs log group

New

Role name

Demo-doudwatch-trai|

y document

Tags - optional info

You can add one or more tags to help you manage and o

rize your resaurces, including

Value - optional

‘ Remove

Cancel

[5] Cloudshell  Feedback

Select Event Type, API activity, and click on next.

Event type

Management events

[ Data events

[ Insights events

Management events it

Management events shaw informatian about manage s performed on resources in you t

@ No additional charges apply to log management events on this trail because this is your first copy of
management events.

wite I

[ Exclude AWS KMS events

[ Exclude Amazon RDS Data AP| events

Cancel

(5 Cloudshell

©2024, Amazon Web Services, Inc. or its affiliates.

ts affliates.

Terms  Cookie preferen

@ Wefre continuing ta improve the CloudTrail Lake console experience to make it easier to use. Let us know what you think.

CloudTrail 3 Create trail
Choose rail ausibutes Review and create

Step 1: Choose trail attributes

Choe:

General details
Review and ereate

Trail name Trail log location Lag file validation

Cloud-trail-dema cloudtrail- Enabled

bucket/AWSLogs/851725370788
Multi-region trail SNS notification delivery
Log file SSE-KMS encryption armaws:sns:us-east-

Net enabled 1:851725370789:Cloudwateh

ves

Apply trail to my organization
Not enabled

Cloudwatch Logs

Log group
aws-cloudtrail-logs-2517253 707890484900

1AM Role
Demo-cloudwateh-trail

Tags

B &4 @ ©

M. Virginia v

s affllates.

Khawaja Saad Ahmed Buts v
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e C(Click on “Create Trail”.

B 4 @ @©  Nvionav  Knawsla SaadAnmed Bute

Step 2: Choose log events ©

Management events

@ No additional charges apply to log management events on this trail because this is your first copy of
management events.

APl activity Exclude AWS KMS cvants
Al No
Exclude Amazon RDS Data AP1 events
No

Data events

Data event collection is not configured for this trail

Insights events

You can only enable CloudTrail Insights on trails that log management events. Learn more [

Cancel

©2024, Amazon Web Services, Inc_or Its affillates.  Privacy  Terms  Cookle preferences

() CloudShell  Feedback

e Trail is successfully created.

Khawaja Saad Ahmed Butt v

B & @ @

N Virginia v

(@ We're continuing ta improve the CloudTrail Lake console experience to make it easier to use. Let us know what you think.

@ Trail successfully created

CloudTrail > Trails

Trails

CloudWatch Logs
log group

Name a | Home region % | Multiregiontrail @ | Insights v | Organization trail v | 3 bucket % | Log file prefix w | status 04

arn:awsilogsius-ast-
1851725370785 0g
b ~group:aws
122208 - cloudtrail-logs-
851725370789
0480800

US East (N. Virginia) ves No © Logging

0

nc.or s affilates.  Privacy Terms  Cookle pr

[ CloudShell  Feedback

e Verification Email for trail creation.

CloudTrail validation message.

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:
https://sns. us-east-1. amazonaws.com/unsubscribe htmi?SubscriptionArn=arn: aws:sns us-east-1:851725370789:Cloudwatch-68bca4d1-0c90-

460b-bff9-b7c95dbfaaad&Endpoint=engr.hasnainhyder@gmail.com

Please do not reply directly to this email. If you have any questions or commenis regarding this email, please contact us at
https://faws. amazon.com/support

P WNPM (3minutesago) ¢ @ & 3

® Cloudwatch <no-re

. fome -
{"s3Bucket""cloudtrail-bucket-11222" "s30bjectkey" ["AWSLogs/851725370789/CloudTraillus-east-1/2024/04/18/
851725370789 _CloudTrail_us-east-1_20240418T1810Z_Kw3mNAxnnDIGBxnN. json.gz'T}
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Step 2:

Favorites and recentg]

CloudWatch

Explore CloudTrail Logs:

Go to cloudWatch

Services Q. cloudwalch

Features (73)

Dashboards
v Alarms A @12 G Resources | New
. Documentation (25,957)
In alarm
All alarms Knowledge Articles (816)
Billing Blogs (7,150)
Events (312)
v
Logs Tutorials (29)
Log groups r building

Log Anomalies

Live Tail

Logs Insights

Metrics

All metrics

23 Cloudshell

A Cloud IDE fi ing, Runniny

Features

Feedback

Services Q cloudwatch

B & @ &

rginia v

N. Virginia ¥

Display ¥

Terms

Khawaja Saad Ahmed Butt v

@

: "AROASHTHIYWSUCSIACZ6Z : Au...

1ling-RetrieveCurrentCapacit

Cookie preferences

Khawaja Saad Ahmed Butt ¥

CloudWatch x CloudWatch > Log groups
Favorites and recents >
Log groups (4) Create log group
Dashboards By default, we only load up to 10000 log graups.
v Alarms A s @12 @
Q Filter log groups or try prefix search ‘ [ Exact match 1
In alarm
All alarms O Log group v Log class - Anomalyd... ¥ | Da.. ¥ Se... ¥ |
Billing O /aws/lambda/image-resizer-lamda-function Standard Configure - -
¥ Logs (] /faws/lambda/image-resizing-bukcet-function Standard Configure - -
Log Anomalies
I [] aws-cloudtrail-logs-851725370789-0f48d900 Standard Configure - - I

Live Tail

Logs Insights

4

Metrics

All metrics

[ Cloudshell

@

Rete
Nevg
Neve

Neve

Feedback

© 2024, Amazon Web Services, Inc. or its ai

Go to log stream and open any of the log stream.

Log streams Tags Anomaly detection Metric filte

rs

Subscription filters Contributor Insights

Terms

Cookie preferences

Dataprc

‘ Create log stream ‘ ‘ Search all log streams

Q, Filter log streams or try prefix search

O

Log stream

Last event time

‘ [ Exact match [] Show expired @) Info

851725370789_CloudTrail_us-east-1_4

2024-04-18 23:24:12 (UTC+05:00)

851725370789_CloudTrail_us-east-1

851725370789_CloudTrail_us-east-1_3

O o oo

851725370789_CloudTrail_us-east-1_2

2024-04-18 23:22:05 (UTC+05:00)

2024-04-18 23:17:08 (UTC+05:00)

2024-04-18 23:08:47 (UTC+05:00)

1

@
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e You will be given multiple log events. select the log event you want to see.

Khawaja Saad Ahmed Butt

> Timestam Message
CloudWatch > P 9
No older events at this moment. Retry
Favorites and recents L d
> 2024-04-18T23:10:45.535+85:02 {"eventVersion”:"1.88","userIdentity AMSService”,”invokedBy": "cloudtrail.amazonaws.com”}.
Dashboards
> 2024-04-18T23:10:45.535+05: 08 tVersion”:"1.89", "userTdentity AssumedRole”, "principalld” : "AROASMTHIVHSYFZROVITK: C.
v Alarms A s @12 @1
Inat > 2024-84-18T23:10:45.535+05:80 {"eventversion®:"1.89", userIdentity AusService”,"invokedBy":"cloudtrail.amazonaws .com"}.
n alarm
All alarms > 2024-04-18T23:10:45.535+05: 00 {"eventVersion”:"1.85", userIdentity AlSService”,"invokedBy com"},"event..
Billing L4 2024-04-18T23:10:48.535+05:80 "eventVersion”:"1.88","userIdentity” s"AWSService”, "invokedBy": "rds.amazonaws.com"}, "event..
¥ Logs > 2024-04-18T23:10:45.535+85:02 entVersion”:"1.89", userldentity AWsService”,”invokedBy”: "cloudtrail.amazonaws. com” j.
Log groups > 2024-64-18T23:20:39.157+85: 00 {"eventVersion”:"1.88","userIdentity :"AssumedRole” , "principalld” : "AROA4NTMIVHSUCSTACZ6
Log Anomalies > 2024-04-15T23:24:12.215+05: 00 ventVersion":"1.08", userIdentity"~ Root™, “principalld”:"§5172537@789", "arn": "arn: aws:i.
Live Tail
> 2024-04-18T23:24:12.215+85:00 {"eventVersion”:"1.88","userIdentity”: {"type":"Root", "principalld”:"85172537@789", "arn": "arn: aws i.
Logs Insights
> 2624-64-18T23:24:12.215+85:88 wentVersion®:"1.88", "userIdentity Root”, "principalld”:"851725376789", "arn®: "arn: aws :i.
¥ Metrics > . . t oo - s . -
2024-04-18T23:24:12.215+85:02 {"eventVersion”:"1.89","userIdentity Root”, "principalld”:"85172537@789", "arn": "arn: aw
All metrics Back to top A
> 2024-64-18T23:24:12.215+05:88 entVersion Root”, cipalld: "B51725378789", "arn" L iar £

CloudShell  Feedback preferences

e Example log that shows the previously table creation

accessKeyId Y, -
“sessionContext
"sessionIssuer”
"type": "Rol
"principalid UCSISCZEeZ",
5378789 role/aws-service-role/dynamodb.application-
autoscali zona s55erviceRoleForapplicationAutoscaling DynamcDBTable",
"accountId”:
"userName e cleForapplicaticnautoscaling DynamoDaTable”
1
attributes
"creationDate™: "2024-84-18T18:13:842",
"mfasuthenticated”: "false”
b
Is
"eventTime™: "2824-84-18T18:13:842",
"eventsource”: "dynamodb.amazonaws.com”,
= F—— pouar
"ausRegion”: "us-east-1,
"sourceIPAaddress": "dynamedb.application-autoscaling.amazonaw
"userAgent™: "dynamodb.application-astoscaling.amazonaws.com”,
‘tableName”: "Student _data
T
"respenseElements”: null,
"requestID®: "NE4EEIPRQACGKLQQUNVMIBNNERVWAKQNSOSAE FESQIASUAAIG",
"eventID": “&fb19485- 8575 43bc-a0bd-@5bsgaichcsl”,
"readonly ue,
"rescurces
accountId”: "851725378733%",
DynamoDe: : Table™,
ynamodb ius-east-1:85172537878 ble/Student_da
3 Back to top A
1 v
e Another Example.
2 -
Ld 24:12.215+05:00 {"eventversion”:"1.89"7, "userIdentity”:{"type”:"Root”, "principalld”: "8S51725378789" awsiam: 8517253787891 root”, "account Id" : "8517 25370789
- 2024-04-18723:24:12 . 215.05:08 ["eventumrsion”:"1.80%, "usarldentity” : {"type”: "Root”, "principalld” : "ES172537078: "arn:suwssiam: (BE172E370TEG: root” , "account Id" : "ES17 26370780 "
is - sk Java/l. 12 ABS LinuwesS 18210175855 amzn2int 54_OpenIDK_6d-Bit Server W25
a-,
28" GoM_sHazse”,
eader-
= G XUk F 0F 10y0 .
Back to top
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e Go the S3 bucket you have created for cloud trail to review the stored AWS logs.

BB £ ® @ NVigniaw  Khawals Sead Ahmed Butt v
Objects | Properties
Amazon S3 x ! " ©
(c]
Buckets

Create folder A Upload

\mazon 53 inventory [ to get a list of all objects In yaur bucket, For athers to access your objects, you'll need to explic

Objects (48) 1t

cts are the fundamental entities stored In Amazs

them permissions. Leam more [

Object Lambda A

1 (]

Multi-Region Acc
[m] Name a | Type v

Last modified v | size v

Batch Oper Storage class -

1AM Access Ar

 for S
851725370789_CloudTrail_us.
17287076 Clovdlral April 18, 2024, 25:11:47

iz 55008 Standard
o o (UTC+05:00)
Block Public Access settings for
this account
v Storage Lens
April 1€, 2024, 23:18:20
= 9 (UTC+05:00) Tk
- qB6hcctF json.gz
AWS Orga
o
851725370785_CloudTrail_us.
1725570769 ClovdTrail April 18, 2024, 25:13:59
[m] e az N 57 KB Standard
Feature spottight () ] B (UTCH05:00)
. json.oz
» AWS Marker ]
851725370789_ClovdTrail_us At 16, 2024, 251625
oo o (UTC+05:00) sazob

[ CloudShell  Feedback © 2024, Amazon we orlts affliates.  Privacy Tenms  Coo

e Create EC2 instance and check whether the records is added on log or not.
e Goto Event logs in CloudTrail.

Event history (50+) infe Dewnload events w | | Create Athena table
Event history shows you the last 20 days of management events.
Lookup attributes

Read-only v | Q Ffalse x ‘ ‘ Filtes ate and time | 1 2 . > (o]
M Event name | Event time User name Event source Resource type Resource name
[} RegisterManagedinst. April 19, 2024, 00:12:42 (UTCH+O. i-0F2b1bbd7e5523.
[} SharedSnapshotViolu April 18, 2024, 00:12:09 (UTC+0.
[} Runlnstances April 18, 2024, 00:12:07 (UTC+O. root AWSCECZIVPC, AWSIE... wpc-048580b267 33550706, ami-04a5276ebbB45144. ..
[} AuthorizeSecurityGro.. April 19, 2024, 00:12:03 (UTC+O. root AWS:EC2:SecurityGroup sg-03a1eBaab9840deb
O CreateSecurityGroup April 19, 2024, 00:12:02 (UTC+D. root A EC2:VPC, AWS:E... vpc-04850b2673355c 706, sg-03ale82a69840deb, ...
o CreateLogStream April 18, 2024, 23:17:09 (UTC+0. CLOUDWATCH_LO...
O CreateLogStream April 18, 2024, 23:10:48 (UTC+O. CLOUDWATCH LO...
N CreateLogStream April 18, 2024, 23:08:47 (UTC+O. CLOUDWATCH_LO
O UpdateTrail April 18, 2024, 23:04:55 (UTC+O. root cloudirail amazanaws.c AWS:CloudTrail: Trail, ... Cloud-trail-demo, arnaws:cloudtrailus-cast-1:8517...

e The same can be verified from the cloud trail s3 bucket
Aj 831723370789_CloudTrail_us-east-1_20240418T1920Z_cFIFitVanm3xmxRW json - Notepad - a x

File Edit Fermat View Help

{"Records":[{"eventVersion":"1.89", "userIdentity”: {"type":"Root","principalld":"851725370789", "arn" :"arn:aws:iam: :851725378 A
ntProvidedHostHeader™”: "s.cum”}, "sessionCredentialFromConsole”:"true"}, {"eventVersion":"1.89", "userlde
3", "cipherSuit "TLS_AES_128 GCM _SHA256","clientProvidedHostHeader™:"ec2.us-east-1.amazonaws.com"},"sessionCredentialFromC
nstanceld”:"i-87fcac9ffl6b3abcB8"},{"instanceld”: "i-0dc7f14d1aB22d1a9"},{ "instanceld":"i-815fbcbf38c97b872"}]}, "filterSet™:{
.112", "userAgent”:"Mozilla/5.8 (Windows NT 18.8; Win6d; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/123.8.8.8 Safari
ntName": "GetBuckethAcl”,"awsRegion™:"us-east-1", "sourceIPAddress": "cloudtrail.amazonaws.com”, "userAgent”: "cloudtrail.amazona
om"}, "eventTime":"2024-84-18T19:11:39Z", "eventSource”: "s3.amazonaws.com", "eventlame” : "GetBucketAcl”, "awsRegion™: "us-east-1"
1.89", "userIdentity”:{"type”:"Root™, "principalld”:"851725370789", arn": "arn:aws:iam::851725378789: root", "accountId”:"851725
mConscle":"true"},{"eventVersion":"1.89", "userIdentity":{"type": "Root", "principalld":"85172537@789","arn": "arn:aws:iam: : 851
LS_AES 128 GCM_SHA256","clientProvidedHostHeader":"ec2.us-east-1.amazonaws.com"},"sessionCredentialFromConsole™: "true"},{"e
sDetails":{"tlsVersion":"TLSv1.3", "cipherSuite”:"TLS_AES 128 GCM_SHA256","clientProvidedHostHeader":"ec2.us-east-1.amazonaw
adOnly":true,"eventType": "AusApiCall”, "managementEvent™:true,"recipientAccountId"”: "851725378789", "eventCategory™: "Managemen
c18-48ac-962b-6b9fc97cfB8d", "eventID": "1cflda58-87db-435b-a5a4-79212d2ac2eb", "readOnly ™ : true, "eventType": "AwsApiCall™, "mana
ami-B4e5276ebb8451442" 11}, "ownersSet™ 1 {}, "filterSet”:{}}, "responseElements” :null, "requestID": "dab52862-80fa-4567-8c1f-23b89
o) Chrome/123.9.8.0 Safari/537.36","requestParameters™:{"DescribelnstanceTypesRequest™:{ "InstanceType”:[{"tag":1, content”
":"Management”, "tlsDetails":{"tlsVersion":"TLSv1.3", "cipherSuite": "TLS_AES_128_ GCM_SHA256","clientProvidedHostHeader":"ec2.
tAccountId":"851725370789", "eventCategory” : "Management”, "t1lsDetails": {"tlsVersion":"TLSv1.3","cipherSuite":"TLS_AES_128 GCM
"readOnly” :true, "eventType":"AwsApiCall”, "managementEvent” :true, "recipientAccountId”:"851725370789", "eventCategory”: "Manage
ons™:["EQUALS™]}}, "maxResults”:180}, "responseElements™:null, “requestID”: "827f572d-d9f5-4f66-a6082-8ea%b11722d8", "eventID": "9
EbsDefaultKmsKeyIdRequest":""}, "responseElements” :null, "requestID":"88eb77ef-1a83-4100-bBab-6Fb481e2e18b" , "eventID": "896585
/537.36" ,"requestParameters” :{"DescribelnstanceTypesRequest”: {"NextToken": "AATAARG7LRA2f2PY2XLATnX0iVBcTuSqBosUcywp2q2 wRwV
eventTime™:"2024-04-18T19:11:45Z","eventSource”: "ec2.amazonaws.com”, "eventName”: "DescribeSnapshots™, "awsRegion™: "us-east-1"
S6RRWEPBU", "sessionContext”:{"attributes”:{"creationDate":"2824-84-18T88:16:39Z", "mfaluthenticated”:"false"}}}, "eventTime":

A75A" "clientPravidadHnctHaader” - "ar? nc-sact-1 amazanaws rom"} "caccinnCradantialFramCancnla’-"trua"t [Meventlercinn®-"1 @ ¥
< >

Ln1, Col 1069 100% Windows (CRLF) UTF-8
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In this lab, we use AWS CloudTrail to monitor and audit activity within your AWS environment. By
leveraging CloudTrail logs, you can enhance your organization's security posture, streamline
compliance efforts, and gain valuable insights into operational workflows.

1. Identify and document at least three events from the CloudTrail logs provided. Include details

such as the event type, timestamp, and details.
2. Using cloudtrail generate alarm on EC2 instance termination.
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Understand the fundamentals of Simple Notification Service (SNS).
= Learn how to create topics and subscribe endpoints.
= Practice sending notifications through SNS.
= Gain familiarity with SNS features and capabilities.

= Basic understanding of AWS (Amazon Web Services) console.
= An AWS account with permissions to access SNS.
= Familiarity with basic concepts of messaging services.

After completing this session, student should be able to:

= Create an SNS topic.

= Subscribe endpoints (e.g., email, SMS) to the SNS topic.

= Publish messages to the SNS topic.

= Understand the use cases and benefits of SNS in real-world applications.

Simple Notification Service (SNS) is a fully managed messaging service provided by AWS. It enables
you to send notifications to a variety of endpoints, including email, SMS, HTTP/S, AWS Lambda, and
more. SNS follows a publish-subscribe model, where messages are published to topics and delivered
to subscribed endpoints.

— AWS Lambda
3 AWS SQS
IE— > ues
- — —
SNS Tt
W v—’ Email
Amazon SNS
- SMS
Subscriber

Diagram of topic delivery
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Steps to create SNS service:

This lab will guide you through the process of create Simple Notification Service (SNS) service. SNS
is a tool from AWS that lets you send messages to different places, like emails or text messages. It is
easy to use and helps keep people informed about important things.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Creating an SNS Topic:

e Navigate Simple Notification Service in the search bar of console.

a | Description w | Region w | Originating account

Features

nd usage o

[oR——

aws, Search [Alt+s 2] L @ & N. Virginia v Khawaja Saad Ahmed Butt v
yyyyyyyy now supports in-place message al s re [4

Application

Amazon Simple Create topic
Notification Service

Pub/sub messaging for
microservices and serverless
applications.

I hasnain-sng

Pricing

[ Coudshell  Feedback ® 2024, Amazon Web Services, Inc. or Its affiliates.  Privacy  Terms  Cookie preferences
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e After adding Display name click on create

[2] L [©) [G] N.Virginia v Khawaja Saad Ahmed Butt v
= Create topic ©
®

Details

Type info

FIFO (first-in, first-out) © Standard

Name
[+

Di

snain-sns

y name - optional  Info

[

» Encryption - optional

» Access policy - optional 1t
(5 CloudShell  Feedback

© 2024, Amazon Web Servi

c ortsaffilates.  Privacy Tems  Cookle preferences [

e Click on create subscription

Khawaja Saad Ahmed Butt

Publish message @

®
Details

Amazon SNS x hasnain-sns

Da:

oard
Topics

Subscriptions

Display name

§ hasnain-sns
» Mobile
Push notifications ARN apic o
. 185172537 -sns 851725370789
Text messaging (S
Type
Standard
Subscriptions | Accesspolicy | Dataprotectionpolicy | Delivery policy (HTTP/S) | Delivery status logging | Encryption | Tags | Integrations
Subscriptions (0}
Q se |
™ a | Endpoint v | status v | Protocol

MNo subseriptions found

You don't have any subscriptions ta this topic.

[ Cloudshell  Fesdback

Privacy

B & ® © nvgear

Khawaja Saad Ahmed Butt ¥

AmazonSNS > Subscriptions > Create subscription

Create subscription

<]
Details
Topic ARN
[ @ amawssnsus-cast- 1851725370788 hasnain-sns x|
Protacol
-]
Data Firehose

AWS Lambda :

| B

Email-JSON

HTTR
T HTTPS
Platform application endpoint

sMs

Caneel Create subseription
(5 Cloudshell

saffillates.  Privacy  Terms
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e Enter the email addresses where you want to receive notifications and click on "Create
Alarm",

B -3 (] [} N_Virginia v Khawaja Sead Ahmed Butt v

Details

Tapic ARN
‘ Q amawssnsus-east-1:851725370783:hasnain-sns X ‘

Protocol
The type of endpoint to subscrib

[ Emait ]

Endpoint
£ email address that can recelve notifications from Amazon SNS.

I engr.hasnainhyder@gmail.con| I

@ After your subscription is created, you must confirm it. infe

» Subscription filter policy - optional 11

This palicy fltess the messages that a subscriber receives.

» Redrive policy (dead-letter queue) - optional e

Send undeliverable messages to quese

() Cloudshell  Feedback © 2024, Amazon Web Services, Inc_or s aflletes.  Privacy  Temms  Cookle preferences

e Go to your Gmail and click on Confirm Subscription.

AWS Notification - Subscription Confirmation nbex x 2 ¢
hasnain-sns <no-reply@sns amazonaws.coms 6:24 PM (0 minutes aga) {} @ “
tome ¥

You have chosen to subscribe to the topic
arn:aws:sns:us-east-1:851725370789: hasnain-sns

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):

Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SMS subscription confirmation requests please send an email to 2ns-opt-out

I: « Reply ::I I ~ Forward :] ( )

adWs

' ™y
Subscription confirmed!

Simple Motification Service

You have successfully subscribed.

Your subscription’s id is:
arn:aws:sns:us-east-1:851725378789: hasnaln-sns:d231a737-b95b-4df5-bd7b-

3983e83dB487

If it was not your intention to subscribe, cick here to unsubscribe.
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e Go to the SNS topic you have created and click on publish message.

FaN @ & N. Virginia v Khawaja Saad Ahmed Butt ¥

Services Q s

Amazon SNS X @ New Feature X
Amazon SNS now supports in-place message archiving and replay for FIFO topics. Learn more [} @
Dashboard
Amazon SNS > Topics » hasnain-sns
Topics
Subscriptions haSnaln—SnS ‘ Edit ‘ ‘ Delete ‘ I Publish message I
¥ Mobile
Push notifications Details

Text messaging (SMS)

Origination numbers Name Display name
hasnain-sns hasnain-sns
ARN Topic owner
arn:aws:sns:us-east- 851725370789

1:851725370789:hasnain-sns

Type
Standard

loudShell  Feedback . Privacy Terms  Cookie preferences

Khawsija Saad Ahmed Butt ¥

Subject - optional

[eeer |

Maximum 100 printable ASCH characters

Time to Live (TTL) - eptional  Info
nly to mobile application endpoints. The number

This setting onds that the push notification service has to deliver the message to the endpaint

Message body

© identical payload for all del © Custom payload for each delivery protocol
™ .

scribed to the

gardless of their delive

Message bedy Lo send to the endpeint

1 Wi How are youl

3 This is example message.|

[5] Qoudshell  Feedback ©2024, Armazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences [

e C(Click on “publish Message”.

Message attributes info

tributes et you provide structured metadata items (such as timestamps, geospatizl data, signatures, and identifiers) for the message.

Message 2

Type Mame Value
Select attribute type T‘ "_':.'er attribute name | value or ["voluel®, "value2"] ‘ | Remove ‘
‘ Add another attribute ‘
Cancel Publish message
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e Notification Result.

= B O m 5 0O & B : 10f 353 >

Notification nsex = 2 =

® hasnain-sns <no-reply@sns.amazonaws.coms= 11:54 AM (O minutes ago) +r ()] -« 3
- tome -

Hi how are you!l

This is example message.

If you wish to stop receiving noftifications from this topic. please click or visit the link below to unsubscribe:
hitps://sns us-east-1 amazonaws com/unsubscribe html?SubscriptionArn=arn:aws sns us-east-1:851725370789 hasnain-sns M2b21e8-9596-
4896-bd92-01434d625¢1e&E ndpoint=engr hasnainhyder@gmail com

Please do not reply directly to this email. I you have any questions or comments regarding this email, please contact us at
hitps://aws amazon com/support

Step 3: Notification using SMS service:

e Go to the SNS topic and Click on "Create Subscription.”

Subscriptions Access policy Data protection policy Delivery policy (HTTR/S) Delivery status logging Encryption Tags Integrations
Q search | 1 ®
[[+] - Endpoint v | Status v Protocol v
(@] ff2b2108-9596-48096-bd52-01434d625... engrhasnainhyder@gmail.com @ Confirmed EMAIL

e Select the protocol and number, which you want to publish message.
Create subscription
Details

Topic ARN

| Q, armawssns:us-cast-1:861725370789:hasnain-sns -4 |

Protocol
The type of endpoint to subscribe

|SMS '|

Endpoint
A mobile number that can receive notifications from Amazon SN5.

|CL +923130318351] *

Use: "+923130318351"

+923130318351
=When in the sandbox, you can only deliver SMS o the sandbox destination phone Numbers you
hawve verified. Learn more [A

Add phone number

» Subscription filter policy - optional it

This policy filkers the messages that a subscriber receives.
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e (o to text messaging and click on publish text message

N.Virginia ¥ Khawaja Saad Ahmed Butt ¥

Amazon SNS x Important changes for sending text messages (SMS) to US destinations ©
Effective August 31, 2023, a dedicated registered erigination ID, such as 2 10DLC number, short code, or a Toll-Free number, is required to send SMS text messages ®
to the United States and its territories (Puerto Rico, Guam, American Samoa lslands and the US Virgin Islands). Unregistered long codes are no longer permitted to

Dashboard be used to send SMS messages to mobile phones in the United States and its territories. Learn more [

Topics

Subscriptions New Feature X
Amazon SNS now supports in-place message archiving and replay for FIFO topics. Learn more [

Amazon SNS 3 Text messaging (SMS)

Origination numbers Mobile text messaging (SMS) view origination numbers | [ Subscribe number to topic | | Publish text message |

v Overview

Amazon SNS lets you send SMS text messages
to any phone number. Learn more [4

Direct publish

e

fok

> Publich text messages —
P—— et =

D2024, Amazon Web Services, Inc.or its affilistes.  Privacy  Terms  Cookie preferences

[5) CloudShell  Feedback

e Write the number and message you want to publish and then click on “publish message”.

Publish SMS message

Details

Message type

While promational messages are non-critical, transactional messages are sent with high priarity.

| Promotional v |

Destination phone number
The phone number to which to send the message.

| Q +923130318351 X

Sandbox destination phone numbers
When in the sandbox, you can only deliver SMS to the sandbox destination phene numbers you
have verified. Learn more [A

Add phone number

Message
SMS messages longer than 160 characters are treated as multiple messages.

Hi How are You

15 characters (1 messages)

e Successful Compilation

(%) The SMS message to 4323130318351 Is accepted. For delivery status, check the delivery log.
Message ‘ID": da6Bcd04-d005-5342-9280-9azdde35daed

Request "ID"; 85355456-3fc5-593b-04 1¢-0aff3 1152090
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Conclusion

In this lab, Now that we have explored the functionality of SNS, we have established a topic, subscribed
to notifications, and sent messages. Consider the real-world applications of this tool, such as employing
it for timely alerts or updates within your projects. SNS offers a versatile platform for keeping
stakeholders informed and connected, ensuring crucial information reaches them promptly.
Experimenting further with its capabilities can unveil innovative ways to enhance communication and
streamline processes in various contexts.

Exercise

1. Try linking SNS with other AWS tools, like Lambda, to automate responses.
2. Experiment with customizing messages using SNS attributes.
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= Introduce students to Docker, a popular containerization platform.

= Provide hands-on experience in creating and managing Docker containers.

= Foster a fundamental understanding of Docker concepts.

= Enable students to work with Docker containers effectively by the end of the lab.

= Basic familiarity with the command line interface (CLI).
= Understanding of basic software development concepts.
= A computer with Docker installed. Installation instructions can be found on the official Docker

website (https://docs.docker.com/get-docker/).

After completing this session, student should be able to:

= Understand the concept of containerization and its advantages.

= Learn about Docker images, containers, and the Dockerfile.

= Gain proficiency in creating, running, and managing Docker containers.

= Appreciate the importance of Docker in modern software development and deployment
practices.

Docker is a platform for developing, shipping, and running applications inside containers. Containers
are lightweight, portable, and self-sufficient environments that contain everything needed to run an
application, including code, runtime, libraries, and dependencies. Docker simplifies the process of
packaging and deploying applications, making them more consistent and easier to manage across
different environments.

,——\ P Docker host NI Registry

Docker build e Docker Daemon
é Ubuntu ]

Ubuntu
Docker run uu i // NGIiNX
Openstack }‘

/

Docker pull

N\

e

. l I

145 | Page



https://docs.docker.com/get-docker/

Docker Image:

e An image in Docker is a lightweight, standalone, and executable package that contains
everything needed to run a piece of software, including the code, runtime, libraries,
dependencies, and other files.

e Images are built from a set of read-only layers that are stacked on top of each other. Each layer
represents a specific instruction in the image's Dockerfile.

e Images are immutable, meaning they cannot be changed or modified once created. However,
they can be used to create one or more containers.

e Docker images are typically stored and shared using Docker registries, such as Docker Hub,
which serves as a centralized repository for Docker images.

Docker Container:

e A container in Docker is a runtime instance of a Docker image. It encapsulates the application
along with its dependencies and provides an isolated environment for running and executing
the application.

e Containers are lightweight, portable, and can be run consistently across different environments,
ensuring that the application behaves the same way regardless of where it is deployed.

e Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as
needed. This makes them ideal for applications that need to scale dynamically or be deployed
and redeployed frequently.

e Each container runs in its own isolated environment, with its own filesystem, network, and
process space, ensuring that it does not interfere with other containers running on the same host.

Advantages of Docker:

e Portability: Docker containers can run on any system that supports Docker, regardless of the
underlying infrastructure.

e Isolation: Containers provide process isolation, ensuring that applications run independently
without interfering with each other.

e Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and
lower resource overhead compared to virtual machines.

e Consistency: Docker ensures consistency between development, testing, and production
environments, reducing the risk of "it works on my machine" issues.

Steps to use Docker:

This lab will guide you through the process of setting up and utilizing CloudTrail to record the
activities, enhance security, compliance, and operational troubleshooting within your AWS
environment.
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Step 1: Installing Docker:

e Follow the installation instructions provided on the Docker website for your operating system.
Link: https://docs.docker.com/get-docker/
e Verify the installation by running docker --version in the terminal or command prompt.

BN C:\Windows\system32icmd.exe — O b

Mi oft Windows [Versio

Step 2: Running Your First Container:

e Pull a Docker image from Docker Hub using the command “docker pull image name”. For
example, docker pull hello-world.

BN Select CAWindows\system32\emd.exe

of image vulnerabilit and recommendatior

e Run the container using the command docker run <image_name>. For example, docker run
hello-world.

nerabilities and recommendatior

» run hello-world

This me E your installation appears to be working corr

To a - cer the
- i k -
daemon pulled the "hello-u " image from the Docker Hub.

reated a new ntainer fr i ich runs the
the output
cer daemon ned that output to the Do
~ terminal.

can run an Ubuntu tainer with:

orkflows, and more with a free Docker ID:

147 |Page



https://docs.docker.com/get-docker/

Step 3: Working with Docker Images:

e List available Docker images using “docker images”.

BR C:\Windows\system32icmd.exe

@ containers Containers cive reeanack
Images

Container CPU usage GContainer memery usags show charts
- Volum
\i\ Build

a, search m \ly show running containers
W Dev nvironments  eeTa
&7 Docker Scout Name Image Status CPU (%) Port(s) Last started Actions

cool Kapits. B .
ello-worlc Exite: N 2 minutes ago > o
Extensions a9b5abI21de. 9 L)
@ Add Extensions
Showing 1 item
walkthroughs

Multi-container applications

earning center

RAM 1

W@ Mot

Containerize your application

@ New version available

e Pull additional images from Docker Hub using “docker pull image name”. For example,

docker pull ubantu.

BR C:\Windows\system32icmd.exe

\FPE>

148 |Page




e Run the Ubuntu container using the command “docker run —it —d ubuntu”.

e View total containers using command “docker ps -a”.

NTAINER ID IMAG ATED < PORTS NAMES
cb4b13473 ubuntu b sh" ninutes ago i interesting murdock
1 hello-world o 28 minutes ago Exited minutes ago cool_kap

IMAGE COMMAND CREATED STATUS PORTS NAMES
ubuntu "/bin/bash” 5 minutes ago Up 5 minutes interesting_murdock

Step 4: Interact with a Running Container:

e Execute a command within a running container using “docker exec”. For example, “docker
exec -it container_id bash” to start a bash shell inside the container.

c -it de5b4b13473b bash

e write the command "echo hello" to print the name in command line.

root@d65b4b13473b: /# echo hello
hello
PDDt@d65b4b134?3b:f#

Step 5: Managing Docker Containers:

e Stop a running container using command “docker stop container id”.

sers\FPE>docker ps
CONTAINER ID TMAGE COMMAND CREATED STATUS PORTS MAMES

C:\Users\FPE>»

The above result shows that the container with id “d65b4b13473b” is stopped now.
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e Creating new image on a local machine. Use the command “docker commit container-id
name/ubuntu”. Then write command “docker images” to check total images.

C:\Users\FPErdocker images
REPOSITORY TAG WA CREATED

+

hasnain/ubuntu late
ubuntu late
hello-world late

3@ seconds ago
11 days ago
11 months ago

A wmowm
+

+

C:\Users\FPE>

e Deleting the docker container by using command “docker rm container-id”

IAGE COMMAND CREATED 5
hello-world "fhello”  About an hour ago E ) About an hour ago

C:\Users\FPE>docker image
REPOSITORY TAG WA CREATED
hasnainfubuntu lat 80ac 28 minutes ago

ubuntu lat Fo 47 11 days ago
hello-world lat : 258dch 11 months ago

hasnain/ubuntu
:lates

REPOSITORY AG A CREATED
ubuntu ; 7i adfead7 11 days ago
hello-world 2cOdel ( 11 months ago

C:\Users\FPE>»

Conclusion

In this lab, students been introduced to Docker and learned about its key concepts, including images,
containers, and the Dockerfile. Through hands-on experience, the simplicity and efficiency inherent in
working with Docker containers have become evident. Docker's ability to streamline the development,
testing, and deployment processes makes it an essential tool for modern software development teams.
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Exercise

» Pull Docker Images:

a. Use the docker pull command to fetch two Docker images from Docker Hub.

> Run Docker Containers:

b. Execute the docker run command to start containers from the pulled images.

> Delete Containers:

c. Utilize the docker rm command to remove the containers after they have been used.
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= Introduce Docker, a containerization platform.

= Guide through the process of installing Docker on an AWS EC2 instance.
= Learn basic Docker commands.

= Understand how to create custom Docker images.

= Basic understanding of Linux command-line interface.
= An AWS account with access to EC2 instances.

After completing this session, student should be able to:

= Understand the concept of Docker and its advantages.

= Install Docker on an Ubuntu-based AWS EC2 instance.
= Execute basic Docker commands to manage containers.
= Create custom Docker images.

Docker is a containerization platform that allows developers to package their applications along with
all its dependencies into a container. These containers can be deployed across different environments
without worrying about compatibility issues.

,———\ P Docker host P Registry

\
Docker build e Docker Daemon r
- Ubuntu ]
:é'@ﬂmﬁ Images & ¢
“ g > Openstack ]

/

Docker pull

N\

i
N\

Docker run

L I I

y NGINX ]
uu . J
---------- Build
\ J — Pull
— Run

Docker Image:

e An image in Docker is a lightweight, standalone, and executable package that contains
everything needed to run a piece of software, including the code, runtime, libraries,
dependencies, and other files.
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e Images are built from a set of read-only layers that are stacked on top of each other. Each layer
represents a specific instruction in the image's Dockerfile.

e Images are immutable, meaning they cannot be changed or modified once created. However,
they can be used to create one or more containers.

e Docker images are typically stored and shared using Docker registries, such as Docker Hub,
which serves as a centralized repository for Docker images.

Docker Container:

e A container in Docker is a runtime instance of a Docker image. It encapsulates the application
along with its dependencies and provides an isolated environment for running and executing
the application.

e Containers are lightweight, portable, and can be run consistently across different environments,
ensuring that the application behaves the same way regardless of where it is deployed.

e Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as
needed. This makes them ideal for applications that need to scale dynamically or be deployed
and redeployed frequently.

e Each container runs in its own isolated environment, with its own filesystem, network, and
process space, ensuring that it does not interfere with other containers running on the same host.

Advantages of Docker:

e Portability: Docker containers can run on any system that supports Docker, regardless of the
underlying infrastructure.

e Isolation: Containers provide process isolation, ensuring that applications run independently
without interfering with each other.

e Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and
lower resource overhead compared to virtual machines.

e Consistency: Docker ensures consistency between development, testing, and production
environments, reducing the risk of "it works on my machine" issues.

Steps to install and use Docker in ubuntu:

In this lab, we will explore how to install docker on an EC2 instance. Then, we will explore the
fundamental commands used in docker. Finally, we will wrap up by crafting our very own personalized
Docker image.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.
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Step 2: Once logged in, click on search, write “EC2”, and select "EC2" section.

Services | Q EC2|

Features (57)

Resources | New

Knowledge Articles (610)
Marketplace (3,441) v ld, customize and

Blogs (2,143)

Events (30) Originatin...

Tutorials (21)

pn cost, security

Features

E CloudShell Feedback 4, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

(2] L ® & N. Virginia w Khawaja Saad Ahmed Butt v

EC2 Dashboard X ) &

Resources EC2 Global view [ EC2 Free Tier info
FC2 Global View Offers for all AWS Regions.
Events

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:
CDHSDLE'@' 0 EC2 free tier offers in use
Code Preview I Instances (running) o I Auto Scaling Groups 0

End of month forecast
¥ Instances Dedicated Hosts 0| Elastic IPs 0 A 0 offers forecasted to exceed free tier li
Instances mit.
Instances 1 Key pairs 3
Instance Types Exceeds free tier
Launch Templates Load balancers 0 | | Placement groups o A\ 0 offers exceeded and is now pay-as-yo
Spot Requests 1-go pricing
Savings Plans Security groups 5 | | Snapshots o View Global EC2 resources
Reserved Instances volumes 1
Dedicated Hosts
Capacity View all AWS Free Tier offers [
Reservations Ni G .
et Launch instance Service health
To get started, launch an Amazon EC2 instance, .
¥ Images which is a virtual server in the cloud | AWS Health Dashboard [2 ‘ Account attributes

AMIs — o

e Click on the "Launch Instance™ button to initiate the instance creation process.

Khawaja Saad Ahmed Butt v

£C2 Dashboard % Instances info | Instance state ¥ ‘ ‘ Actions ¥ |I Launch instances I
EC2 Global View ‘ Q Find Instance by attribute or tag (case-sensitive) | | All states ¥ |
Events unning [ X | [ clear fitters | 1 @

Console-to-

Code Preview v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Atarm status Availability Zone

¥ Instances No matching instances found

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity

Reservations New

¥ Images

Select an instance ~
AMIs =
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Write the name and tags

EC2 > Instances > Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

e.9. My Web Server | Add additional tags

= Fay @ & N. Virginia v Khawaja Saad Ahmed Butt v
o]
¥ Summary
c]

MNumber of instances  Info

7

Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2._.read more
ami-0d7a109bf30624c99

Virtual server type (instance type)
t2.micro

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - & GIB

Cancel Launch instance

Rovioud FAmmhahHY

" H " H H
e In the "Choose an Amazon Machine Image (AMI)" section, select a linux AMI from the
provided list.

R S —— R

v Summary
C

v Application and OS Images (Amazon Machine Image) info
Number of instances  Info
K

An AMI is 3 template that contains the software configuration (operating system, application server, and

applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for

below Software Image (AMI)
Amazon Linux 2023 AMI 2023.3.2...read more

Q Search our full catalog including 1000s of application and OS images | ami-0d7a 1093062499
Virtual server type (instance type)
Quick Start t2.micro
Firewall (security group)
Amazon mac0S Ubuntu Windows Red Hat SUSE Li Q New security group
Linux
> Browse more AMIs Storage (volumes)
aws ubuntu® || Bf Microsoft || o RedHat (G}, Including AMis from 1 volume(s) - 8 GiB
sUS AWS, Marketplace and -
the Community
Amazen Machine Image (AMI) Cancel Launch instance
‘ Amazon linux 2027 AML Eree tiersligible | Review commands M
e Select an instance type based on your computing requirements. Consider factors such as CPU,

memory, storage, and network performance.

¥ Instance type info | Getadvice

Instance type

t2.micro Free tier eligible
Family:t2 1vCPU 1 GiB Memory Current generation: true (P All generations
On-Demand Windows base pricing: 0.0162 USD per Hour

On-Demand SUSE b ricing: 0.07116 USD per Hour
On-Demand RHEL bast cing: 0.0716 USD per Hour
On-Demand Linux base pricing: 0.0116 USD per Hour

Compare instance types

Additional costs apply for AMIs with pre-installed software

Number of instances  Info

1

Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2...read more
ami-0d7a109bf30624c99

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group
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e If you have not already created a key pair, you will be prompted to create or select an existing
key pair. This key pair is essential for securely accessing your Windows instance.

Number of instances  Info

v Key pair (login) info ‘ ‘
1

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2...read more
ami-0d7a109bf30624c99

before you launch the instance.

Key pair name - required

‘ Select v ‘ C Create new key pair Virtual server type (instance type)

t2.micro

e Configure instance details such as the number of instances, network settings, subnet, security
groups, etc. Ensure that the configurations align with your requirements.

¥ Summary
¥ Network settings info ]

Number of instances  Info

VPC - required  Info ;

172.31.00/16

vpc-04890b2673355c706 (default) v ‘ c

Software Image (AMI)
Amazon Linux 2023 AMI 2023.3.2...read more
| No preference v ‘ C Create new subnet [4 ami-0d7a108bf30624c89

Subnet  Info

Auto-assign publicIP Info Virtual server type (instance type)

t2.micro
| Enable v ‘

Additional charges apply when outside of free tier allowance Firewall (security group)
Firewall (security groups)  Info New security group
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance Storage (volumes)

‘ 1 volume(s) - 8 GiB

| © Create security group ‘ ‘ O Select existing security group

Security group name - required Cancel Launch instance

launch-wizard-4
Review commands hd

E CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

e Allow HTTPS and HTTP traffic from the internet

L T T T TS AT L LT (L LT T P

Auto-assign public IP Info

Enable

Additional charges apply when outside of free tier allowance
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group | | () Select existing security group ‘

We'll create a new security group called 'launch-wizard-10" with the following rules:

Allow S5H traffic from
Anywhere
Helps you connect to your instance . v
0.0.0.0/0
Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server
Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server
/M Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting >

security group rules to allow access from known IP addresses only.
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e Specify the storage requirements for your instance. You can add additional volumes if needed.
Adjust the size and type of storage based on your application's demands.

N Virginia v Khawaja Saad Ahmed Butt v

¥ Configure storage info Advanced - - P
1
1x | s | GiB | ap3 v | Rootvolume (Notenypled)
Software Image (AMI)
Amazon Linux 2023 AMI 2025.5.2...read more
| @ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage = emi-0d7e o9

Virtual ser;
Add new volume tz.micro

Firewall (security group)
New security group

kup information <
ermine whether the instance will be backed up by any
storage (volumes)

1 volume(s) - 8 GiB
0 x File systems Edit ~

Cancel

» Advanced details info

e Review all the configurations you have made for your instance. Once verified, click on the
"Launch™ button.

Step 3: Installing Docker on Ubuntu EC2 Instance:
e SSH into your Ubuntu EC2 instance.
Services ‘ Q 1 [Alt+5]

_ EBEEE_ Amazon Linux 2
NOFFEEEN
NEEE
NS
T o>
s
_

[ec2—user@ip—172-31-17-64 ~15

[ec2Z—user@ip—172—31—-17—64 -~ yum update —y

Last metadata expiration check :40 ago on Mon Apr
Dependencies resolwed.

Mothing to do.

Complete!

[ecZ—user@ip—172-31-17—-c4

e Install Docker using command “sudo yum install docker -y”

Repository

amazonlinux

=

Installing dependencies:
containerd
iptables-libs
iptables—nft

libegroup

libnetfilter conntrack
libnfnetlink

libnftnl

pigz

runc

M
3
k
3
k
k
3
k
0 M
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e Starting docker service using command “sudo service docker start”.

[ec2-u=ser@ip-172-31-17-64 ~]% =sudo service docker start

Redirecting to /bin/systemctl start docker.service
[ec2-userRip-172-31-17-64 ~]5

e Check the status of docker by using command “sudo service docker status”.

ker Application Container Engine
: loaded (/usr/lib/systemd/system/do
Actiw tive (running) since Mon 2024-04
Triggereds:
s .docker.c
»in/mkdir -p /run/doc
tartPre=/usr/libexec/docker/doc
erd)

internal Engine...
.internal 16 i 7 Z nfo
.internal dockerd level=info
.internal dockerd level=info
.internal doc level=info
.internal do level=info

level=info

Starting up"

Loading containers: start.”

Loading containers: done."
="Docker daemon" commit=f417

Daemon has completed initi

API listen on /run/docker.

e Verify the installation by running “docker version” in the command prompt.

08/arch:
Context:

linux/amdé&4
default

Server:
Engine:
25.0.3

1.44 (minimum

Version:

APT wersion: version 1.24)

Go version:
Git commit:
Built:
o3/Arch:

Experimental:

containerd:
Version:
GitCommit:

runc:
Version:
GitCommit:

docker—-init:
Version:
GltCommit:

[root@ip-172-31-17-64 e«

gol.20.12
£417435

Mon Feb 12 00:0
linux/amdé&4d
false

1.7.11

64b82a811b07bat288238eefcl14d898ee0b3b9%ba

ded40adi
c2-user] {
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Pull a Docker image from Docker Hub using the command “docker pull image name”. For
example, docker pull hello-world.

2-—user]# docker pull hello-world

[root@ip-172-31-17-64 ec
Using default tag: latest

latest: Pulling from library/hello-world
clec3leb5944: Pull complete

Digest: sha236:a26bff%33ddc26d5cdf7faa%8b4aeleld
Status: Downloaded newer image for hello-world:
docker.ioflibrary/hello-world:latest
[root@ip—172-31-17-64 ec

1c4585e6f87ac037303

atest

Run the container using the command docker run <image_name>. For example, docker run
hello-world.

Hello from Docker!

This message shows that your installation appears to be working correctly.

Docker took the following steps:

Docker daemon.
image from the Docker Hub.

generate this message,
The Docker client cont: d the
daemon pulled the "hello—world"™

The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
The Docker daemon streamed that ocutput to the Docker client, which sent it

to your terminal.

-ry something more ambitious, you can run an Ubuntu container with:
cker run —it ubuntu bash
Share images, automate workflows, and more with a free Docker ID:

https://hub.docker.com/
For more examples and idea=s, wisit:
https://docs.docker.com/get—started/

[rootRip-172-31-17-64 ec2-user]f

Step 4: Working with Docker Images:
e List available Docker images using “docker images”.

[root@ip-172-31-17-64 ecZ-user]f docker images
CREATED SIZE

REPOSITORY TAG TMAGE ID
11 months ago 13.3kB

hello—world latest d2cS54=258dch
[root@ip-172-31-17-64 ec2-user]§

Pull additional images from Docker Hub using “docker pull image name”. For example,
docker pull ubantu.

[root@ip-172-31-17-64 ec2-user]§ docker pull ubuntu
U=zing default tag: latest
latest: Pulling from library/ubuntu

3c645031de29: Pull complete
shal256:1b8d8ff4777£36f15%bfe73eed4df6l1e3alb789%caeff29caall1953%cTc3a37£95

pu

Digest:
Status: Downloaded newer image for ubuntu:latest

docker.ioflibrary/ubuntu:latest
[root@ip-172-31-17-64 ec

160 |Page




¢ Run the Ubuntu container using the command “docker run —it —d ubuntu”.

[root@ip-172-31-17-64 ec2-user]§ docker run -it —d ubuntu

ca4lbibe2tea9ibddaTed43de5f265elfaceablidTbeTec3tb7dS55ecb 76365417
[root@ip-172-31-17-64 ec2-user]f

e View total containers using command “docker ps -a”.

[root@ip-172-31-17-64 ecZ-user]§ docker ps -a
4 IMAGE COMMAND CREATED £ £ NAMES
ubuntu "/bin/bash” 36 seconds ago ) ¢ inspiring heyrovsky
hello-world "/hello" 4 minutes ago cite 0) 3 minutes ago sweet_raman
31-17-64 ec2-user]f

CREATED £ £ NLMES
Zbout a minute ago y Ab inspiring heyrovsky

Step 4: Interact with a Running Container:

e Execute a command within a running container using “docker exec”. For example, “docker
exec -it container_id bash” to start a bash shell inside the container.

[root@ip-172-31-17-64 ecZ-user]f docker exec -it 6ad4lbB5e2éea bash
root@6ad4lbisSe2béea: /§

e write the command "echo hello" to print the name in command line.

root@fad4lbiSe2tea: ff echo hello—world
hello—world
rocot@éad4lbiSeléea: /i

Step 5: Managing Docker Containers:

e Stop a running container using command “docker stop container id”.

[root@ip—17:
tad4lbiS=2ee

r

[root@ip—17

CREATED STATOS FORTS NAMES

The above result shows that the container with id “da41b85e26ea” is stopped now.

e Creating new image on a local machine. Use the command “docker commit container-id
name/ubuntu”. Then write command “docker images” to check total images.
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[root@ip-172-31-17-64 ec2-user]§ docker commit 6a4lb85e2&ea hasain/ubuntu
shal236:0ad3c546lef8c2elb4459c04791ee58d7E592445af5bdfVde31b31b%a673544ce

[root@ip-172-31-17-64 ecZ-user]f

e Deleting the docker container by using command “docker rm container-id”

[root@ip—172-31-17-64 ec2-user]§ docker rm cB86860ce338

[root@ip—-172-31-17-64 eci-user]f
e Deleting the docker images by using command “docker rmi repository-name”

[root@1p-172-31-17-64 ec2-user]f docker images

REPOSITORY TAG IMAGE ID CREATED

hesain/ubuntu latest  Oad3ci4elef8 2 minutes ago

ubuntu latest  Tafbad4flad7 12 days ago

hello-world latest  d2c9%e2d8dch 11 months ago

[root@1p-172-31-17-64 ec2-user]} docker rmi Oad3cH4elefd

Intagged: hazain/ubuntu:latest

Deleted: shal56:0ad3ci46lefBclelb4459c04791ee58d7192445af5bdfTde51b31b9a673544ce
Deleted: sha236:36910db33d5£8£96e3062a3b75da72d38a730b0b0£4a0cte54d437a2e0218aa4
[root@1p-172-31-17-64 ec2-user]§ docker images

REPOSITORY TAG IMAGE ID CREATED

ubuntu latest  Taf9badflad47 12 days ago

hello-world latest — d2c94e258dch 11 months ago

[root@1p-172-31-17-64 ec2-user]f

Step 6: Creating Custom Docker Image:
e Create a Dockerfile in your project directory.
[ec2-user@ip-172-31-17-64 ~]5 mkdir demo

= user@ip-172-31-17-64 ~]15% cd demo
[ec2-user@ip-172-31-17-64 demo]$ |]

e Creating file using command “touch filename”. For example, touch dockerfile.

2-user@ip-172-31-17-64 demo]$ touch dockerfile

[ec2-user@ip-172-31-17-64 demo]$ []

e Now, open the docker file using the command “nano file name”. for example, nano
dockerfile.
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e Write what you want to insert in dockerfile.

e Save the file by using command “ctrl + 0” and “ctrl + x”.
e Now, Build the dockerfile by using the command “sudo docker build —t file name”. For
example, “sudo docker build —t dockerfile”.

[ec2-user@ip-172-31-17-64 demo]$ sudo docker build -t dockerfile .
[+] Building 0.1s (5/5) FINISHED

[ec2-user@ip-172-31-17-64 demo]$
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e To check the total images in our local host by using command “sudo docker images”.

[ecZ—u=ser@ip-172-31-17-64 demo]5 sudo docker images
REPOSITORY TL TMAGE TID CREATED

ubuntu latest
dockerfile latest

-

12 days
12 days
dockerfiled latest 12 days
ydocker latest c 12 days a
hello—world latest 2c 258dc 11 months

[ecZ—u=ser@ip-172-31-17-64 demo]ls

FLI TR Ry L]

e Now run the docker images by using the command “sudo docker run dockerfile”.

[2c2-u=er@ip-172-31-17-64 demo]5 sudo docker run déakerfile
hello—-world

[ec2-u=er@ip-172-31-17-64 demo]$

Conclusion

In this lab, we learned the basics of Docker, including installation on an Ubuntu-based AWS EC2
instance, basic Docker commands, and creating custom Docker images. Docker provides a powerful

toolset for containerizing applications, improving portability, scalability, and consistency across
different environments.

Exercise

» Pull Docker Images:

o Use the docker pull command to fetch two Docker images from Docker Hub.
» Run Docker Containers:

o Execute the docker run command to start containers from the pulled images.
» Delete Containers:

o Utilize the docker rm command to remove the containers after they have been used.
» Create custom docker image.
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= Understand the concept of Docker images and containers.

= Learn to create Docker images from scratch.

= Gain hands-on experience in containerizing web applications.

= Practice deploying Docker containers with custom configurations.

= Basic understanding of Linux command line.
= Familiarity with HTML and web development.
= Docker installed on the local machine.

After completing this session, student should be able to:

= Ability to create custom Docker images.

= Proficiency in deploying Docker containers.

= Understanding of containerized web application deployment.
= Practical experience in managing Docker environments.

Docker is a containerization platform that allows developers to package their applications along with
all its dependencies into a container. These containers can be deployed across different environments
without worrying about compatibility issues.

,———-\ P Docker host NP Registry

Docker build B EE Docker Daemon
é Ubuntu J
L~ > Openstack ]

NGINX ]

—
Docker run j‘,
1
x
J

Docker pull

N\

e l I

Docker Image:

e An image in Docker is a lightweight, standalone, and executable package that contains
everything needed to run a piece of software, including the code, runtime, libraries,
dependencies, and other files.
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e Images are built from a set of read-only layers that are stacked on top of each other. Each layer
represents a specific instruction in the image's Dockerfile.

e Images are immutable, meaning they cannot be changed or modified once created. However,
they can be used to create one or more containers.

e Docker images are typically stored and shared using Docker registries, such as Docker Hub,
which serves as a centralized repository for Docker images.

Docker Container:

e A container in Docker is a runtime instance of a Docker image. It encapsulates the application
along with its dependencies and provides an isolated environment for running and executing
the application.

e Containers are lightweight, portable, and can be run consistently across different environments,
ensuring that the application behaves the same way regardless of where it is deployed.

e Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as
needed. This makes them ideal for applications that need to scale dynamically or be deployed
and redeployed frequently.

e Each container runs in its own isolated environment, with its own filesystem, network, and
process space, ensuring that it does not interfere with other containers running on the same host.

Advantages of Docker:

e Portability: Docker containers can run on any system that supports Docker, regardless of the
underlying infrastructure.

e Isolation: Containers provide process isolation, ensuring that applications run independently
without interfering with each other.

e Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and
lower resource overhead compared to virtual machines.

e Consistency: Docker ensures consistency between development, testing, and production
environments, reducing the risk of "it works on my machine" issues.

Steps to create custom Docker images:

In this lab, you will delve into the world of Docker containerization by creating custom Docker images
and deploying web applications within containers. You will learn how to build Docker images from
scratch, containerize web applications, and deploy them with custom configurations. By the end of this
lab, you will have a solid understanding of Docker fundamentals and hands-on experience in
containerized application deployment.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
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e Sign in using your AWS account credentials.

Step 2: Once logged in, click on search, write “EC2”, and select "EC2" section.

Services Q Ecz| 3] L (&) & N. Virginia v

Khawaja Saad Ahmed Butt v

Services

! EC2
Resources | New =

Virtual Servers in the Cloud
= Documentation (34,650)

Knowledge Articles (610; .
<5 IR o S B EC2 image Builder
BMarketplacei(s, 1) A managed service to automate build, customize and deploy OS images

Blogs (2,143)

Events (30) =l in Originatin...

Tutorials (21) urces from accidental deletion

Amazon Insp

Continual vulnerability management at scale

Features

+ Add widgets

b cost, security

loudShel e rivacy
CloudShell  Feedback Pri

e Start the instance by Click on the " Instance™ button to start machine.

Terms  Cookie preferences

Instances (10) info | Instance state w ‘ ‘ Actions w Launch instances v
| Q, Find Instance by attribute or tag (case-sensitive) ‘ ‘ All states w | 1 @‘

[m] Name ¢ v | Instance ID | Instancestate ¥ | Instancetype ¥ | Status check | Alam
O public-subnet-instance i-0083e06e3293d8473 @ stopped @ @ t2.micro - View
I O docker-demo i-0da2a643e9ae106a2 @ Running & @ t2.micro @ Initializing \/iewl
[} newPubliccsubnet-instance i-0707cc04b3c077b8a @ Stopped @ Q@ t2.micro - View
O updatenewpublicinstance i-078830e9f3f77e60c © Stopped @ @ t2.micro - View
O private-cloud-instance i-0a0leec7473e1e630 © Stopped @ @ t2.micro - View
O RDS-instance i-02ab89%e1c2d33e4b2 @ Stopped & @ t2.micro - View
[} new-privateeinstance i-0cf10489f296b4634 @ Stopped @ Q@ t2.micro - View
(] newnweprivateinstance i-06c8f016ee12743d1 @ Stopped @ Q@ t2.micro - View
() cloudwatch-service i-07fcac9ff16b3abc8 @ Stopped @ @ t2.micro - View
(] aws-cloud9-photo-recog-en... i-015fbcbf38c97b872 @ Stopped & @ t2.micro - View

Step 3: Installing Docker on Ubuntu EC2 Instance:
e SSH into your Ubuntu EC2 instance.

?_"'_l“"_‘_-:_’. Services ‘ Q
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\EEE|
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»
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e Update the machine by using command “sudo yum update -y”.

-31-17-64 ~]5 sudo yum update -y
Last metadata expiration check: 0:03:40 ago on Mon Apr 19:56:09 2024.
Dependencies resolwved.

Nothing to do.

e Install Docker using command “sudo yum install docker -y”

’ 1$ sudo yum install docker -y
Last metadata expiration )5 ago on Mon Apr
pependencies resolved.

Tnstalling:

docker 6 25.0.3-1.¢ 3.0. amazonlinux
Tnstalling dependencies:

containerd 6 K 2023 amazonlinux
iptables—libs 6 : amazonlinux
iptables-nft B amazonlinux
libegroup 6 : amazonlinux
libnetfilter conntrack 2 amazonlinux
libnfnetlink ! 0 amazonlinux
libnftnl X amazonlinux

=

pigz 6 2.5-1.amzn2023.0.3 amazonlinux

BEwrr R

runc 1.1.11-1.amzn 3.0. amazonlinux

e Starting docker service using command “sudo service docker start”.

e Check the status of docker by using command ““sudo service docker status™.

c r Application Container Engine
: loaded (/usr/lib/systemd/system/docke rvice; disabled; pres; disabled)
active (running) « 0 Imin 38s ago

/run/docke code=exited, status=0/3SUCCE3S)
docker/do ==exited, status=0/Sl
Main PID:
Task
Memory:
CFU
CGroup:

internal systemd[1]: Starting d

internal 3 976]: ti H 3. e Starting up"

internal 3 -1 vel=1 Loading containers: start.”
internal 1 H . 3 Loading containers: done."
internal 3 -1 . 3 yel=i er daemon" commit=f4174f
internal . i . : .ve Daemon has completed initial
internal i ) . k B level=info "API listen on /run/docker.sj

e Convert into root user by using command “sudo su”.

[ecZ-user@ip-172-31-17-64 ~]5% sudo su

[root@ip-1T72-31-17-64 ecZ-user]f
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e Verify the installation by running “docker version” in the command prompt.

oS/ rch = linux,/amdc4
Context: default

Server:

Engine:

Versiomn: 25.0.3

APT versior: 1.44 (minimum version 1.24)

Go wversior: gol. . 20.12

Git commit: £417435

Built: Mon Febk 12 00:z00:00 2024

oS/ Arch: linux/amd&c2

Experimental :z false

containerd:
1.7.11
ed4bB8a8l11b0Tbhac2g8s

cker—init:
Versiomn: o.1%9.0
GitCommit : de40ad0
[rootRip—172—-31-17—64 ecZ-user]§

Step 4: Creating Custom Docker Image:
e Create a Dockerfile in your project directory.
[ec2-user@ip-172-31-17-64 ~]5 mkdir demo

[ user@ip-172-31-17-64 ~]15% cd demo
:2-user@ip-172-31-17-64 demo]$ |]

e Creating file using command “touch filename”. For example, touch dockerfile.

—user@ip-1 31-17-64 demo]$ touch dockerfile
—user@ip-1 31-17-64 demo]$ []

e Now, open the docker file using the command “nano file name”. for example, nano
Dockerfile.
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e Write what you want to insert in Dockerfile.

e Save the file by using command “ctrl + 0” and “ctrl + x”.
e Now, Build the dockerfile by using the command “sudo docker build —t file_ name”. For
example, “sudo docker build —t dockerfile”.

[ec2-user@ip-172-31-17-64 demo]$ sudo docker build -t dockerfile .
[+] Building 0.1ls (5/5) FINISHED

[ec2-user@ip-172-31-17-64 demo]$

e To check the total images in our local host by using command “sudo docker images”.

[ec2-user@ip-172-31-17-64 demo]$ sudo docker images
REEPFOSITORY TAG IMAGE ID CREATED
ubuntu latest 12 days ago
dockerfile latest 3 423 12 days ago
dockerfiled latest 3 23 12 days ago
ydocker latest 3 23 12 days ago
hello-world late=t 2e ¥ c 11 months ago
[ec2-user@ip-172-31-17-64 demo

S R

e Now run the docker images by using the command “sudo docker run dockerfile”.

[ec2-u=serfip-172-31-17-64 demo]l$ sudo docker run déckerfile

hello—world
[ec2-user@ip-172-31-17-64 demo]$
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e Create a project directory and go to the directly.

[ec2-user@ip-172-31-17-64 ~]5 mkdir website-demo
[ec2-user@ip-172-31-17-64 ~]15 cd website-demo

[ec2-user@ip-172-31-17-64 website-demo]$ I

e Create a HTML file by using command touch file_name.

[ec2-user@ip-172-31-17-64 website-demo
[ec2-user@ip-172-31-17-64 website-demo

S

15 t
15 |

ouch demo.html

e Open the HTML file by using command vi demo.html

aws 3% Services Q, Search [Alt+S] ‘

hello-world

o~
.

e Create Docker file by using the command “touch Dockerfile”.

[ecZ—u=ser@ip-172-31-17-64 website-demo]$ touch Dockerfile

[ec2-userBip-172-31-17-64 website-democ]$s I

e Open the Dockerfile by executing the command "vi Dockerfile". Inside the Dockerfile,
incorporate instructions to include the Nginx web server. Additionally, ensure to copy the

HTML page you have created into the Docker image. Modify the Dockerfile as needed to
achieve this.
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FROM nginx

COPY static-html-directory /usr/share/nginx/html

aws I3 Services | Q Alt+S (2] P2\ (@] & N. Virginia ¥ Khawaja Saad Ahmed Butt v

[FROM nginx
SOPY demo.html /usr/share/nginx/html G

e Next, initiate the Docker build process by executing the command "sudo docker build -t
latest-website ."

[ec2-user@ip-172-31-17-64 website-demo]$ sudo docker build -t latest-website .

[+] Building 0.4s (7/7) FINISHED docker:default

[ec2-user@ip-172-31-17-64 website-demo]$

o Verify whether the Docker image has been generated correctly by running the command
"sudo docker images" to display a list of available images.

[eci-user@ip-172-31-17-64 webzite-demo]$ sudo docker images
REPOSTITORY TAG IMAGE ID CREATED
latest-website latest :4"‘;465b3? 2 minutes ago
ynewswebsite—demo latest 3bld 2 days ago
ebaite latest 2 days ago
latest 2 days ago
latest c 2cbal’i 2 days ago
latest i 16b080dE: 2 weeks ago
dockerfile latest 3a93 c423 2 weeks ago
dockerfiled latest 3893c208c423 2 weeks ago
ubuntu latest ) 2 weeks ago

H
=]

el el L %]
I === = = =
=== == = =
=

[ ]

docker-new-file latest 2 weeks ago
ydocker latest fcafddfahDjd 2 weeks ago
hello-world latest d2c94e2538dch 2 months ago
[ec2-user@ip-172-31-17-64 website-demo]$

S R B [ [ e
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e Execute the command "sudo docker run -d -p 80:80 latest-website" to launch the Docker
image in detached mode, mapping port 80 of the container to port 80 of the host.

[ec2-u=ser@ip-172-31-17-64 website—-demo]$ sudo docker run -d -p 80:80 latest-website

1b154e6elca3cdB0288699601d%db388e16537beff5eebee588703£3e0db9265

e Copy the public IP address of your EC2 instance and paste into any browser.

EC2 > Instances > i-0da2a643e9ae106a2

Instance summary for i-0da2ab43e9ae106a2 (docker-demo) info

| C H Connect H Instance state ¥ H Actions ¥ |

Updated 6 minutes ago

nstance |D Public IPv4 address Private IPv4 addresses
i-0da2a643e%ae106a2 (docker-demao) 52.23.238.58 | open address [4 172.31.17.64

Pv6 address Instance state Public IPv4 DNS

- @ Running

ec2-52-23-238-58 compute-1.amazonaws.com
open address [4

Hostname type Private IP DNS name (IPv4 only)
IP name: ip-172-31-17-64.ec2.internal ip-172-31-17-64.ec2.internal
Answer private resource DNS name Instance type Elastic IP addresses
1Pv4 (A) t2.micro -
Auto-assigned IP address VPCID AWS Compute Optimizer finding
52.23.238.58 [Public IP] vpc-04890b2673355c706 [A @ Opt-in to AWS Compute Optimizer for recom
mendations
e Result
< C A Notsecure 522323858 Q% © O =0

hellow world

Conclusion

Through this lab, you have gained practical experience in creating custom Docker images,
containerizing web applications, and deploying them using Docker containers. Docker provides a
powerful platform for building, shipping, and running applications in a consistent and efficient manner.
By mastering Docker fundamentals, you are equipped to tackle more complex containerization tasks
and streamline your development and deployment workflows.
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Exercise

Create an HTML page containing the message "l am enrolled in a cloud computing course.” Convert
this HTML page into a Docker image, then instantiate a container using this image and run it on port
80:80.Utilize the docker rm command to remove the containers after they have been used.
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= Learn to create custom Docker images.

= Understand the process of containerizing applications with Docker.
= Practice deploying HTML templates into Docker containers.

= Gain experience in building Docker images from online web pages.

= Basic understanding of Docker concepts.
= Familiarity with HTML/CSS.

After completing this session, student should be able to:

= Ability to create Docker images and containers.
= Proficiency in containerizing HTML templates.
= Skill in converting online web pages into Docker images.

Docker is a containerization platform that allows developers to package their applications along with
all its dependencies into a container. These containers can be deployed across different environments
without worrying about compatibility issues.

o D B oqsry SO

N
Docker build e Docker Daemon r
- Ubuntu ]
= Images & ¢
/& > Openstack |

Docker run uu m / NGINX
1
J

/

Docker pull

N\

\

e
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Docker Image:

e An image in Docker is a lightweight, standalone, and executable package that contains
everything needed to run a piece of software, including the code, runtime, libraries,
dependencies, and other files.
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e Images are built from a set of read-only layers that are stacked on top of each other. Each layer
represents a specific instruction in the image's Dockerfile.

e Images are immutable, meaning they cannot be changed or modified once created. However,
they can be used to create one or more containers.

e Docker images are typically stored and shared using Docker registries, such as Docker Hub,
which serves as a centralized repository for Docker images.

Docker Container:

e A container in Docker is a runtime instance of a Docker image. It encapsulates the application
along with its dependencies and provides an isolated environment for running and executing
the application.

e Containers are lightweight, portable, and can be run consistently across different environments,
ensuring that the application behaves the same way regardless of where it is deployed.

e Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as
needed. This makes them ideal for applications that need to scale dynamically or be deployed
and redeployed frequently.

e Each container runs in its own isolated environment, with its own filesystem, network, and
process space, ensuring that it does not interfere with other containers running on the same host.

Advantages of Docker:

e Portability: Docker containers can run on any system that supports Docker, regardless of the
underlying infrastructure.

e Isolation: Containers provide process isolation, ensuring that applications run independently
without interfering with each other.

e Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and
lower resource overhead compared to virtual machines.

e Consistency: Docker ensures consistency between development, testing, and production
environments, reducing the risk of "it works on my machine" issues.

Steps to create custom Docker images:

In this lab, you will dive into the world of Docker custom images by containerizing online website
templates. We will start by creating Docker images and containers, then move on to deploying HTML
templates into Docker containers. Finally, we will explore the process of building Docker images from
online web pages.

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.
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Step 2: Once logged in, click on search, write “EC2”, and select "EC2" section.
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e Start the instance by Click on the " Instance™ button to start machine.

Instances (10) info ‘ Instance state v H Actions w Launch instances v
| Q Find Instance by attribute or tag (case-sensitive) ‘ ‘Allstates v ‘ 1 o}
O Name /' v ‘ Instance ID ‘ Instance state 4 ‘ Instance type | Status check ‘ Alarn
O public-subnet-instance i-0083e06€3293d8473 © Stopped @ @ t2.micro - View
I O docker-demo i-0da2ab43e9ae106a2 @Running @ & t2.micro @ Initializing ViewI
O newPubliccsubnet-instance i-0707cc04b9c077b8a © Stopped @ @ t2.micro - View
OJ updatenewpublicinstance i-078830e9f3f77e60c © Stopped @ & t2.micro - View
O private-cloud-instance i-0a01eec7473e1e630 © Stopped @ @ t2.micro - View
O RDS-instance i-02ab89e1c2d33e4b2 © Stopped @ @ t2.micro - View
O new-privateeinstance i-0cf10489f296b4634 © Stopped @ @ t2.micro - View
O newnweprivateinstance i-06c8f016ee12743d1 © Stopped @ @ t2.micro - View
O cloudwatch-service i-07fcac9ff16b3abc8 © Stopped @ & t2.micro - View
O aws-cloud9-photo-recog-en... i-015fbcbf38c97b872 © Stopped @ @ t2.micro - View

»

Step 3: Installing Docker on Ubuntu EC2 Instance:

e SSH into your Ubuntu EC2 instance.
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e Verify the installation by running “docker version” in the command prompt.

linux/amd&4
default

Version: 25.0.3

APT wversion: .44 (minimum wersion 1.24)
Go versiomn: ol . 20.12

it commit: £417435

Built: Mon Feb 12 00:00:00 2024
03/ arch: linux/amdé&c4

Experimental: fal=se
ontainerd:

Version: I P e

GitCommit: 64b8a8ll1b07batc2i Beefcl4d898ee0b5b95%ba
runc:

Version:

GitCommit 3 cfl198d52bebf2b3a90cdl4eTaf8ciO6
docker—init

Version: 0.19.0

GitCommit de40ad0
[rootRip—172-31-17-64 ecZ-user]f

Step 4: Containerizing an HTML Template:

e Create a Dockerfile in your project directory.

~]5% mkdir template-website

C4 ~]1% cd template-website
-64 template-website]s

e Go to the website to load the online template. Link: https://www.free-css.com/

3 c 25 free-css.com w

@ M (

=5 &, NewChrome available

EMAIL OPT-IN SOCIALSHARING
FORWORDPRESS FORWORDPRESS S  WORDPRESS THEME

LATEST FREE CSS TEMPLATES

‘GET YOUR DESIRED CAR IN RESONABLE PRICE

WHAT'S ON OFFER OUR SPONSORS

FREE CSS TEMPLATES PREMIUM CSS TEMPLATES

Alanile -
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https://www.free-css.com/

e Select any website you prefer to containerize, then right-click to copy its address.

OXER FREE CSS TEMPILATE

X HIT M Desicon
> < HIMI. Design
": L ST Ju
< - o = >

ey

O nk in new tab e

OCpen link in new window

Open link in incognito window

OCpen link as >

Save link as...

T o "I Copy link address I

Inspect

DOWN LAorsar N—

e Access the terminal and utilize the command "wget [link address]" to retrieve the website
template onto your EC2 instance.

templates/download/page296/oxer.zip
6/oxer.zip

100 [———————————————— ) 1.6

(2.04 MB/s) - ‘oxer.zip’ saved [1703502/1703%02]

17-64 template-websitel$

-31-17-64 template-website]s 1=

-31-17-64 template-website]s

e Extract the file by executing the command “unzip filename".

[ec2—u=ser@ip-172-31-17-64 template—-web=site]s unzip oxer.zip
Archive: oxer.zip

creating: oxer—html/

inflating: oxer-html/about.html

inflating: oxer—-html/blog.html
oxer—-html/class.html
oxer—-html/css/
oxer—html /css/bootstrap.cas
oxer—html /css/responsive.css
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e Todisplay the documents within the folder use the command "Is"
172-31-17-64 template-website]$ ls
e Navigate into the extracted folder by using command “cd folder name
[ ]
“cp-R * ../
oxer—html]% cp -R * ../.
oxer—html]$
e Go back to one folder previous by using command “cd ..” and list the files in the folder by

using command "Is"

4 oxer—-html]$ ed ..

e Next, delete both the zip file and the folder by executing the command "rm -rf
name_of file_1 name_of file_2".

e To display the documents within the folder use the command "Is"

[ec2-user@ip-172-31-17-6c4 template—wehsite]*
ahLut html blog.html class.html

[ecZ-user@ip-172-31-17-6

e Navigate to the Docker image repository and search for "httpd". And check how to use httpd.

Explore official iImages httpd
ocker ffic mage * 7
M httpd @ pocker official image - 218+ - 347K dooker pull httpd m

The Apache HTTP Server Project

Overview Tags

Recent Tags
Quick reference

atest bookworm  2.4.59-bookworm  2.4.59

N 2 4-bookworm 24 2-bookworm 2 alpine3.19
- Maintained by

the Docker Community

- Where to get help
the Docker Community Slack, Server Fault, Unix & Linux, or Stack Overflow

Almsss AEFminl T
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e Create a Dockerfile by executing the command "touch Dockerfile".

-64 template-website]$ touch Dockerfile

-64 template-website]$

e Open the file using the command "nano Dockerfile", then write the following commands, and
finally, save and close the file.

FROM httpd:2.4

COPY . /usr/local/apache2/htdocs/

Dockerfile Modified

je Write Out Bl Where Is
B Read File B Replac @ paste

e Build the Dockerfile by executing the command "sudo docker build . -t image-name".

7-64 template—website]$ sudo docker build . —t updated-website
7) FINISHED docker:default

[ec2-user@ip-172-31-17-64 template-website]$

e Verify whether the Docker image has been generated correctly by running the command
"sudo docker images” to display a list of available images.

[ec2-user@ip-172-31-17-64 template-website]$ sudo docker images

REPOSITORY TAG TMAGE TID CREATED SIZE

updated-website latest ed47a2boV71014 minutes ago 150MB

latest—website latest ._.-_-'-l"’j'"*lf:'S]':n:F"r hours ago 1538MB
latest 09&753b1857 2 days ago 138MBE
latest 3 T0ec4B8abl 2 days ago 138MB
latest 2320b4441513 2 days ago 150MB
latest c9f692ckbal’8 3 days ago 188MB
latest Taf9%badflad’ 2 weeks ago T7.9MB
latest at476kb080d6a 2 weeks ago T7.5MB

docker-new—file latest b-"54de3155d 2 weeks ago

ydocker latest fc 5f33f3kﬁjd 2 weeks ago

dockerfile latest 3 c423 2 weeks ago
dockerfiled latest 3 18« : 2 weeks ago
hello-world latest d)‘H4E)5dd h
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e Execute the command "sudo docker run -d -p 80:80 latest-website" to launch the Docker
image in detached mode, mapping port 80 of the container to port 80 of the host.

[ecZ2-user@ip-172-31-17-64 template—-website]$ sudo docker run -d -p 80:80 updated-website
eb7ddbb83386d3£3c671331d1b4b26a50641ef3£f0d4eB565cec551cb4317087c

user@ip-17 -17-64 template-website]$

e Copy the public IP address of your EC2 instance and paste into any browser.

EC2 > Instances > i-0da2a643e9ae106a2

Instance summary for i-0da2a643e9ae106a2 (docker-dema) info

| & H Connect H Instance state ¥ H Actions ¥ |

Updated & minutes ago

Instance ID Public IPv4 address Private IPv4 addresses
i-0da2a643e%ae106a2 (docker-demao) 52.23.238.58 | open address [4 172.31.17.64
IPv6 address Instance state Public IPv4 DNS

- ® Running

ec2-52-23-238-58. compute-1.amazonaws.com
open address [4

Hostname type Private IP DNS name (IPv4 only)

IP name: ip-172-31-17-64.ec2.internal ip-172-321-17-64.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses

1Pv4 (A) t2.micro -

Auto-assigned IP address VPCID AWS Compute Optimizer finding

52.23.238.58 [Public IP] vpc-04890b2673355c706 [A @ Opt-in to AWS Compute Optimizer for recom

mendations

e Result
<« G A Notsecure 5223.238.58 Q W ©® O @ NewChromeavailable
scholarships - Goo... B Impl of.. PhD S e 58 Sci-Hub: science fo.. PHd_Scholarships -... Scholarships-(2024... Plant-Dataset.xlsx -... » [ All Bookmarks

L
+011234567890 % demo@gmail.com ram ipusum

£® OXER

HOME ABOUT CLASSES BLOG Q

02
BOXING

CENTER

Contact Us
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In this lab, we have learned the fundamentals of Docker custom images and containerization. You have
successfully created Docker images from scratch, containerized HTML templates, assigned ports for
access, and Dockerized online web pages. These skills are essential for modern software development
and deployment.

Choose different HTML templates. Then, deploy them onto your EC2 instance. Create an image and
containerize it, and finally, run it on port 80:80.
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Objectives

= Understand the architecture and components of Amazon Kinesis Streams, Kinesis Data
Firehose, and Amazon S3.

= Learn how to create a real-time data processing pipeline using these services.

= Gain hands-on experience in setting up and configuring Kinesis Streams, Firehose delivery
streams, and S3 buckets.

= Implement data ingestion, transformation, and storage using AWS services.

= Analyze the effectiveness and scalability of the data pipeline.

Pre-requisites

= An active AWS account with appropriate permissions to create and manage Kinesis streams,
Firehose delivery streams, and S3 buckets.
= Basic understanding of AWS services and concepts like 1AM roles, S3 buckets, and data

streaming.

Outcomes
After completing this session, student should be able to:

= Have a functioning data pipeline that ingests, processes, and stores real-time data.
= Understand how to monitor and troubleshoot issues within the pipeline.
= Be equipped to scale the pipeline according to data volume and processing requirements.

Introduction

Amazon Kinesis is a platform provided by Amazon Web Services (AWS) for real-time processing of
streaming data at scale. It enables developers to collect, process, and analyze large volumes of data
streams in real-time. The platform offers several services, each tailored to specific use cases:

1. Amazon Kinesis Data Streams: This service allows you to build custom applications that
process or analyze streaming data in real-time. Data is partitioned into shards, which determine
the throughput capacity of the stream. Applications can read data from streams and process it
using frameworks like Apache Spark, Apache Flink, or AWS Lambda.

2. Amazon Kinesis Data Firehose: Kinesis Data Firehose is a fully managed service that ingests
streaming data and automatically delivers it to destinations such as Amazon S3, Amazon
Redshift, Amazon Elasticsearch Service, and Splunk. It simplifies the process of loading
streaming data into data lakes, data warehouses, and analytics services without the need for
manual intervention.

3. Amazon Kinesis Data Analytics: This service enables you to process and analyze streaming
data using standard SQL queries. You can extract insights, run real-time analytics, and generate
alerts or notifications based on the streaming data. Kinesis Data Analytics integrates with
Kinesis Data Streams and other AWS services for seamless data processing.
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Steps to create custom Docker images:

In this lab, you will build a data pipeline using Amazon Kinesis Streams, Kinesis Data Firehose, and
Amazon S3. Amazon Kinesis is a platform for streaming data on AWS, allowing you to collect,
process, and analyze large streams of data in real-time. Kinesis Data Firehose provides a fully
managed service for delivering real-time streaming data to destinations like S3, Redshift, and
Elasticsearch. Amazon S3 is an object storage service that offers scalability, durability, and low
latency for storing and retrieving data.

Streaming Data

ncoming JSON

S3 Bucket

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Create an Amazon Kinesis Stream:

e Navigate to the Kinesis console in the AWS Management Console.

aWs % senices | O, amazon kinesis servicel B & @ @&  Nvignav  KhawajaSaad Ahmed Butt v
—

Search results for 'amazon

Services

Features (429)

Resources 'New W Kinesis i

Work with Real-Time Streaming Data
E Kine Documentation (507,571)
Knowledge Articles (2,923)
Marketplace (107)

Blogs (27,119)

/ Tutorials (240) i rce rch 0 using Managed Clusters or Serverless ... Qhgihathgag

e Events (892)

. Securely and easily cation data to applications.

Top features

Features See all 429 results 4
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e Click on "Create data stream".

Services 5 N.Virginia ¥ Khawaja Saad Ahmed Butt v
ELiE g i

Amazon Kinesis services Get started
Collect, process, and analyze e

O Amazon Data Firehose - new

data streams in real time.

Process and deliver streaming data with a Firehose stream

) Managed Apache Flink
Formerly Kinesis Data Analytics
Analyze streaming data with data analytics application.

Pricing (US East (N. Virginia))

How it works

(3 Cloudshelt  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

e Specify the stream name and the number of shards.

Services Q s = LD @ & N. Virginia v Khawaja Saad Ahmed Butt ¥

Amazon Kinesis » Datastreams » Create data stream

Create data stream i

Data stream configuration

Data stream name

Acceptable cha sppercase and lowercase letters, numbers, underscore:

Data stream capacity info

Capacity mode

O Provisioned

visioned mode when you can reliably estimats
our data st
eam's capacity

© On-demand

Use this mode v

your data stream’s throughput
requirements are unpredictable and variable. \

With on-
demand mode, your data stream'’s capacity scales

(3 CloudShell  Feedback

Lab 15-cloud-computing docx - Word [iiEs Privacy Terms  Cookie preferences

e Click on create stream.

Services F [Al+S] (] L @ & N. Virginia v Khawaja Saad Ahmed Butt v

@ On-demand mode has a pay-per-throughput pricing model. See Kinesis pricing for on-demand mode [4

Data stream settings
You can edit the settings after the data stream has been created and is in the active status.

Setting Value Editable after creation
Capacity mode On-demand @ ves
Data retention period 1 day @ Yes
Server-side encryption Disabled @ Yes
Monitoring enhanced metrics Disabled @ ves
Tags - @ ves
Data stream sharing policy No policy @ Yes

Cancel

[ Cloudshell  Feedback ®© 2024, Amazon Web Sex i cy Terms  Cookie preferences
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Step 3: Set up a Kinesis Data Firehose Delivery Stream:

e (o to the Kinesis Firehose console.

Services = Q data 3] L @ & N. Virginia v Khawaja Saad Ahmed Butt ¥

Amazon Kinesis

Dashboard
Features (105)
Resources | New

Data streams Documentation (114,951)

Amazon Data Firehosd
Knowledge Articles (580)

Managed Apache Flin
Marketplace (16,453)

ime
2024 3t 01:13 GMT+5

¥ Resources Blogs (9,307)
CloudFormation temgd Events (383)

AWS Glue Schema Re: Tutorials (70)

Build and run EDI

ytics - new

Features

[ CloudShell  Feedback © 2024, Amazon EREEYINERENR - its affiliates. Privacy ~Terms  Cookie preferences

e Click on "Create firehose stream"

Services Q h [Alt+S] (2] pay @ & N. Virginia ¥ Khawaja Saad Ahmed Butt ¥

(@ Amazon Data Firehose now supports Snowflake as a destination
Firehose now provides real-time, cost-effective delivery to Snowflake within seconds. Learn more [

®0 Ao @0 @3 OO0 v

Analytics

Amazon Data Firehose Getting started

Real-time streaming delivery e nFrenose et procesees el
for any data, at any scale, and

at low-cost.

@y to reliably ingest, transform, and deliver streaming data into data

(] Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

e Choose a source (Kinesis stream), a destination (S3 bucket)

Khawaja Saad Ahmed Butt v

Amazon Data Firehose » Firehose streams » Create Firehose stream @

Create Firehose stream i

» Amazon Data Firehose: How it works

Choose source and destination

destination for your Firehose stream. You cannot change the source and destination of your Fireha

Source  Info

IAmazun Kinesis Data Streams v I

Destination Info

I Amazon S3 v I

Source settings

[ Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences
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e Insource setting select your customized data stream by clicking on browse and choose firehose
stream name

Source settings ®

Kinesis data stream

I arn:aws:kinesisius-east-1:851725370789:stream/kinesis-stream12 I | Browse | ‘ Create [

Format: am:aws:kinesis:[Region].[Accountld]:stream/[StreamName]

Firehose stream name

Firehose stream name

I kinesis-fh| I

Acceptable chara

e uppercase and lowercase letters, numbers, underscores, hyphens, and periods

Transform and convert records - optional

Configure Amazon Data Firehose to transform and convert your record data,

Transform source records with AWS Lambda  Info
Amazon D;

[ cloudShell  Feedback , Amazon Web Servi L . Cookie preferences

e Specify the S3 bucket as the destination.

= [J Turn on decompression @
[
Destination settings info
Specify the destination settings for your Firehase stream.
53 bucket
I s3://firehose-bucket-new12 I [ Browse 1 [ Create [4

Format: 55://bucket

New line delimiter

re your Firehose stream to add a ne

(O Not enabled

Dynamic partitioning  Infa
i partitioning

n records in objects that are delivered to Am.

partitioning streamin, data based on partitioning keys. You ca
1

‘ou cannot ream. Enabling dynamic parti

sartitioned data. For mo pricing [}

Enabled

[ CloudShell Feedback

e Select the dynamic partitioning as enabled.

Dynamic partitioning Info
Dwnamic partitioning enables you to create tan ed data sets by partitioning streaming 53 data based on partitioning keys. You can

partition your source data with inline parsing and/or the specified AWS Lambda function. You can enable dynamic partitioning only when
you create a new Firehose str . ¥You cannot enable dynamic partitioning for an existing F hose st . Enabling dynamic partitioning
incurs additional costs per GiB of partitioned data. For more information, see Amazon Data Firehose pricing E

) Mot enabled

am

(@ You are choosing to enable dynamic partitioning for this Firehose stream. Once this Firehose stream is
created, you will not be able to disable dynamic partitioning for this Firehose stream. Dynamic partitioning
can result in additional costs.

Multi record deaggregation

Data deaggregation is the process of parsing through the records in a Firehose stream and separating the records based her on valid
JSOMN or on the specified delimiter. If your data is aggregated, dynamic partitioning can be applied only after data deaggregation is
performed. So if you enable dynamic partitioning to your aggregated data, you must enable multi record deaggregation.

) Mot enabled
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e Keep the inline parsing as also enabled.

Services Q, Search t+5] (2] L @ (5] N. Virginia v Khawaja Saad Ahmed Butt v

d data, you must enable multi record deaggregation. @

= performed. So if you enable dynamic partitioning to your aggregal
Not enabled
© Enabled [c]

Multi record deaggregation type
© JSON
Delimited

Inline parsing for JSON

To partition source data with inline p:

Not enabled

@ When inline parsing is enabled, you must specify valid JQ expressions and use the specified dynamic
partitioning keys in the Amazon S3 bucket prefix in order to create a successful Firehose stream.

» Example record
Use the example by

o define the d: ing keys and key val

Dynamic partitioning keys
Use the fields below to specify key names and JQ expressions to be used as dynamic partitioning keys. Amazon Data Firehose only supy
expressions in 1Q 1.6

CloudShell  Feedback ®© 2024, Amazon Web Services, Inc. or its affi Privacy  Terms  Cookie preferences

e Provide key name and JQ expression.

£ @ @  Nviginaw  KhawajaSoad Ahmed Butt v

» Example record o)
Use the example w to define the dynamic part ;

Dynamic partitioning keys
Use the fields below

ecify key names and JQ expressions to be used as dynamic partitioning keys. Amazon Data Firehose only sup)

Key name JQ expression

| sensor_id | [=ensoria |

L
‘ Add dynamic partitioning key ‘

lues.

Dynamic partitioning keys must be unique. You can add 49 more dynamic partitioning key

S3 bucket prefix

must use the following expression format in your $3 bucket prefix: {{namespace-value}, where namespace can
or partitionKeyFromLambda, or both. If you e the partitioning keys f
x value that consists o lawing format: "t

v must
specify an 3 bucl = ) yFromLambdackeylD}".

Enter partitionKeyFromLambda:keylD and/or partitionKeyFromQuery:keylD

‘ Apply dynamic partitioning keys ‘

(] CloudShell  Feedback ® 2024, Amazon Web Services, In Terms  Cookie preferences

e Click on apply dynamic partitioning keys to add partition key in the S3 bucket.

| Add dynamic partitioning key

Dynamic partitioning keys must be unique. You can add 49 more dynamic partitioning key v

$3 bucket prefix
For dynamic partitionin u must use the following expression format in your 53 bucket prefix: {namespace:value}, where namespace can
be r pa FromQuery or partitionkeyFromLambda, or bath. If you 1sing inline parsing to create the partitioning keys
your source data, you mu: y an 53 bucket prefix value that consists of expressions specified in the following format: "t
{partitionKeyFromQuer; ", If you are using an AWS Lambda function to create partitioning ur source data, you must
specify an 53 bucket prefix that consists of expressions specified in the following format: " omLambdackeylD}".

YpartitionKeyFromQuery:sensor_id}/

I Apply dynamic partitioning keys I

can repeat the same keys in your 53 bucket prefix. Maximum S3 bucket prefix characters: 1024

S3 bucket error output prefix
bucket error output p
ntime.

x to be used in error conditi This prefix can include expressions for Amazon Data

Enter a prefix

jhell Feedback ® 2024, Amazon Web Services, Int preferences
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e Choose the desired S3 error logging option.

SHEA Y 11 5 LA A VeSS ISR L S S S AR S S BRSSO 1Y S ELR AR Y R A S Y -

{partitionKeyFromQuery:sensor_id}/

Apply dynamic partitioning keys

You can repeat the same keys in your $3 bucket prefix. Maximum 53 bucket prefix characters: 1024

S3 bucket error output prefix
You can specify an 53 bucket error output prefix to be used in error conditions. This prefix can include expressions for Amazon Data
Firehose to evaluate at runtime.

err
®
=

S3 bucket and S3 error output prefix time zone  Info
Choose a time zone that you want to use for date and time in $3 prefixes

|UTC "

Retry duration

Specify the retry duration to send partitioned data to 53
| 300 seconds
Minimum: O seconds, maximum: 7200 seconds. Recormmended: 300 seconds.

® 2024, Amazon Wel

e Go to buffer section and choose the buffer interval as 60 seconds.

53 buffer hints
Amazon Data Firehose buffers incoming records before delivering them to your $3 bucket. Record delivery is triggered once the value of
either of the specified buffering hints is reached.

(&) For Firehose streams with dynamic partitioning enabled, we recommend a buffer size of 128 MiB for
ing 4.

optimized processing of data. For more information, see Amazon Data Firehose pri

Buffer size

The higher buffer size may be lower in cost with higher latency. The lower buffer size will be faster in delivery with higher cost and less
latency.
1za MiB

Minimum: 64 MiB, maximum: 128 MiB. Recommended: 128 MIB

Buffer interval
The higher interval allows more time to collect data and the size of data may be bigger. The lower interval sends the data more frequently
and may be more advantageous when looking at shorter cycles of data activity.

60 seconds

Minimum: 0 seconds, maximum: 900 seconds. Recommended: 300 seconds.

e Click on create Fire horse stream.

2 If you specify a file extension, it will override the default file extension that Amazon Data Firehose adds when

data format conversion or compression is enabled.

Encryption for data records
Record gets encrypted in the 53 bucket using an AWS Key Management Service (KMS) key.

S3: Protecting data with serwver-side encryption E

(@) You must specify a valid 53 bucket URI before enabling the encryption for data records.

» Advanced settings
Server-side encryption not enabled; error logging enabled; 1AM role KinesisFirehoseServiceRole-kinesis-fh-us-east-1-1714422466210
no tags.

Cancel I Create Firehose stream I
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Step 4: Amazon Kinesis Data Generator

¢ Navigate to the Kinesis Data Generator web page.
Link: https://awslabs.github.io/amazon-kinesis-data-generator/web/help.html

Overview

The Amazon Kinesis Data Generator (KDG) makes it seasy to send data to Kinesis Streams
or Kinesis Firehose. Learn how to use the tool and create templates for your records

Configure Your AWS Account

NOTE: Setting up the Kinesis Data Generator (KDG) In an AWS account will create a set of Cognito credentials. Users who can
authenticate with those credentials will be able to publish to all Kinesis Data Streams and Kinesis Data Firehoses In the account. After
the setup below, you may change the 1AM roles that are created to restrict permissions to publish to specific streams or

firehoses.

Create an Amazon Cognito User

Before you can send data to KINesis, you must Tirst create an Amazon Cognito USEF In your AWS account with permissions to access
5. To SIMPITY this process. 13 TUNCHION ANA an AMazon CloUdFONMaNon template are provided to create
9N JUST enougn perm

Because AMAazon Cognito is Not SUPPorted by ClOUAFOMMANGN, MUCH of the SETUP IS doNe in a Lambda TUNclion. The SoUrce code for the
IUNCHoN can be downloaded Irom nere

The CloudFormation template

vill Create the following resOurces in your AWS account

= AN 1AM role that give
= An 1AM role that is a:

the Lambda function perm|
ssigned to authent of <3

e Click on “create a cognito user with CloudFormation”.

Create the CloudFormation stack by clicking the button below. It will take you to the AWS CloudFormation console and start the stack
creation wizard. You only need 1o provide a Username and Password Tor the user that you will use 10 164 in 1o the KDG. Accept the
defaults for any other options presented by CloudFormation

Please note that the CloudFormation Template below is currently supperted in the following regions:

ap-nertheasi-1 (Tokya)
-northeast-2 (Seoul)
-south-1 (Mumbai)
-southeast-1 (Singapore)
southeast-2 (Sydney)
ntral-1 (Canada Centre
est-1 (Ireland)

est-2 (London)

- eu-central-1 (Frankfurt)
us-east-1 (M. Virginia)

- us-east-2 (Ohio)

- us-wesl-2 (Oregon)

reate a Cognito User with CloudFormation

In addition to the above regions, GovCloud is also supported by manually importing the CloudFormation template in the following
regians:

- us-gov-west-1 (Portland/PDT)
For manually installing KDG by CloudFarmation

- download the

=mplate from here

and launch CloudFormation to Create stack and Upload a template With the downloaded file

Arroce tha LM

e Choose the AWS region where your Kinesis stream is located.

Khawaja Saad Ahmed Butt v

CloudFormation » Stacks » Create stack c

Step 1

Create stack

Create stack

=iEpd Prerequisite - Prepare template

Specify stack details

Prepare template

Step 3
P Ev stack is based on a templa mplate is a JSON at contains configuration information about the AWS resources you want to include in
Configure stack options the stack
© Choose an existing template () Use a sample template (O Build from Application Composer
Upload or choose an existing template. Choose from our sample template Create a template using a visual builder.
and create library.
Specify template

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source

Selecting a template generates an Amazon 53 URL

E CloudShell Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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https://awslabs.github.io/amazon-kinesis-data-generator/web/help.html

e Click on next.

Specify template

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

© Amazon S3 URL ) Upload a template file
Provide an Amazon S3 URL to your Upload your template directly to the
template. console.

O Sync from Git - new
Sync a template from your Git
repository.

Amazon S3 URL

https://aws-kdg-tools.s3.us-west-2. amazonaws.com/cognito-setup.yaml

Amazon 53 template URL

S3 URL: https://aws-kdg-tools.s3.us-west-2.amazonaws.com/cognito-setup.yaml

View in Application Composer |

e Add username and password for cognito User for Kinesis Data Generator.

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack

Cognito User for Kinesis Data Generator

Username
The username of the user you want to create in Amazon Cognito.

I hasnainhyder1996

Password
The password of the user you want to create in Amazon Cognito
— - — —

4

Optional / Advanced Parameters (OK to ignore)

PermissionsBoundaryArn
OPTIONAL - 1AM Permissions Boundary Policy ARN to attach to new IAM Roles

Enter String

Cancel

e Select acknowledge and click on submit.

Timeout

Termination protection

Deactivated

» Quick-create link

Capabilities

@ The following resource(s) require capabilities: [AWS::1A 1

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to

your AWS account. Check that you want to create each of these rescurces and that they have the minimum required permissions.

Learn more [

I acknowledge that AWS CloudFormation might create 1AM resources.

Create change set

Cancel
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e After successful creation of data generator.

waja Saad Ahmed Butt ¥

CloudFormation » Stacks » Kinesis-Data-Generator-Cognito-User & X @
Kinesis-Data-Generator-Cognito-User ®

Stack actions ¥ H Create stack ¥
[ Stacks (2)
Stack info Events Resources Outputs Parameters Template >
Filter status
Q Filter by stack name ‘ |A(tive v
@ View nested Events (1)
I Q, Search events ‘
1
&
Stacks
Timestamp Logical ID | status | Detailec

Kinesis-Data-Generator-Cognito-User
° 2024-04-30 09:36:18 Kinesis-Data-Generator- @ CREATE_IN_PROGRES

2024-04-30 09:36:18 UTC+0500
UTC+0500 Cognito-User S
(@ CREATE_IN_PROGRESS

aws-cloud9-photo-recog-enviroment1-
45f9b39b62154f02ab3a6ad9adbd57ea

2024-04-18 14:59:09 UTC+0500

E CloudShell Feedback ‘Amazon Web Ser Privacy Terms Cookie preferences

e Now go to the output and click on data generator URL.

= CloudFormation » Stacks ) Kinesis-Data-Generator-Cognito-User Delete H Update H Stack actions w H Create stack v @
@
tack info vents esources arameters empl:
g Stacks (2) Stack inf E R P: Templ
acks
Filter status
Q_ Fitter by stack name ‘ | Active  w | @D View nested Outputs (2)
1 Q, Search outputs ‘
Stacks ! @
Kinesis-Data-Generator-Cognito-User " Key A value v | Description v | Expo
o 2024-04-30 09:36:18 UTC+0500
(© CREATE_COMPLETE arn:aws:secretsmanager:
- KinesicDataGeneratorco us-east- We saved your Cognito
inesi rator
aws-cloud9-photo-recog-enviroment 1-45f9b39b62154f02ab3a6a49a4bd57ea anitoUser 1:851725370789:secrets user/passward in AWS -
- A0S 145608 U 10500 KinesisDataGeneratorUs Secrets
e 24-04-18 14:59:09 UTC+0500
- er-oXxXvjQ
@ CREATE_COMPLETE
https://awslabs.github.io
/amazon-kinesis-data-
generator/web/producer
.himlupid=us-east-
KinesicDataGeneratorUrl 1 Rj0am2BLFipi The URL for your Kinesis
inesi ratorUr
£3st-1:7e5ab50e bf7e Data Generatar.
Cloudshell  Feedback references
p

e Add the username and password and click on sign in.

hasnainhyder1996

-

Amazon Kinesis Data Generator

The KDG makes it simple to send test data to your Amazon Kinesis stream or Amazon Kinesis Firehose delivery stream.
Sign in to get started. If you haven't configured an Amazon Cognito user, choose Help.
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e Paste the following code into the record template section.

"sensor_id": {{random.number(50)}},

“current_temperature": {{random.number(
{
"min":10,
"max":150
}
)1
“status": "{{random.arrayElement(
["OK","FAIL","WARN"]
M,

"event_time": "{{date.now("YYYY-MM-DDTHH:mm:ss")}}"

Record templat
ecord template © Template 1 Template2 ~ Template 3  Template4  Template 5

Template 1

r
L
"sensor_id": {{random.number(5@)}},

"current_temperature”: {{random.number(

{
"min”:18,
"max":150
}
)11
"status": "{{random.arrayElement(
["OK","FAIL", "WARN"]
)1

"event_time": "{{date.now("YYYY-MM-DDTHH:mm:ss")}}"
1
}

%

BRIl | Testtemplate
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e Click on send data in order to send the data to the kinesis

No theottiing v T
Sending Data to Kinesis, . -

) 1200 recaras sent to Kinesis

) tnvert | [ Hide data URL: () Hide extenzion URLS
35| [ Fort | [1mg | [ meaia | [ manitest | [ ws | [ wasm || otner
[ Blocked re s 1 3reip

[ ——

. Type Initiater  Size Time Waterfall -
135 =il

607 =-n

3ss »

316 ]

289 ]

204 »

280.. ]

302... ]

287... ]
200... »
291 L]
269

s
i

e As the data generator sends data to the Kinesis stream, you can monitor the flow of data using
the AWS Management Console. Navigate to the Kinesis Streams console and select your
stream to view metrics, such as incoming data records and shard metrics.

Applications Monitoring Configuration Enhanced fan-out (0) Data viewer Data analytics - new Data stream sharing >
Shard Starting position Info Start date Start time
shardld-000000000001 v | | At timestamp v ‘ | 2024/04/30 | | B | | 10:30:00 ‘ | Get records |

Shard: shardid-000000000001  Starting position: At timestamp ~ Timestamp: April 30, 2024 at 10:30:00 GMT+5

Q, Find records 1 &
Partition key ¢ | Data | Approxi arrival ti p 'y | Sequence number -
7928589620 { "sensor_id": 3, "current_temperature™ 1... April 30, 2024 at 10:35:06 GMT+5 4565158337096669230539971498575. ..
7494333784 { "sensor_id": 36, "current_temperatura”: ... April 30, 2024 at 10:39:06 GMT+5 4965158337096669230539971498975. ..
9979979326 { "sensor_id": 47, "current_temperature”: ... April 30, 2024 at 10:39:06 GMT+5 49565158337096669230539971498975. ..
15496597064 { "sensor_id": 11, "current_temperature”: ... April 30, 2024 at 10:35:06 GMT+5 49651583370966692305395971498975. ..
1312700939 { "sensor_id": 20, "current_temperature”; ... April 30, 2024 at 10:39:06 GMT+5 4965158337096669230539971498976. ..
6837069310 { "sensor_id": 8, "current temperature™ 6... April 30, 2024 at 10:35:06 GMT+5 456515833 /096669230539571498576. ..

e View from monitoring.

— = | 3h 1d 1w @ | Ulittmezone w || (3 | ¥ || [5 Addtodashboard | :
GetRecords - sum (MB/s) 2o : GetRecords iterator age - maximum (Milliseconds) @ :
400 Millisecands
1
200
0.5
o o
03:00 04:00 05:00 03:00 04:00 05:00
@ Maximum GetRecords Limit @ GetRecords - sum (MB/s) @ GetRecords.IteratorageMilliseconds
ra
GetRecords latency - average (Milliseconds) @ GetRecords - sum (Count) @
Milliseconds Count
105 _— 380k
526 1.90k
o o
03:00 04:00 05:00 03:00 04:00 05:00
@ GetRecords.Latency @ GetRecords.Records
GetRecords success - average (Ratio) @ Incoming data - sum (MB/s) @
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Step 5: Verify Data in S3 Bucket:

e After data is processed by the Kinesis Data Firehose delivery stream and stored in the S3
bucket, navigate to the S3 console and select your bucket. You should see objects stored in the

bucket
Amazon 53 » Buckets ) firehose-bucket-new12 % errmetadata-extraction-failed/ » 2024/ % 04/ > 30/ » 05/
05/
Objects | Properties

Objects (1) infe

[P Copy S3UR ¥ Copy URL M Download Open [ Delete Actions ¥ -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly
grant them permissions. Learn mare [}

| Create folder

| Q. Find ebjects by prefix | <1y @

O Name a | Type v Last modified v Size v Storage class v

[ kinesis-fh12-1-2024-

04-30-05-39-06- April 30, 2024, 10:40:51
4bff327¢-14a2-3b3b- ) [UTC+05:00)
802b-a67706abe080

1.4MB Standard

We have successfully built a data pipeline using Amazon Kinesis Streams, Kinesis Data Firehose, and
Amazon S3. We have learned how to ingest, process, and store real-time data efficiently on AWS. This
pipeline can be further expanded and customized to suit various use cases and business needs.

Enhance the data pipeline by adding data transformation capabilities using AWS Lambda functions.
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Objectives

= Understand the concept and potential of Party Rock as a no-code development platform.
= Create an interactive experience using Party Rock's intuitive interface.

= Host and share your Party Rock experience with others.

= Explore additional features and customization options offered by Party Rock.

Pre-requisites

= Basic familiarity with using a computer and internet browser.
= Anaccount on the Party Rock platform (Sign up at Party Rock website).

Outcomes
After completing this session, student should be able to:

= Create an interactive experience on Party Rock without writing any code.

= Host and share your Party Rock creation with friends or a wider audience.

= Appreciate the versatility and ease of use of Party Rock for creating various types of interactive
content.

Introduction

PartyRock is a groundbreaking platform developed by Amazon Bedrock that democratizes the use of
generative Al for application development. It allows users, regardless of their coding proficiency, to
harness the capabilities of Al to create innovative and personalized applications. One standout feature
is its ability to understand users music preferences without requiring any coding skills. In essence,
PartyRock empowers individuals to unleash their creativity and build unique experiences with the aid
of Al, opening up new possibilities in the realm of application development.

e How Does It Work

PartyRock uses foundation models from Amazon Bedrock to turn all your ideas and imaginations into
amazing apps without coding and effort.

e You can build three types of apps from the partyrock.
1. Text Generation
2. Chatbot
3. Image Generation

e Features:

PartyRock has a playground-like interface where you can build your app using various widgets and it
provides the following features:

» Drag-and-drop functionality
» Pre-built widgets like "User Input™ and "Placeholder"
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» Access cutting-edge Al models like Claude

» Discover and remix existing PartyRock apps

» Generate text formats like poems, scripts, musical pieces, emails, and more
» Share your creations with others

Steps to create application using PartyRock:

In this lab, we will build a generative Al app just by describing what we want PartyRock to create.
PartyRock offers an app builder feature that takes your idea and automatically creates an app from it.
You can then either run it as-is, customize it in the app editor, or delete it. we will build an image
generation app and content summarizer application that allows you to specify a painting subject, style
and content summrization.

Step 1: Register and Login

e (o to https://partyrock.aws

PartyRock Everyone can build
Al apps

Weird Tour Guide

Podcast Generator

Build youxr own app

An Amazon Bedrock playground

e Select the Sign in link and choose either Google, Apple, or Amazon to log in.
o (For internal Amazonians: “Amazon” in this case refers to the public Amazon.com
website)

Join the party!

G Sign in with Google |
(7@ Sign in with Apple ‘
| & sign in with Amazon ‘

We will create an account for you.

Di
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https://partyrock.aws/

e Review the signed-in version of the PartyRock website.

PaxrtyRock Everyone can build
Al apps

[ Haiku creatoxr | :

R T

FO 5

An Amazon Bedrock playground

e Select the Build your own app button.

App builder

— Describe what you would like your app to do

Generate app

Start from an empty app

e Specify what you want to build.

o Copy the following prompt and paste it into the app description box: A painting
generator that lets you choose a subject and style for the painting

o Click the Generate app button

App builder

A painting generator that lets you choose a subject and style for the painting|

Generate app

Start from an empty app
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e Review the generated app.

Editing app

>
P - tB + Add widget | LTSIl [ > Make public and share |
ain rush o o o @) e
Painting Generator =
This playground allows you to generate a unique painting by providing a subject and style. The generated image will combine your
chosen subject and style using an Al image model.
-
Painting Subject = Painting Style =
> Enter the subject for your painting (e.g. a sunset, a landscape, a portrait) > Enter the style for your painting (e.g. impressionist, abstract. realistic)
= o
Generated Painting =
nerating as soon as Painting Style and Painting Subject are fille

Try using your app. In the example below, we set Painting Subject to The Grand Canyon and

Painting Style to Dadaist. Your app may work differently, and that is OK!

Editing app

X

PaintBrush

Painting Generator

+ hds wicge: | [ENTETEE CIETITIIISTE (5 vake pubiic and share ]

Your app is {3} privats

This playground allows you to generate a unique painting by providing a subject and style. The generated image will combine your

chosen subject and style using an Al image model.

"
Painting Subject = Painting Style =
The Grand Canyon Dadaist

o o
Generated Painting L&A =
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Select the Make public and share button to share your app. You can now share your app with

friends and colleagues.

Your app is now public!

Anyone* with this link can now
see, use, and remix your app.

Copy link to clipboard

*¥Yep, anyone means anyone! Make sure your
app does not contain any sensitive info you
wouldn't want shared.

Make your app private again.

X

Step 3: Building a Content summarizer app

Select the Build your own app button, then select Start from an empty app.

App builder

= Describe what you would like your app to do

Generate app

Start from an empty app
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e Review your empty app, including its placeholder title.

Editing app X

new-app-G9KTPc8Ue e R TR (2 e
e Replace the placeholder title with Content Summarizer.

Editing app e

Content Summarizer S,
e Select the + Add widget button, then select Static Text

Editing app X

Content Summarizer S D

User Input
Static Text UED
Al-pewered
Placeholder text
Text Generation

Image Generation

Chatbot
Add static text to your App.

e Set Widget title to Welcome
e Set Content to:

# Welcome to the Content Summarizer application!

Instructions:
1. Paste your content
2. Get your summaries!

## WARNING: Never share sensitive information when building or using a
PartyRock app. This includes personal information and internal company

information.
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Adjust the height of the widget by dragging the resize handle in its lower right corner (make
sure all content is visible on screen by default)

e Select the Save button

Editing app

x>
. + hdd widget | [ [ HMake public and share dit widget@
Content Summariz ... = el d
widgetO == =
Static Content mma
Edit your static content in the Edit view.
Y <o |
e Select the + Add widget button, then select User Input
Content SU mmarlzer + oo wioge: | [EHEE NSl | & Make puslic and share |

Welcome

Welcome to the Content Summarizer application!

Instructions:

Set the User Input widget’s properties.
o Set Widget title to Paste your content here

o Set Placeholder to Content to summarize (NO SENSITIVE CONTENT)
o Select the Save button

Editing app

5%
c + Add widgot Edit widgetl >

Content Summariz .. ‘

Widget title

Paste your content here
Welcome = [ Pracono1der

Content to summarize
Welcome to the Content Summarizer application! )

Default value
Instructions:

E 1 Save
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e Select the + Add widget button, then select Text Generation

2. Get your summaries

Paste your content here

]

User Input
A, Title
Static Text |
Al-powered Some AI Generated content

Text Generation

Image Generation

Chatbot

Generates text content based on inputs.

e Set the Text Generation widget’s properties.
o Set Widget title to Detailed summary

o Set Model to Command

o In the Prompt field, enter Write a detailed summary based on this content: , then enter
the @ symbol to select the Paste your content here box as a source of content.

o Select the Save button

Editing app

Welcome

Welcome to the Content Summarizer application!

Instructions:

Paste your content here

1)

T

widget2

%

X
Edit widget2 >
Widget title
Detailed susmary
Hodel @
Command v
Prompt ®

Write a detailed summary based on t

his content:

Paste your content here

b Advanced settings @

Delete widget Cancel
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e Adjust the width of the Detailed summary panel by dragging the resize handle in its lower
right corner.

Paste your content here =

Detailed sumsary =

Create Widget

e Add a new Text Generation widget.

|

Detailed susmary = User Input

2 Generates text content based on inputs

e Set the Text Generation widget’s properties.

o Set Widget title to One-line summary

o Set Model to Claude 3 Sonnet

o Inthe Prompt field, enter Write a one-line summary based on this content: , then enter
the @ symbol to select the Paste your content here box as a source of content.

o Expand the Advanced settings section and set the Temperature field to 0.5. This will
let the model generate a random response each time it is run.

o Select the Save button

Editing app >
- + Ada widgert @ Rem > make public and share | Edit widget3 >
Content Summariz .. =
Weleome o
-
Welcome to the Content Summarizer application!
([©&]
Instructl -
te a one-lins summary based on t
ante
Fa ea
ettings [
°.5
-
o. SP— = | |[widgess
op &
L4
pelet =

Editing
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Copy the following text and paste it into the Paste your content here box.

PartyRock, an Amazon Bedrock playground, is a shareable generative Al app building
playground. Experiment with prompt engineering in a hands-on and fun way. In a short
time, you can build, share, and remix apps, to get inspired while playing with generative
Al. For example, you can:

Build an app to generate dad jokes on the topic of your choice.

Create the perfect playlist based on your musical tastes.

Recommend what to serve based on ingredients in your pantry.

Create and play a virtual trivia game online with friends from around the world.
Create an Al storyteller to guide your next fantasy -playing campaign.

By building and playing with PartyRock apps, you learn about the fundamental
techniques and capabilities needed to get started with generative Al, including
understanding how a foundation model responds to a given prompt, experimenting with
different text-based prompts, and chaining prompts together. Anyone can access
PartyRock through its intuitive web-based Ul. For anyone interested in learning the
fundamental skills needed to harness the power of generative Al, PartyRock uses
Amazon Bedrock to create an accessible environment for experimentation with powerful
foundational models (FMs). The tool builds confidence by providing new PartyRock
users with free trial use for a limited time, and the PartyRock Guide helps learners extend
their knowledge. Builders who are ready to move into production can proceed to the
Bedrock console using the basic prompts and skills developed in PartyRock.

Any builder can experiment with PartyRock by creating a profile using a social login
from amazon.com, Apple, or Google. PartyRock is separate from the AWS console and
does not require an AWS account to get started.

PartyRock is for EVERYONE. It has been designed in a way that is friendly and
accessible to builders of all skill levels, particularly those who have limited experience
with generative Al. Even if you have no coding experience, you can use text-based
prompts to experiment with foundation models and create your own generative Al-
powered apps. Developers can explore model capabilities and refine prompt engineering
techniques in PartyRock without managing API calls.
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Output:

Editing app *

m - Make public and share

Your app is () private.

Content Summarizer

‘Welcome =
Welcome to the Content Summarizer application!
Instructions:
1. Paste your content
2. Get your summaries! 1
=
—
ng and playing with PartyReck apps, you learn about the i and needed to get started with ive Al including ing how a ion model to a given
prompt, experimanting with different text-based prompts, and chaining prompts together. Anyone can access PartyRock \hluush its lnlultwo web-based UL For anyone interested in leaming the fundamental skills
needed to harness the power of genarative Al PartyRock uses Amazen Bedrock to create an bl for exp with powerful i models (FMs). The teol builds cenfidence by providing
new PartyRock users with free trial use for a limited time, and the PartyRock Guide helps learners extend their knowledge. Builders who are ready to move inte production can proceed to the Bedrack console using the
basic prompts and skills developed in PartyRock.
Any builder can experiment with PartyRack by creating a profile using a social login fram amazon.com, Apple, or Google. PartyRock is separate fram the AWS cansele and does not require an AWS account to get started.
PartyRock is for EVERYONE. It has been designed in a way that is friendly and accessible to builders of all skill levels, particularly those whe have limited experience with generative Al Even if you have no coding
experience, you can use text-based prampts to experiment with foundation madels and ereate your own ive Al-p d apps. D can explore model capabilities and refine prampt engincering
i in PartyRock without managing API calls. J

Detailed summary (D 0®3 = One-line susmary (DD o0& =

PartyRock is a generative AI app building playground that allows users to create
and share apps that utilize the power of generative AI. Here are the key details
from the content:

PartyRock is a shareable generative AT app buwilding playground that allows users to
experiment with prompt engineering and create various AI-powered apps through am
intuitive web interface, festering accessible learning and exploration of

A T fo P generative AI capabilities.

. v ?

PartyRock is a web-based user interface provided by Amazon that allows users to
experiment with generative AI and prompt engineering in a hands-on and secial way.
It is a playground for pecple to build, share, and remix apps that utilize the
power of gemerative AL.

2. What can you do with PartyRock?

Users can create generative Al-powered apps that can generate content such as
jokes, playlists, recipe recommendations, and even virtual trivia games. These apps
can be shared with others to inspire and educate others about generative AI.

3. How does PartyRock work?

PartyRock uses Amazon Bedrock, which provides access to foundational models (FMs)

PartyRock's innovative app builder feature allows users to effortlessly create functional applications
using generative Al, without requiring any coding skills. Whether generating images or summarizing
content, PartyRock opens up a world of possibilities for creativity and innovation in app development.

Use PartyRock to develop an innovative book recommendation system
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Objectives

= Understand the basics of Amazon QuickSight.

= Learn how to create visualizations using different data sources.
= Gain hands-on experience in building interactive dashboards.
= Explore advanced visualization techniques.

Pre-requisites

= An AWS account with access to Amazon QuickSight.
= Basic understanding of data visualization concepts.
= Familiarity with navigating AWS Management Console.

Outcomes
After completing this session, student should be able to:

= Create various types of visualizations including charts, graphs, and dashboards.
= Gain insights into their data through interactive exploration.
= Understand how to share and collaborate on visualizations within their organization.

Introduction

Amazon QuickSight is a cloud-powered business intelligence (BI) service provided by Amazon Web
Services (AWS). It enables users to analyze and visualize data quickly, regardless of their technical
expertise. QuickSight allows users to easily connect to various data sources, including AWS services
like Amazon Redshift, Amazon RDS, Amazon S3, as well as third-party sources like Salesforce,
Snowflake, and others.

Key features of Amazon QuickSight include:

e Easy Data Visualization: QuickSight provides a user-friendly interface for creating interactive
visualizations such as charts, graphs, and maps.

e Integration with AWS Services: Users can seamlessly connect QuickSight to their existing
AWS data sources, making it easy to analyze data stored in various AWS services.

e Machine Learning Insights: QuickSight includes machine learning-powered insights that
automatically identify trends, outliers, and other patterns in the data.

e Embedding and Sharing: Users can embed QuickSight dashboards into their applications or
websites and securely share them with others within or outside their organization.

Steps to visualize the data using Quick Sight:

In this lab, our initial step involves loading the Amazon best seller data into an S3 bucket. Once the
data is stored in the bucket, we will provide the data into Amazon QuickSight for visualization
purposes. This process allows us to use the power of QuickSight's analytical tools to gain insights and
create meaningful visual representations of the data.
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Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Load Data into S3 Bucket

e Prepare or load your data: Ensure that your data is in a suitable format for uploading to S3, such
as CSV, or Excel.
e Click on link to download the data: https://github.com/techwithlucy/youtube/tree/main/2-s3-

quicksight

O Product Solutions Open Source Pricing Search or jump to... / Sign in | Sign up ‘

=] techwfth\ucy/youtube Public L\ Notifications Y Fork 101 % Star 89 -

<> Code (O lIssues 2 i1 Pull requests 3 ® Actions [ Projects @ Security  |+2 Insights

[0 Files youtube / 2-s3-quicksight / i
¥ main M Q @ techwithiucy Add files via upload 16557ea lastyear 3 History
Q Gotofile
Name Last commit message Last commit date
> 1-static-website-on-aws

I v 2-s3-quicksight
[3 Amazon-Bestseller-Dataset.csv D Amazon-Bestseller-Dataset.csv Add files via upload last year

b manifestjson (] manifestjson Add files via upload last year

(] 5-mini-aws-projects.md

[ READMEmd

e Search for "S3" in the AWS Management Console search bar.

aws i services | Q 53 N.Virginia v Khawaja Saad Ahmed Butt v

Console Home I + Add widgets

Services

myApplications . S
Features (31) e e application g
All services

=

Resources (New

Documentation (24,325)

Knowledge Articles (292)

Marketplace (1,597) Clouc 1

Blogs (1,369)
Events (25) = q Region ¥

Tutorials (13)

your application
one place.

Features

mports from S3

E CloudShell © 2024, Amazon Web Services, Inc. or its affiliates.
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https://github.com/techwithlucy/youtube/tree/main/2-s3-quicksight
https://github.com/techwithlucy/youtube/tree/main/2-s3-quicksight

e Create a Bucket (if needed): The following step helps to create new bucket.
e Click on the "Create bucket" button.

aws i (2] L @ & Global v Khawaja Saad Ahmed Butt v

Create a bucket

Amazon S3 ,
Every object in S3 is stored in a bucket. To upload files
H and folders to 53, you’'ll need to create a bucket where
Store and retrieve any amount e wh b e

of data from anywhere

Pricing

How it works

With S3, there are ne minimum fees. You enly pay for
what you use. Prices are based on the location of your
S3 bucket

Estimate your monthly bill using the AWS Simple
Monthly Calculator [A

View pricing details [}

e Enter a unique bucket name and select the region for your bucket.

(2] L (0] & Global v Khawaja Saad Ahmed Butt v

General configuration

AWS Region

US East (N. Virginia) us-east-1 v

Bucket type  Info

Bucket name Info

]

-
ame must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming [

xisting bucket - optional

s from e
Only the t settings in the following configuration are copied
Choose bucket

/prefix

Object Ownership info

e Configure additional settings such as versioning, logging, and tags if needed.

B £ @ & Globalv  KhawsiaSaad Ahmed Butt v

Bucket Versioning

Versionine means of keeping multiple variants of an object in
in your Amazon S3 bucket

ore [

me bucket. You can use v
rsioning, you can easily re

n o
and application failu

Bucket Versioning
© Disable
O Enable

Tags - optional (1)

s to track storage costs and organize buckets. Learn m

Key Value - optional
[ermiramen | [restns | [ remove
Add tag

[ CloudShell  Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences
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e Click "Create bucket" to create the bucket.

Mo I B & ® & cobaw Khawaja Saad Ahmed Butt

@ Successfully created bucket "storing-my-first-image” >

To upload files and folders, or to configure additional bucket settings, choose View details.

aws,

© Server-side encryption with Amazon 53 managed keys (55E-53)

O server-side encryption with AWS Key Management Service keys (SSE-KMS)

-side encryption with AWS Key Management Service keys (DSSE-KMS)

with two separate layers of encryption, For details on pricing, sex DSSE-KMS pricing on the Storage tab of the
age. [
SSE-KMS reduces encryption costs by lowering calls to AWS KMS. 53 Bucket Keys aren't supported for DSSE
) Disable
© Enable

» Advanced settings

(@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. ‘

caneet

B CloudShell  Feedback L —— Ly S—

e Open to the “manifest.json” file you have downloaded and change the bucket name with one
you have created.

j manifest.json - Notepad — O >
File Edit Format View Help

k

"filelocations™: [

{

"URIs":
s3://quick-sight /Pmazon-Bestseller-Dataset.csv”

3

1,

"globalUploadSettings™: {
"format": "CSV",
"delimiter™: ","
"textqualifier”:
"containsHeader": "true"

Use the "Upload" button to select your Amazon best seller data and manifest.json file from your local
machine and upload it to your bucket.

Amazon 53 » Buckets » quick-sight
quick-sight i

Objects Properties Permissions Metrics Management Access Points

Objects (2) nfo

Actions w

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly
arn more [A

Create folder [ Upload

grant them permissions.

| Q, Find objects by prefix | 1 &
[ MName re | Type v | Last modified v Size v Storage class v
. D Amazon-Bestseller- May 1, 2024, 17:21:50
| (237 14.1 MB Standard

Dataset.csv {UTC+05:00)
- May 1, 2024, 17:21.56
[ [ manifestjson json 29308 Standard

(UTC+05:00)
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Step 3: Connect S3 Bucket to Amazon QuickSight

e Go to the AWS Management Console and search the QuickSight service.

Q, quick sight N. Virginia v Khawaja Saad Ahmed Butt v

Amazon 53

_ @
Services

Buckets

Features (28)
Access Grants

Resources (New
Access Points

D tation (28,711
Object Lambda Acces T R
Multi-Region Access Knowledge Articles (53)
Batch Operations Events (151) - ty
IAM Access Analyzer f Blogs (4,093) Create folder M Upload

Marketplace (36) CodeGuru 7 3 oull ne x

Tutorials (8) r building and runn
Block Public Access sq
for this account 1 @

¥ Storage Lens v | storageclass v
Dashboards
141 MB Standard
Storage Lens groups
AWS Organizations so
20308 Standard
Feature spotlight (g
) Cloudshell  Feedback e iyt e R e e

e Click on create sign up quick sight.

lad Quicksight

[ad Quicksight f ©

Let's get started

< 4 free ui

AWS Account 851725370789 Ask. Build. Share.
Turn data into meaningful

insights easily.

or Lo

with a different AWS account

(Y
aws = v

o properie®

e Provide your email.

lad Quicksight ® @

Sign up for QuickSight

Contact information

Email for account notifications

I engrhasnainhyder@gmail.cum‘ I

Authentication method

® Use 1AM federated identities & QuickSight-managed users

O Use AWS 1AM Identity Center

@ AWS IAM Identity Center is not enabled for this AWS account. Go to IAM Identity Center console

:: Use IAM federated identities only

‘::‘ Use Active Directory

QuickSight region

Select a region o
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e Add the quick sight account name.

s USE MLLVE LELLLL Y

Authenticate with #

tive Directory credentials
QuickSight region
Select a region o

US East (N. Virginia)

Account info

QuickSight account name
You will need this for you and others to sign in o

I hasnainhyder1996| I

QuickSight access to AWS ser

Make your existing AWS data and users available in QuickSight. Learn more

1AM Role

(@ Use QuickSight-managed role (default)

Allow access and autodiscovery for these resources

e Click on select S3 bucket.

1AM Role

(® Use QuickSight-managed role (default)

(O Use an existing role

Allow access and autodiscovery for these resources

W Amazon Redshift

@ Amazon RDS

B 1AM

Amazon 53

g OUHE

alif Amazon Athena

Make osen the

Amazon S3 Storage Analytics

23 AwS 10T Analytics

Amazon OpenSearch Service
&3 Amazon SageMaker

(£ Amazon Timestream

gooooo

AWS SecretsManager

Select secrets

e Choose the bucket the who hold the data and click on finish.

Select Amazon S3 buckets =

SZ Buckets Linked To QuickSight Accowunt S3 Buckets You Can Access Across AWS

Select the buckets th

3t you want QuickSight to be able to access.
Selected buckets have read only Dermissions by default. HoWawer, You MuUst give write permissions for Athena Workgroup feature.

[w] Select all

53 Bucket Write permission for Athena Workgroup
arigional-image-with-large-dimension -
arigional-images-with-full-size

photos-bucker 122

photos-to-recognise

quick-sight I

resized-images-after-lambda

resized

mages-with-less-dimenssion

canest
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e Click on finish to create the quick sight account.

Optional add-on

[ Add paginated Reports

$500 smonie 500 uniaue report units **/maonth

e (o to the datasets and click on "New dataset"

lad QuickSight

Find analyses & more Q

iy Favorites
@© Recent
3O my folders

< Shared folders

[] Dashboards
O Data stories New
128 Analyses

| E& Dpatasets

(D Topics New

e Choose "S3" as the data source.

d QuickSight

Datasets

Name

B8 amazon-best-seller
People Overview
Business Review

Web and Social Media Analytics

L 28 3R 3R

Sales Pipeline

New dataset

Owner Last Modified
Me 7 hours ago
Me

sets

Create a Dataset
FROM NEW DATA SOURCES

Upload a file
l:,p', clf, .elf, xlsx, json

o

é Athena

- Redshift
Auto-discovered

- Redshift

@ Salesforce
Connect to Salesfi

on: Auto-purchase enabled

S3 Analytics

0~
@ MySQL

o
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e Go to the bucket and copy the URL of manifest.json file.

aws 55 Services | Q s N.Virginia v Khawaja Saad Ahmed Butt v
Amazon S3 x AmazonS3 » Buckets » quick-sight » manifest.json @
]

uckets manifest_json - I Copy 53 URI || B Download H Open 4 H Object actions w

Access Grants

Access Points Properties Permissions Versions

Object Lambda Access Points
Multi-Region Access Points

Batch Operations Object overview

IAM Access Analyzer for S5

Owner S3URI

saadbutt15 s3:/ fquick-sight/manifest json
Block Public Access settings

his AWS Region
for this account aror Amazon Resource Name (ARN)
US East (N. Virginia) us-east-1

arn:aws:s3::quick-sight/manifest json

v Storage Lens
Last modified
Dashboards
May 1, 2024, 17:21:56 (UTC+05:00) Entity tag (Etag)
Sterage Lens groups 3e60f97c387711d43dbac577fb60b74b
AWS Organizations settings Size
293.08 Object URL
T https://quick-sight.s3.amazonaws.com/manifest isan
Feature spotlight (@) ype
json

[ Cloudshell  Feedback T T raz0n Wb Services, Inc. or Its affillates.  Privacy  Terms  Cookie preferences

e Write the URL name, paste the link, and click on connect.

MNew S3 data source =

Data source name

amazon-best-seller

Upload a manifest file @ URL ':::' Upload

s3f fquick-sight/manifest.json

Once configured, click "Create dataset” to import your data into QuickSight.

MNew sheet by

0o

il

° Interactive sheet MNew

Single page, interactive content Multi-page, highly formatted document

Layout
Tiled -

Optimize Ffor viewing on

T200px - .
@ Paginated Reports allows you to
build highly formatted multi-page
reports. Get Paginated Reports

CANCEL CREATE
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e Drag fields from your dataset onto the canvas to create visualizations.

Count of Records by Brand
SHOWING TOP 2500 IN BRAND

Dorman =

FelPro

BOSCH |

VEVOR |

Fanmats -

Garmin |

VARIOUS ARTISTS... -

HardtoFind Faste.. -

AVERY

Caltric -

kemimoto -

oxo

Mishimata |

Aramax |

brand

Meinl Percussion -
mDesign |

Godox |

PIONEER |

AN

Hatop -

TEAM GOLF |

Avedis Zildjian ...
HELLA |

Nilight

Sparts Memarabilia |
Anchor J

e Choose the type of visualization you want, such as bar chart, line chart, or pie chart.

File  Edi Data Insert Sheets Objects Search

|l v o o]~ T B

8 Data X 1k Visuals X

Dataset 100%

(GBEED) amazon-best-seller v
CHANGE

e 0 Pie chart > sty s ot g Availability

Sheet2 v + 41 Properties ®

Count of Records by Availability Visual ! Interactions

L TYPE 5

IN AVAILABILITY

> Display Settings

> Group/Color

[+ caLcurate FiEwD |

T SAREERATER TR Usually shi
Q) availability e B Usually <hi > Legend o)
M Count 48.98K (98%)
Q brand ( availabitity Usually shi
N Hide "other” categories > Data labels [ o]
Q categories mension Usually shi
Color Other [ 3
Q price (USD)
Q product id Chart Color B3
Q seller_id Edit field color Other |
Q seller_name SMALL MULTIPLES
J title
Qurl

W Usually shi
W Usually shi

Other

Group By: availability ~~

ad Quicksig Y¥ amazon-best-seller analysis

File Edit Data Insert Sheets Objects  Search ACTUAL SIZE w
- Bl ¥V # Q| ~ T B

v Y-axis B
& Data x Sheet 1 Sheet 4 Sheet5 ~ —+
Dataset 100% Price USD © Labels [ @]
0%
amazon-best-seller  ~
s NS I NENNEANEE AN [ e
<l Q & UpWard Bound Books LLL.C. empey Medium -
— price (USD) Count W $10.00
| + caLcuraten FieLd | 30% empty 40.00% $108.98 Grid lines @
$14.99 20.00% .
< availability =$16.79 20.00% $11.99 Range
$7.59 20.00% "
<1 brand — W 511322 @ Auto (starting 2t 0)
<3 categories W 51242 () Auto (based on data range)
(c: price (USD) ) W $12.88 () custom
N 0%
A product_id $12.95
= [ Logarithmic Scale
< seller_id $12.99
(. seller_name ) aom W 51453 Auxis step count
() step size
< title W 51463
© step count
< wrl $14.99
At P
C e ® W $145.91
& 55 P & & SEdplEodnt defFallalsugyestion
-l W $15.99 5 and may be adjusted to improve
.docx - Word . o
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Conclusion

Amazon QuickSight provides a powerful platform for data visualization and analytics. By following
the steps outlined in this lab, we should now have a solid understanding of how to use QuickSight to
gain insights from your data and create compelling visualizations.

Exercise

e Load a sample dataset into Amazon QuickSight.

o Create at least three different types of visualizations using the dataset.

e Build a dashboard that combines these visualizations into a cohesive layout.

e Share the dashboard with a colleague or friend and gather feedback on the clarity and
effectiveness of the visualizations.
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Obijectives

= Understand the basics of Amazon QuickSight.

= Learn how to import data into Amazon QuickSight.

= Create various visualizations (graphs) using COVID-19 dataset.
= Generate a dashboard to visualize multiple graphs.

= Share the dashboard with others.

Pre-requisites

= An AWS account with access to Amazon QuickSight.
= Basic understanding of data visualization concepts.
= Familiarity with COVID-19 dataset (provided).

Outcomes
After completing this session, student should be able to:

= |mport a dataset into Amazon QuickSight.

= Create different types of visualizations to analyze COVID-19 data.
= Build a dashboard consisting of multiple graphs.

= Share the dashboard with others for collaborative analysis.

Introduction

Amazon QuickSight is a cloud-powered business intelligence (BI) service provided by Amazon
Web Services (AWS). It enables users to analyze and visualize data quickly, regardless of their
technical expertise. QuickSight allows users to easily connect to various data sources, including
AWS services like Amazon Redshift, Amazon RDS, Amazon S3, as well as third-party sources
like Salesforce, Snowflake, and others.

Key features of Amazon QuickSight include:

e Easy Data Visualization: QuickSight provides a user-friendly interface for creating
interactive visualizations such as charts, graphs, and maps.

e Integration with AWS Services: Users can seamlessly connect QuickSight to their
existing AWS data sources, making it easy to analyze data stored in various AWS services.

e Machine Learning Insights: QuickSight includes machine learning-powered insights that
automatically identify trends, outliers, and other patterns in the data.

e Embedding and Sharing: Users can embed QuickSight dashboards into their applications
or websites and securely share them with others within or outside their organization.

Steps to visualize the data using Quick Sight:

In this lab, we will utilize Amazon QuickSight to analyze COVID-19 data, revealing essential
insights into the pandemic's progression. We will learn to create various graphs that provide
distinct viewpoints on the data's trends and anomalies. Furthermore, we will delve into the
complexities of building dashboards, skillfully integrating multiple graphs to tell a unified story.
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Lastly, we will cover the crucial process of distributing these dashboards, facilitating effective
communication and information sharing with colleagues and interested parties.

Step 1: Importing COVID-19 Dataset:

e Download the COVID-19 dataset from kaggle website.
Link: https://www.kaggle.com/datasets/imdevskp/corona-virus-report

O\ Search L |

@ i - 2299 New Notebook &, Download (20MB) | ~
AGO A 4

COVID-19 Dataset

Number of Confirmed, Death and Recovered cases every day across the
globe

Data Card Code (685) Discussion (38)  Suggestions (0)
About Dataset %sg;ility ®
10.

License
Other-(specified in'description)

Expected update freauencv

Step 2: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).

e Sign in using your AWS account credentials.

e Go to the AWS Management Console and search the QuickSight service.

N. Virginia v Khawaja Saad Ahmed Butt v

(D CloudsShell  Feedback
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https://www.kaggle.com/datasets/imdevskp/corona-virus-report

e Click on create sign up quick sight.

lad Quicksight

[¢d Quicksight

Let's get started

4 free users for 30 days

AWS Account 851725370789 Ask. Build. Share.
Turn data into meaningful

insights easily.

or Log in with a different AWS account

aws Ioew -

cves

12 PYOPE
a \onerso®

st
%,‘uww

o)

e Provide your email.

lad Quicksight o ®

Sign up for QuickSight

Contact information

Email for account notifications

I engr. hasna\nhydm@gma\l.tom‘ I

Authentication method

Use IAM federated identities & QuickSight-managed users

O Use AWS IAM Identity Center

© AWS IAM Identity Center is not enabled for this AWS account. Go to IAM Identit

(O Use IAM federated identities only

\ ) Use Active Directory

QuickSight region

Select a region (3] -

e Add the quick sight account name.

Use ALuve Uinetiory =~

QuickSight region
Select a region o

US East (N. Virginia)

Account info

QuickSight account name
You will need this for you and others to sign in Py

I hasnainhyder1996| l

QuickSight access to AWS services

Make your existing AWS data and users available in QuickSight. Learn more

1AM Role
@ Use QuickSight-managed role (default)

(O Use an existing role

Allow access and autodiscovery for these resources "
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e Click on select S3 bucket.

IAM Role

@ Use QuickSight-managed role (default)

O Use an existing role

Allow access and autodiscovery for these resources

[Z] W Amazon Redshift

@ Amazon RDS

4 ¢ am

Amazon S3

mazon Athena

Amazon S3 Storage Analytics
23 Aws 10T Analytics
Bl Amazon Opensearch Service

&3 Amazon SageMaker

i Amazon Timestream

B8l Aws SecretsManager

Select secrets

e Choose the bucket the who hold the data and click on finish.

Select Amazon S3 buckets =<

S3 Buckets Linked To QuickSight Account S3 Buckets You Can Access Across AWS

Select the buckets that you want QuickSight to be abl

> to 3ccess.

Selected buckets have read only permissions by default. However, you must give write permissions for Athena Workgroup featur

Select all

S3 Bucket Write permission for Athena Workgroup

origional-image-with-large-dimension -
origional-images-with-full-size
photos-bucket122

photos-to-recognise

quick-sight .

ized-images-after-lambda

resized-images-with-less-dimenssion

S m

e Click on finish to create the quick sight account.

[Z] & Amazon Athona -
[J &B Amazon S3 Storage Analytics
[C) 123 AWS loT Analytics
[ [l Amazon Opensearch Service
[ Amazon SageMaker
[ zon Timestream
[ ecretsManager
Optional add-on
[ Add Paginated Reports © Monthly chargs gin immediately |

@ report units **/month

$500 /ment: 500 ur

o 100 pages long (PDF) or 100N

xewl). For exarmple

e are procated. Anr

vailable aftar
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e (o to the datasets and click on "New dataset"

lad QuickSight

Find
Wy Favorites

@® Recent

3 My folders
C= shared folders

1l.] Dashboards

Data stories

Analyses

x Datasets

Name

B amazon-best-seller
People Overview
Business Review

Web and Social Media Analytics

8 F ¥

Sales Pipeline

New

@ Topics

New

e Choose "upload a file" as the data source.

lad QuiddSight

New dataset

Last Modified

Dataset:

usa_county_wise.csv

S SPICE capadity for tl egion: Auto-purchase
Create a Dataset
FROM NEW DATA SOURCES
Upload a file @ Salesforce 53 Anal *
ytics s3
alill Redshift Redshift
Athena RDS
S @ i i
MySQL W PostgreSQL Ej ORACLE Eﬂ SQL Server
. Aurora MariaDB Presto Spoiki  Spark
G Teradata é‘lo"g Snowflake Q Google BigQuery ‘@ AWS 10T Analytics
e Choose the dataset, which you want to load.
@ Open X
4 [ > ThisPC > Downloads > archive (4) v &/ | search archive (4 o
Organize New folder ~ @ @
Name - Date modified Size
#* Quick access
B Desktop , & cou‘ntry‘wise‘latest.csv 8/202 Microsoft Excel : . 15KB
5] covid_19_clean_complete.csv Microsoft Excel C.. 3,228K8
* Downloads B day_wise.csv Microsoft Excel C.. 1
Documents  # g1 full_grouped.csv Microsoft Excel C...
&=/ Pictures ~ a 2020 3:48 am Microsoft Excel C
5

Cloud Computing |

worldometer_data.csv 2020 3:48 am

Microsoft Excel C..

lab 17
lab 18

word
@ OneDrive
[ This PC

¥ Network

A Linux

File name: ||

| [ Custom Files .csv"tsv; el ~

Cancel
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e Click on next to conform upload settings.

Confirm file upload settings

Learn more to adjust the file upload settings.

Settings

csv file, worldometer_data.csv

Country/R...

USA

Brazil

India

Russia

South Africa

Continent
North America
South America
Asia

Europe

Africa

Population
331198130
212710692
1381344997
145940924

59381566

Edit settings and prepare data

NewCases

e Explore the imported dataset to understand its structure and variables.

d QuickSight | £ wordometer daa.csvanalysis

Flle Edit Data Insert Sheets Objects Search

Sheet1 ™

Bk V#0Q4|w~rTRB
g Data X il Visuals X
Dataset 100% n

B vorldometer data... ¥

# ActiveCases

€ Continent

€ Country/Reglon
# Deaths/1M pop
# NewCases

# NewDeaths

# NewRecovered
# population

# Serlous Critical
# Tests/1Mpop
# Tot Cases/1M pop
# TotalCases

# TotalDeaths

# TotalRecovered
# TotalTests

Q WHO Region

® -« BB N E®
E & W
® = EREE D
ol @ = HE = *FOo

< %7 | =
®

AutoGraph

Add 1 or more fields to build a visual.

@ 0~
st +

229 | Page




e Create various visualizations such as line charts, bar charts, pie charts, etc., to analyze
different aspects of COVID-19 data.

e Verify the total population count by accessing the population column. Simply drag the
population column onto the graph to automatically compute the sum of the entire
population.

& Quicksight | o

Population 408 ¢

6,326,421,290

A4 P

P

R

Ll -

IPUREHERREFGR

e Adjust the number format to display in millions. This modification will provide a clearer
representation of the population figures, facilitating easier comprehension and analysis.

[&d QuickSight | ¥ worldometer_data csv analysis

it Data Insert Sheets Objects Search

- |8k V # O 4

|
®

© Data x E ; z “* Sheet1 - 4 Properties x
e r— P — aom®

« H |l A
2 | ol || o 6,326,421,290
il || h | o [I}l
o A
|2 i
FE2

) @ B Y

6,326.42M
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e Now, click on duplicate visuals in order to create other visuals.

lad QuiddSight | tr worldometer_data.csv analysis

File Edit Data Insert Sheets Objects  Search acTuaL size

= [[Blkl v # O < ~ T B
x < Format data X Sheet1 4 Properties x
T wtation P
- Field: Population Eopulatias
a i,

1.23M -

, 6,32

T , e A

D Default

D No units

Auto L]

e Now, check the total COVID cases, simply drag the Total cases column onto the graph to
automatically compute the sum of the total COVID cases.

[ad QuickSight | r woridometer_data.csv analysis

File Edit Data Insert Sheets Objects Search

ACTUAL SIZE w

= BV w0 4|~ TE
8 Data x < Format data X Sheet1 ™ < Properties x
Q e 123457 -

Separators 6,326.42M —I 9-1 7M elect a visual or control

Decimal Places [&I

® Default

No units

O Auto
## Tests/1Mpop

4 Tot Cases/1M pop

2 TotalCases

Billions

O Triltions

e Create some other graph to shows meaningful information.

l&d QuickSight | £ covid-dashboard

@0 &
Fle Edit Data insert Sheets Objects Search AcTuAL size v
Bl Vi O 4|w~TE

8 Data X ik Visuals X Sheet1

EBEE) vor\dometer_data... v Population Totalcases Totaldeaths
Q Horizontal stacked
o = bar chart
6,326.42M 19.17M 0.71M
[ G )
) (Cantinent D)
(country/Region B
; Newcases Totalrecovered Sum of Totalcases by Who Region
Total Cases
- "
(Goraicases amy D 0.01M 12.07M
5
# Tests/1M pop * & 4’
4 Tot Cases/1M pop 2 Sum of Totalcases by Continent
(& Totalcases )
# TotalDeaths 5]
# TotalRecovered s
# TotalTests =
O wHO Reglon G °
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Step 3: Building a Dashboard:

e Select the most relevant visualizations and arrange them on a dashboard canvas.

Sheet 1

=
Population Totalcases Totaldeaths Newcases Totalrecovered da 08

6,326.42M 19.17M 0.71TM 0.01M 12.07M

Sum of Totalcases by Continent Sum of Totalcases by Who Region
Total Cases
North America
10.45M
fsia
At
o
-
o " 3 am o +
o e 0.02M

(i QuickSight | 7 covid-dashboard

File Edit Data Insert Sheets  Objects ard ACTUAL SIZE v isH

-~ Bk Y # 0 4| ~ TR

© Data X s Visuals X o Sheet1 ™
2 PN
" ®E G526 T9:17M 0.71M 0.01M 12.07M
] id | B sl
# ; M nﬂ] Sum of Totalcases by Continent Sum of Totalcases by Who Region
: | o] oy
* il @l w
* © m o
. B2 A
- vTEe® .
(€3 ) | @8 ¥ +
: @ o =1 | |oom

e Add the name you want to publish the dashboard.

Publish a dashboard b

@) publish new dashboard as

Covid-dashboard-new|

) Replace an existing dashboard

covid-dashboard L

ALL SHEETS SELECTED

Advanced publish options  ~~
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e Select the "Share this view" or "Share dashboard" option to initiate the sharing process
for the dashboard. This action enables seamless dissemination of the dashboard with
intended collaborators or stakeholders.

Emicksight 1 Covid-dashboard-new / || Original dashboard

6,326.42M 19.17M 0.71M 0.01TM 12.07M
Sum of Totalcases by Continent Sum of Totalcases by Who Region

) _ I asM
=

e |

v}

s |

‘ =

" =
Conclusion

In this lab, we understand how to use Amazon QuickSight to visualize COVID-19 data
effectively. By creating various graphs and combining them into a dashboard, we gained
valuable insights into the pandemic's trends and patterns. Sharing the dashboard with others
enables collaborative analysis and decision-making based on the visualized data.

Exercise

e Explore additional visualizations that can provide deeper insights into COVID-19
data (e.g., trend analysis, demographic breakdowns, etc.).

e Experiment with different visualization settings and formats to improve clarity
and understanding.

e Collaborate with a partner or group to analyze the shared dashboard.
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Objectives

Learn fundamental QuickSight commands for data management.
Understand how to manipulate data using QuickSight.
Gain hands-on experience in executing basic data management tasks in QuickSight.

Pre-requisites

Basic understanding of data visualization concepts.

Access to an AWS account with QuickSight service enabled.

Basic knowledge of navigating the QuickSight interface.

Outcomes

After completing this session, student should be able to:

Execute basic data management tasks in QuickSight.

Apply QuickSight commands to manipulate and analyze data effectively.

Create insightful visualizations based on manipulated data.

Introduction

Amazon QuickSight is a cloud-powered business intelligence (BI) service provided by Amazon
Web Services (AWS). It enables users to analyze and visualize data quickly, regardless of their
technical expertise. QuickSight allows users to easily connect to various data sources, including
AWS services like Amazon Redshift, Amazon RDS, Amazon S3, as well as third-party sources
like Salesforce, Snowflake, and others.

Key features of Amazon QuickSight include:

Easy Data Visualization: QuickSight provides a user-friendly interface for creating
interactive visualizations such as charts, graphs, and maps.

Integration with AWS Services: Users can seamlessly connect QuickSight to their
existing AWS data sources, making it easy to analyze data stored in various AWS services.
Machine Learning Insights: QuickSight includes machine learning-powered insights that
automatically identify trends, outliers, and other patterns in the data.

Embedding and Sharing: Users can embed QuickSight dashboards into their applications
or websites and securely share them with others within or outside their organization.

Commands to visualize the data using Quick Sight:

In this lab, we will focus on learning basic commands for data management within QuickSight.
These commands enable users to perform various data manipulation tasks, such as filtering,
aggregating, and transforming data, to derive meaningful insights.Step 1: Importing COVID-19
Dataset:
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e Download the COVID-19 dataset from kaggle website.
Link: https://www.kaggle.com/datasets/imdevskp/corona-virus-report

Q_ Search [ ﬂ-;\
@ DEVAKUMAR K. P. - UPDATED 4 YEARS | | | 2299 New Notebook L,i, Download (20 MB)
AGOD

COVID-19 Dataset

Number of Confirmed, Death and Recovered cases every day across the
globe

Data Card Code (685) Discussion (38)  Suggestions (0)

About Dataset :Jos;:ility ®

License

m n Other-(specified in'description)

Expected undate freauency

Step 2: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).

e Sign in using your AWS account credentials.

e Go to the AWS Management Console and search the QuickSight service.

aws I sevices | Q. quicksighy B & @ @  NVignay  Khawaja Saad AhmedButt v

Amazon 53

. [C]
Services
Buckets
Features (28)
Access Grants
Resources | New
Access Points
Documentation (28,711
Object Lambda Acces o 8 AL
Multi-Region Access Kpowledge Artices (52) (
Batch Operations Events (151) o impro catic vailability.
1AM Access Analyzer f Blogs (4,093) Create folder Al Upload
Marketplace (36) @ U bthers to access your objects, you'll need to explicitly
Tutorials (8) uilding and running modern applications
Block Public Access s
for this account 1 @
¥ Storage Lens v Storage class v
Dashboards
Storage Lens groups 141 M8 Standard
Features
AWS Organizations sd
2930B Standard
Feature spotlight (] 1agement feature
3 Cloudshell  Feedback ® 2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookle preferences
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https://www.kaggle.com/datasets/imdevskp/corona-virus-report

e (o to the datasets and click on "New dataset

lad Quicksight

W Favorites
@© Recent

3 ™y folders

2 Shared folders

[il] Dashboards

O Data stories

1Z Analyses

Q Datasets

Name
B amazon-best-seller

B People Overview

M Business Review

M8 web and Social Media Analytics
L]

Sales Pipeline

New

(3 Topies

New

e Choose "upload a file" as the data source.

New dataset

Last Modified

7 hours ago

Create a Dataset
FROM NEW DATA SOURCES

Upload a file

alesforce

e Athena
@ MySQL
. Aurora
G Teradata.

RDS

W PostgreSQL

] MeriaDB
i:o:’s Snowflake

53 Analytics

. Redshift

= orace

Presto

Q Google BigQuery

(@

s3

Redshift

SQL Server

Spark

AWS loT Analytics

SPICE capacity for U on: Auto-purch

e Choose the dataset, which you want to load.

e Open

+* > This PC > Downloads > archive (4)

Organize

# Quick access
[ Desktop
- Downloads

Documents

LR AR

&= Pictures
Cloud Computing
lab 17
lab 18

word
@ OneDrive
= This PC

= Network

O Linux

File name: ||

New folder

Date modified

MName

country_wise_latest.csv
covid_13_clean_complete.csv

day_wise.csv

usa_county_wise.csv

Type

Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C..

Microsoft Excel C...

[
[
-2
B full_grouped.csv
£l
[]

worldometer_data.csv

Microsoft Excel C...

X
| ©| | search archive (1) o
m @
<] [custom Files (.csvztsvm.eltmc ~
Cancel
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e Click on next to conform upload settings.

Confirm file upload settings X

Learn more to adjust the file upload settings.

Settings

csv file, worldometer_data.cev

Country/R... Continent Population  TotalCases  NewCases Total

Usa Morth America 331158130 5032179 1628
Brazil South America 212710652 2517562 G364
India Azia 1381344957 2025409 4163
Rurssiz Europe 145940924 871854 1460
South Africa  Africa 55351566 538184 5604

Edit settings and prepare data

e Explore the imported dataset to understand its structure and variables.

EQuickSigln {7 worldometer_data.csv analysls (- MG

Fle Edt Data insert Shests Oblects  Search ACTUALSIZE
Bk ¥ # 0 di|om TB

B Data ® il Visuals X Sheat1 +

Dataset e [4ace]w]
(BRI vorldometer data.... > )

Q
%
CALCULATED FIELD =

# ActiveCases

< continent

0 Country/Region
# Deaths/1M pop

# NewCases

0
i
B
i)
¥
@

2

AutoGraph

Add 1 or more fields to build a visual.

# NewRecovered
# Population
# Serlous Critical

# Tests/1Mpop

B %Rk EREE D
@l @ = H B =W O

<2 %0 ™

# Tot Cases/1M pop
# TotalCases

4 TotalDeaths

# Totaltecoversd

4 TotalTests

O wHo Region
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Data Management:

e Calculate the total number of Death reported using the sum function.

sum(TotalDeaths)

e To calculate the sum of a specific field, utilize the "SUM" function. First, select the field
you wish to perform the calculation on. Then, save the result.

Total-Death-cases # - T

e Todisplay the result, click on the newly created field.

lad QuickSight | 7 covid-dashboard

File Edit Data Insert Sheets  Objects

-~ B s oR e~ T @

& Data x i Visuals x Sheet1 v +

Dat: 100% (Ao [+)

B wraee e - || o Total-cesth-cases s
Sliv s iEs

8t ~O

I— O E M 713,007

= average o

& Continent Eﬂaﬂ % Hﬂﬂﬂ HJ]

BT

Q1 Country/Region =

4 Deaths/1M pop !ﬁﬂ 1 e

= distict-co E .ﬂ ;?.'% im]]

= maximum-death -

# Nowe T E e @

# NewDeath:

o @ ¢ &

e Count of Countries by using count function

COUNT("Country/Region")

Edit calculated field

countl #

COUNT("Country/Region")
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e Todisplay the result, click on the Countl newly created field.

[ad Quicksight | % covid-dashboard

File Edit Data Insert Sheets Objects Search

- Bkl v # ¢ 4w~ TE
8 Data x o Visuals X Sheet1 ' -
Dataset 100%
SPICED worldometer_data... = Total-death-cases Count1
Q

+ CALCULATED FIELD

713,007 209

i Deaths/1M pop

= distict-count

e Average total cases by using average function.

avg(TotalCases)

Edit calculated field

avg-total-cases ~2

avg(TotalCases )|

e Todisplay the result, click on the avf-total-cases newly created field.

ldd QuickSight | ¥ covid-dashboard

File Edit Data Insert Sheets Objects Search

- Bk v s QA e~y T B

& Data x i Visuals X Sheet1 v -+
Dataset 100%
SPICED worldometer_data.... ~ Total-death-cases. Count1 Avg-total-cases.
Q

+ CALCULATED FIELD

713,007 209 91,718.5

countl
Country/Region

Deaths/1M pop

#0000 #0010 afn

e Maximum number of deaths using max function.

max(TotalDeaths)
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Add calculated field

Maximum-deaths ~

max(TotalDeaths)

e Todisplay the result, click on the maximum-death newly created field.

[+ &
5| &
g §
ni
Wa

Total-death-cases Count1 Avg-tatal-cases Maximum-death |08 ¢

()22 ~ ©
® E a = 713,007 209 91,718.5 162,804
= Ol 1
o | ol o i
=L =R
= n #
¥F B e s
® ¥ e @

simum-death (Costom) D

e Minimum number of active cases by using min function.

min(ActiveCases)

Add calculated field

min-activate-cases #

min{ActiveCa sesl)

e Todisplay the result, click on the min-active-cases newly created field.

-
ﬁ E 713,007 209 91,718.5 162,804
il

B | | min-activate-cases

£

@ %

e List of Unique Continents by using distinct function.

distinct_count(Continent)
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Edit calculated field

distinct-continets ~

distinct_count(Continent)

e Todisplay the result, click on the distinct-continents newly created field.

[id Quicksight | ¢ eovid-dashboard

Flle Edit Data Insert Sheets Objects Sea

- Bl Y o e~y TB

& Data X ik Visuals X sheet1 v +
Dtaset 100%
SPIGED worldometer data.... ¥ i Total-death-cases Count1 Avg-total-cases Maximum-death
>
713,007 209 91,718.5 162,804
Tty
Min-activate-cases Distinet-continets.

e Total deaths by continent.

sum(TotalDeaths, [Continent])

Add calculated field

Continent-wise-death ~

sum{TotalDeaths, [Continent])

To show the result create a table that has only one column that is continent and then add the field
you have created in the values.
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[id Quicksight | ¥ covid-dashboard

File Edit Data Insert Sheets Objects Search

o (Bl Y 0~ T B

S Data X i Visuals X sheet1 v
Dataset 100%
SPIGED worldometer_data... = Total-death-cases Count1 Avg-total-cases Maximum-death
Q

+ CALCULATED FIELD

., 713,007 209 91,718.5 162,804

= average

= avg-total-cases { Add a dimensiof

Lurn

[rerwera)
= count — Min-activate-cases Distinet-continets Sum of Continent-wise-death by Continent
= countt — Rows Continent-

Q Country/Region D — .

# Deaths/ 1M pop ) 0 7 Afica 22114

= distict-count. Asia 100,627

= distinct-continets Australia/Oceania 281

= maximum-death Europe 205,232

= min-activate-cases North America 220855

# NewCases South America 154,885

# Newbeaths

# NewRecovered

# Population

= ntie

# Serious,Crtical

# Tests/1M pop

# Tot Cases/1M pop

= Total-Death-cases

# TotalCases

e Ratio to total deaths to total cases.

TotalDeaths/TotalCases

Edit calculated field

ratio-death ~#

TotalDeaths/TotalCases

e To show the result place the field you have created into the table values.

t

Eait  Data

- |Bl v # @~ T @
£3 Data »® ik Visuals B Sheet 1
Diataset 100s (T amo [=)
D vwoxlcometer_ data.... e Total-eatn-cases Countt Avg-total-cases Maxinmim-cieatn
@

Pivot table >

+ CALCULATED FiELD

_ 713,007 209 91,718.5 162,804

= average (continens

g totalcases

S cantinert b}
Cantinent-wise-destn b B -

= counc o Min activate cazes Diztinet con Sum of Continent wise death and Sum of Ratio death by Cont...
cauntt

faves continent rati-gaath
O country/Region i (Sum) ampny 13

# Deaths/ 1M pop o ’ Aatrica 22114
distict-count - Asia 100,627

AustratiafOceania 281
[y Eurene 205.232
= min-sctware-cazos Horth America 220,855
HewE e South America 154,885

P NewDsaths

t Sarius.Critical

# e/ 1M pop
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In this lab, we explored the fundamental commands for data management in QuickSight. By using
these commands, users can effectively manipulate and analyze data to uncover valuable insights.

QuickSight's intuitive interface and powerful features make it a valuable tool for data visualization
and analysis in various business scenarios.

Upload a sample data set of your choice into QuickSight.
e Apply all the same command to manage the data.
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= Understand the basics of Amazon EMR and its use cases.

= Learn how to set up and configure an EMR cluster.

= Gain hands-on experience with running big data processing tasks on EMR.
= Explore advanced features and optimizations available in Amazon EMR.

= Basic understanding of cloud computing concepts.

= Familiarity with AWS services, particularly EC2 and S3.

= Basic knowledge of big data processing frameworks like Apache Hadoop and Apache
Spark.

After completing this session, student should be able to:

Set up an Amazon EMR cluster.

Launch and monitor big data processing jobs on EMR.

Understand how to optimize EMR clusters for performance and cost-efficiency.
Interpret the results of big data processing tasks executed on EMR.

Amazon EMR (Elastic MapReduce) is a cloud-based big data platform provided by Amazon Web
Services (AWS). It allows users to process and analyze large amounts of data using popular open-
source frameworks such as Apache Hadoop, Apache Spark, Apache HBase, Apache Flink, and
Presto. EMR simplifies the deployment, management, and scaling of these frameworks by
providing a managed environment in which users can run their big data processing tasks.

Amazon EMR Cluster
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Key features of Amazon EMR include:

e Managed Clusters: EMR automatically provisions and configures the underlying
infrastructure needed to run big data frameworks. Users can easily create, resize, and
terminate clusters as needed.

e Flexible Pricing: EMR offers flexible pricing options, including on-demand pricing,
reserved instances, and spot instances, allowing users to optimize costs based on their usage
patterns.

e Integration with AWS Services: EMR seamlessly integrates with other AWS services such
as Amazon S3 for data storage, Amazon EC2 for compute resources, and AWS Glue for
data cataloging and ETL (Extract, Transform, Load) operations.

e Security and Access Control: EMR provides built-in security features such as encryption
at rest and in transit, IAM (Identity and Access Management) integration for fine-grained
access control, and VPC (Virtual Private Cloud) isolation for enhanced security.

e Monitoring and Management: EMR offers monitoring and management capabilities
through the AWS Management Console, allowing users to monitor cluster performance,
track job progress, and troubleshoot issues.

Step to create AWS EMR:

In this lab, we will focus on learning basic commands for data management within QuickSight.
These commands enable users to perform various data manipulation tasks, such as filtering,
aggregating, and transforming data, to derive meaningful insights.Step 1: Importing COVID-19
Dataset:

Step 1: Sign in to the AWS Management Console

e Open your web browser and navigate to the AWS Management Console
(https://aws.amazon.com/console/).
e Sign in using your AWS account credentials.

Step 2: Setting up an EMR Cluster:

e Inthe AWS Management Console, search for "EMR" in the search bar at the top.

Khawaja Saad Ahmed Butt v
Search results for 'EMR’

Services

ation (7,398) B EMR <r

Knowledge Articles (103)
Marketplace (187)

Blogs (506)

Events (12)

Tutorials (1)

(23 CloudShell Feedback ® 2024, Amazon Web Services, Inc. or its affiliates.
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e In the Amazon EMR console, click on the "Create cluster" button to start the cluster
creation process.

Amazon EMR x Amazon EMR > EMR on EC2: Clusters < @
(]

MR Servertoe Clusters (0) info [c] Create cluster

Filter clusters by status v | [Q Find clusters | Filter clusters by creation date-time | 1 &
¥ EMR on ECZ
en | Clusterio v | Cluster name v | Sstatus v | cCreation time (UTC+05x

Clusters

Notebooks and Git repos No Clusters

Events No Clusters to display.

Block public access

‘< »
Security configurations

¥ EMR on EKS

Virtual clusters

* EMR Studio

Getting Started
Studios
Workspaces (Notebooks)

hell  Feedback

Privacy  Terms

e Add the name of the Cluster.

= Amazon EMR > EMRon EC2: Clusters » Create cluster @ I
]
Create cluster .
¥ Name and applications - required infe Summary infe
Name your cluster and choose the applications that you want to install to your cluster

Name and applications - required -

Name PP q

I EMR-DEMO-CLUSTER] I Name
EMR-DEMO-CLUSTER

Amazon EMR release Infa

A release contains a set of applications which can be Installed on your cluster
Amazon EMR release

[emr 710 ~

emr-7.1.0

Application bundle Application bundle

Spark Interactive (Hadoop 3.3.6, Hive 3.1.3,
Spark Core Flink HBase Presto Trino Custom P ve v X
JupyterEnterpriseGateway 2.6.0, Livy 0.8.0, Spark
Interactive Hadoop
3.5..)
..&_( o iz L aws 1 i i
Spai Tl rasisc || presto = trino Cluster configuration - required
- - - Uniform instance groups
[[] AmazonCloudWatchAgent [] Flink 1.18.1 [] HBase 2.4.17
Primary (m5.xlarge), Core (m5 Alarge), Task
1.300032.2

{msxlarge)

e Select the software applications you want to include in your cluster. You can choose from
popular frameworks like Hadoop, Spark, and others. I have selected Spark.

Amazon EMR release Info
A release contain

et of applications which can be installed on your cluster.

emr-7.1.0 -

Application bundle

Spark Core Flink HBasze Presto Trino Custom
Interactive Hadoop

Soan Rt é i e, presto. 2 trino s
1 AmazonCloudWatchAgent ] Flink 1.18.1 1 HBase 2.4.17

1.300032.2

HCatalog 3.1.3 Hadoop 3.3.6 Hiwve 3.1.3

Hue 4.11.0 JupyterEnterpriseGateway 2.6.0 [ JupyterHub 1.5.0

Livy O.8.0 ] MxXMNet 1.9.1 1 Cozie 5.2.1
Phoenix 5.1.3 ] Pig O.17.0 [ Presto 0.284
Spark 3.5.0 1 Sqgoop 1.4.7 [1 TensorFlow 2.7117.0

| [

Tez 0.10.2
ZookKeeper 3.9.1

Trino 435 Feppelin O.10.1

AWS Glue Data Catalog settings

3 Catalog to provide an external metastore for your application.
[ Use for Hive table metadata
1 Use for Spark table metadata
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e Configure the number of instances and instance types based on your workload and
performance requirements.

Uniform instance groups

Primary
Choose EC2 instance type

m5.xlarge Actions w

4vwCore 16 GIB memory  EBS anly storage v
On-Demand price: $0.192 per instance/hour
Lowvest Spot price: $0.080 (us-east-11)

[] Use high availability
Launch highly available, more resilient cluster with three primary nedes on On-Demand Instances. This configuration applies for the
lifetime of your cluster. Learn maore [

p MNode configuration - optional

Core
Choose EC2 instance type

m5.xlarge Actions w

4vwCore 16 GIB memory  EBS anly storage v
On=Demand price: $0.192 per instance,/hour
Lowvest Spot price: $0.080 (us-east-11)

» Mode configuration - optional

e Define core nodes you want to add in your task.

¥ Cluster scaling and provisioning - required info
Choose how Amazon EMR should size your cluster.

Choose an option

0O Set cluster size manually () Use EMR-managed scaling () Use custom automatic
Use this option if you know your Monitor key workload metrics so sealing
workload patterns in advance. that EMR can optimize the cluster To programmatically scale core

size and resource utilization. and task nodes, create custom
automatic scaling policies.

Provisioning configuration

Set the size of your core instance group. Amazon EMR attempts to provision this capacity when you launch your

cluster.
Mame Instance type Instance(s) size Use Spot purchasing option
Core m5.xlarge ] - 0
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e Define network area which you want to create your cluster.

» Networking - required infe

Choose the network settings that determine how you and other entities communicate with your cluster.

wvirtual private cloud (WVPC)  Info

|\-'pc—04890b26?3355c?05 | | Browse | | Create VPC [ |

Subnet Info

|5ubnet—0281?3db63502232f | | Browse | | Create subnet [A |

» ECZ security groups (firewall)

e Click on create key pair.

v Security configuration and EC2 key pair info
Choose a security configuration or create a new one that you can reuse with other clusters.

Security configuration
Select your cluster encryption, authentication, authorization, and instance metadata service settings.

|Q Choose a security configuration || c | | Browse [4 || Create security configuration [7 |

Amazon ECZ key pair for SSH to the cluster  Info

| Q Enter a key name or choose Browse to select an Amazon EC... | | Browse | I Create key pair & I

A, You haven't entered an EC2 key. If you're outside a VPN and want to enable SS5H or use Hue SQL assistant
with this cluster, you must enter an EC2 key.

e Add the name of the cluster and choose the private key format and then click on create key
pair.

Create key pair we

Key pair
A key pair, consisting of a private key and a pulblic key, is a set of security oedentials that you use to prove your identity when connecting to
an instance.

Maime
new-pair-cluster I
The name can include up to 255 ASCH characters. It can’t include leading or trailing spaces.

Key pair type infa

| O RSA | | y ED25519 |

Private key file Format
Oy pem

o ppk

For use with PuTTY

Tags - optiorndgl

Mo tags associated with the resource.

Add new tag

You can add up to S0 more tags

Camest ;
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e Click on browse and select the key pair.

 Security configuration and EC2 key pair o

Choose a security con ﬁgu*a tion or creabe a new one that you can reuse with other dusters.

Security configuration
Lelect yar clustes EnNCrypoion, authentication, authonzation, and instance metadata service set tll'l':'| s

|Q Choose a security configuration || _

| Browse [ | | Create security configuration [ |

Amazon EC2 key pair for S5H to the duster  info

L new-pair-cluster po4 | Browse || Create key pair [4 |

e Click on “create a service role” if you want to create the cluster for the first time.

Amazon EMR service role infe

The service role is an 1AM role that Amazon EMR assumes bo provision resources and perform servica-lesssl actions with other AWS
serwices

3 Choose an existing service role 0 Create a service role
Sealect a default service role or a custom role with LA Let amazon EMR create a new service role so that you
policles attached so that your cluster can Interact with can grant and restrict acosss bo resowrces in other NS
other AME services. services.

Metworking rescources
We've already added the resources that you cox '|ﬁg_IEﬂ in the Networking section. Choose the vPC, sulbnet, and sacurity growps that the
serwice nile can acoess.

Wirtwal Private Cloud {(WPC)

Choose one ar more VPCs -
Subnet
Choose ofte ar mare subvets -

Security group

Choose one or imore security groups -

e Now, click on “Create an instance profile”.

EC2 instance profile for Amazon EMR

The instance profile assigns a role to every ECZ instance in a cluster. The instance profile must specify a role that can access the
resources for your steps and Dootstrap actions.

3 Choose an existing instanoe profile ) Create an instance profile
Sealect a default role or a custom instance pr afile with Let amazon EMR create a new instance profile so that
LM policles attached so that your cluster can nteract wou can specify a custom set of resowrces for it to access
with your resources in Amazon S3. In Anmazon S5,

53 bucket access Info
D Specific 53 buckets or prefixes in your account Info
Chooss the buckets or prefixes that you want this instance profile to access.
3 aAll S3E buckets in this account with read and write access
Gramt the instance profile access to all buckets that have read and write access enabled in your acoount
53 buckets
wWe've already added the resources that you co '.hg_ue:l in the Cluster Logs section. Choose the 53 buckets and bucket pr efixas where

wou store Logs and data for youwr duster, bootstrag actions, and steps.

53 URI

| Qy  sEBucket S prefiv/obiect

53 bucket Prefix Permission

aws-logs-B5172537... elasticmapreduce Read and write

n logs
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e Select the S3 bucket where you want to store the EMR logs.

53 buckets
Wa've al-sa-:ly added the resources that YOl O '|f'|g_|E':| in the Cluster l:-gs saction. Choose the 53 buckets and bucket F'Eﬁ.‘ES whera
Vo Shore If_-r_Js. and data for your cluster, bootsirap actions, and steps.

53 URI
Q, s3:/my-folder-for-imagd b4 | | View [ | | Browse 53 | | Add |
53 bucket Prefix Permission

aws-logs-B5172557... elasticmapreduce Read and write

Inherited from Cluster iogs

e Once you are satisfied with the settings, click on the "Create cluster” button to launch the
"MyEMRCluster".

Summary nfe

Name and applications - required -

Name
updated

Amazon EMR release
emr-7.1.0

Application bundle

Spark Interactive (Hadoop 3.2.6, Hive 3.1.3,
JupyterEnterpriscGateway 2.6.0, Livy 0.8.0, Spark
35.)

Cluster configuration - required

Uniform instance groups
Primary (m5.xlarge), Core (mS.xlarge)

Cluster scaling and provisioning -
required

Provisioning configuration
Core size: 2 instances v
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e Cluster is created successfully.

Serviees | Q Searc

B & @0 @

M. Virginia v

Your cluster “new-updated-cluster” has been successfully created.

Notifications @0 A0 @2 @0 @0

AmazonEMR 5 EMRon EC2: Clusters % new-updated-cluster

new-updated-cluster Updated less than a minute ago | Terminate | [ CloneinAws ci_| [ clone |

» Summary

Cluster info Applications Cluster management Status and time

Cluster ID Amazon EMR version Log destination in Amazon §3 Status
j-30DOOEBEKCIS emr-7.1.0 @ Waiting
Cluster configuration Installed applications Creation time

Instance groups e 3.1.3, JupyterEnterpriseGateway 2.6.0,

May 08, 2024, 20:58 (UTC+05:00)

Capacity
1 Primary 2 Core 0 Task

Elaps
15 minute:

Connect to the

Properties Bootstrap actions Instances (Hardware) Steps x Confi itoring Events Tags (1)

Operating system ire Cluster logs fo Cluster termination and node replacement o

[ CloudShell  Feedback ® 2024, Amazon Web Services, Inc. drifs afflisted. (11 Brivicy) o (Terma (¢ CooMepeafirences B

B A R =

e Configure Security Group:
o Go back to the EC2 dashboard.
o Select the EC2 instance you want to enable SSH from.
o Inthe details pane at the bottom, find the "Security groups" section and click on the
security group associated with your EC2 instance.
In the security group settings, click on the "Inbound rules" tab.
Click on "Edit inbound rules” to modify the rules.
Click on "Add rule".
For the type, select "SSH".
In the "Source" field, specify the IP address range or the security group of your
EMR cluster master node. You can also use the Public DNS of the EMR master
node if it has a static IP address.
e In cluster management click on connect to the primary node cluster using SSH.

o O O O O

Cluster management

Log destination in Amazon 53

aws-logs-851725370789-us-east-1 felasticmapreduce
Persistent application Uls

Spark History Sorver [

YARN timeline server [4

Toz Ul [A

Primary node public DNS
or2-44-203-32-2 34 compute-1.2mazonaws.com

|-::.~nn-;-;.t to the Primary node wsing 55H I

Connect to the Primary node wsing S5M [
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e From windows copy the host name.

Connect to the primary node using SSH x

You can connect to the Amazon EMR primary node using S5H to perform actions like running interactive gueries,
examining log files, submit Linux commands, and view web interfaces hosted on Amazon EMR clusters. Learn more [4

Windows Mac/Linux

1. Download PuTTY.exe to your computer From:
hitps:/ fSweanw chiarkgreenend.org.ukf~sgtatham/putty/latest html [

2. Start PuTTY.

2. In the Category list, choose Session.

4. In the Host Mame field, nnmrl hadoop@ec2-44-283-32-234 . compute-1. amazonaws . com I

5. In the Category list, expand Connection > S5H, and then choose Auth.

&. For Private key file for authentication, choose Browse and select the private key file { hasnainhyder121212.ppk )
that you used to launch the cluster.

7. Select Opon.

B. Select Yes to dismiss the security alert.

Wiew web interfaces hosted an Amazon EMR clusters [

e Open PuTTY paste the host name.

#2 PuTTY Configuration ? >
Category:
= S;ssinn | Basic options for your PuTTY session |
S Ter I_.uglging Specify the destination you want to connect to
Tﬂl‘:;:buard Host Mame (or IP address) Port
- Bell |-2ﬂ3—32—234.cumpute-'l .amazunaws.cun‘” |22 |
- Features Connection type:
£ Window @5SSH (O Seial (O Other: | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
[+~ Selection |
- Coolours
[=- Connection Default Settings load
- Data
- Proxy Save
- 55H
. Serial Delete
- Telnet
- Rlogin
- SUPDUP Close window on exit:
() Mways () Never (®) Only on clean exit
oot | 1ok Coce
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e Load the private key associated with your EMR for authentication.

#2 PuTTY Configuration ? it

Categaory:
- Keyboard - Credentials to authenticate with

- Bell Publickey authentication
- Features ) ] o
Private key file for authentication:

—I- Window
- Appearance |C:'-.Llsers'-.FF‘E'-.D:::wnIu:uads'-hasnainh'_.'der| I Browse. .. I

- Behaviour Cerificate to use with the private key (optional):
- Translation |
+- Selection
i... Colours
—I- Connection
.. Data
Dee |
= S5H
o Kex
- Host keys
- Cipher
3 Auth
Credenti:
L. GSSAPI

| Browse...

Plugin to provide authentication responses

Plugin command to nun

About Help Open Cancel

e Click on open you will connect to the EMR.

EE hadoop®@ip-172-31-11-182:~ — O ¥

M

E
E
F

M:

M

M:

M:

M

M:cz::
iciciciciclvlcl

M E
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Conclusion

Amazon EMR offers a powerful platform for processing big data workloads in the cloud. By
leveraging its managed infrastructure and integration with popular big data frameworks, users can
efficiently analyze large datasets without the overhead of managing underlying infrastructure.
Through this lab, participants have gained practical experience in setting up, configuring, and
optimizing EMR clusters, enabling them to tackle real-world big data challenges more effectively.

Exercise

e Launch an Amazon EMR cluster with the following specifications:

e Instance type: mb5.xlarge

e Software configuration: Apache Spark

e Input data: Sample dataset stored in an Amazon S3 bucket

e Submit a Spark job to process the input data and calculate basic statistics (e.g., count,
average, etc.).

e Monitor the job execution through the EMR console and analyze the output results.
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Future Recommendation of Course:

The course should introduce a dedicated module on machine learning in the cloud, where students
learn to apply and deploy advanced machine learning algorithms using AWS services like Amazon
SageMaker. This module would cover various aspects of machine learning from data
preprocessing and model training to deployment and scalability, providing hands-on experience
with real-world datasets and scenarios.

Furthermore, to ensure that students are equipped with the latest skills and knowledge, the course
should continuously incorporate emerging technologies and frameworks that are gaining
importance within the tech community. By doing so, the program will not only enhance its
relevance but also increase the employability of its graduates in a competitive job market.

This approach ensures that students not only understand the infrastructure aspects of cloud
computing but also are proficient in using these platforms for developing sophisticated machine
learning models, thus aligning the course with the latest industry trends and technological
advancements.
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