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          SUKKUR IBA UNIVERSITY 

Theory Outline 

 

Cloud Computing 

 

Program: Boot camp  Semester:  

Credit Hours:  
Instructors: Dr. Gulsher Ali & Engr. Hasnain 

Hyder 

Pre-requisite Courses:  Post-requisite Courses:  

Co-requisite Courses: None 
e-mail: gulsher@iba-suk.edu.pk & 

engr.hasnainhyder@gmail.com 

Office Hours: 9:00 AM to 5:00 PM 

Consulting Hours:  

Wednesdays 09:00 AM to 11:00 AM 

Thursdays    09:00 AM to 11:00 AM 

 

EVALUATION  

1. Quiz 10%  

2. Project 20%  

3. Assingment 20%  

4.  Mid Term 20% 

5.  Final Examination 30% 

 
RECOMMENDED BOOKS: 

S. No Book Name Author/s Name 
Publisher Name & Edition 

 

1. Cloud Computing 
Sandeep Bhowmik 

 
Cambridge 

2. 
Amazon Web Services in 

action 

Andreas Wittig  

Michael Wittig  
 

mailto:gulsher@iba-suk.edu.pk
https://www.pearson.com/en-us/subject-catalog/p/artificial-intelligence-a-modern-approach/P200000003500/9780134610993
https://www.pearson.com/en-us/subject-catalog/p/artificial-intelligence-a-modern-approach/P200000003500/9780134610993
https://web.cs.ucla.edu/~srinath/static/pdfs/AIMA.pdf
https://web.cs.ucla.edu/~srinath/static/pdfs/AIMA.pdf
https://web.cs.ucla.edu/~srinath/static/pdfs/AIMA.pdf
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REFERENCE BOOKS: 
 

 

Brief Description of the Course: 

 
The Cloud Computing Bootcamp at Sukkur IBA University is designed as an in-depth, engaging educational 

experience, specifically centered on Amazon Web Services (AWS), the world’s most comprehensive and broadly 

adopted cloud platform. This course is created for those looking to extensively understand cloud technology and 

build a career in cloud infrastructure, system security, or network architecture. 

Starting with the core principles of  cloud computing, this program meticulously explains the various service models 

of  cloud computing, including Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a 

Service (SaaS). Participants will learn about the evolution of  cloud computing, its fundamental characteristics, and 

the significant benefits it offers to businesses, illustrated through real-world case studies and examples from various 

industries. 

As the course progresses, students will understand more about Amazon Web Services, studying its diverse and 

dynamic range of  services such as Amazon EC2 for virtual servers, AWS Lambda for serverless computing, Amazon 

S3 for scalable storage, Amazon RDS for database management, and Amazon VPC for secure and isolated cloud 

networking. Each module is designed to build on the previous one, ensuring a consistent and comprehensive 

understanding of  how each AWS service integrates and operates within the cloud ecosystem. 

Further into the course, more complex topics are introduced, such as data analytics and big data processing on AWS. 

Using Amazon Athena, participants will learn how to perform serverless queries on large datasets, and with Amazon 

Redshift, they will explore data warehousing applications. The course also covers modern containerization 

technologies, where students learn to use Docker along with Amazon ECS for deploying and managing scalable 

applications in production environments. 

Advanced topics also include detailed strategies for managing and optimizing AWS costs—a critical skill for any 

cloud professional. Participants will learn to navigate the complex pricing models of  AWS services, utilize cost-

management tools like AWS Budgets and Cost Explorer, and implement best practices for reducing expenses while 

maximizing cloud resource efficiency. 

The course is rigorously evaluated through continuous assessments that include quizzes, hands-on assignments, and 

a comprehensive project that challenges students to design and deploy a full-scale cloud solution using AWS. This 

project-based approach not only reinforces the learning objectives but also enhances the participants’ problem-

solving skills and readiness for industry-specific challenges. 

Upon completion of  the Cloud Computing Bootcamp, participants will possess a thorough understanding of  AWS 

cloud technologies and be well-prepared to take AWS certification exams, paving the way for successful careers in 

the rapidly evolving domain of  cloud computing. 

1. 
Cloud Computing: From 

Beginning to End 
 Ray J. Rafaels     

2. 
Cloud Computing: Concepts, 

Technology & Architecture 
 Thomas Erl.    

https://web.cs.ucla.edu/~srinath/static/pdfs/AIMA.pdf
https://web.cs.ucla.edu/~srinath/static/pdfs/AIMA.pdf


4 | P a g e  
 

Detailed Course Outline: 

 

Week No. Topic Name Assign/Quizzes 

Week No. 1 

Introduction to Cloud Computing  
 Definition and Evolution of Cloud Computing  

 Characteristics and Benefits of Cloud 
Computing 

 Cloud Service Models: IaaS, PaaS, SaaS 

 Major Cloud Service Providers Overview: 
Amazon Web Services (AWS), Google Cloud, 
Microsoft Azure etc. 

 Advantages of Cloud Computing for Businesses 

 Case Studies and Real-world Examples 
o Successful Implementations of Cloud 

Computing in Various Industries 
o Lessons Learned and Best Practices 

 

Week No. 2 
 

Introduction to Amazon AWS 

 History and Growth of AWS  

 AWS Global Infrastructure: Regions, Availability 
Zones  

 AWS Core Services Overview  
o Compute Services: 

 Amazon EC2 (Elastic Compute 
Cloud): Virtual servers in the cloud. 

 AWS Lambda: Serverless compute 
service for running code in response 
to events 

o Storage Services: 

 Amazon S3 (Simple Storage Service): 
Object storage for the internet 

 

 

o Database Services: 

 Amazon RDS (Relational Database 
Service): Managed relational 
databases 

 Amazon DynamoDB: Fully 
managed NoSQL database service 

o Networking Services: 

 Amazon VPC (Virtual Private 
Cloud): Isolated virtual networks in 
the cloud 

o Security Services: 

 AWS Identity and Access 
Management (IAM): Identity 
management and access control 

 AWS Key Management Service 
(KMS): Managed encryption keys 
for data encryption at rest and in 
transit 
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Week No. 3-
4 

Amazon Elastic Compute Cloud (EC2) 

 Understanding EC2 Instances: Types, Amazon 
Machine Image (AMI), and Instance Lifecycle 

 EC2 Instance Storage Options: EBS and 
Instance Store 

 Security Groups and Key Pairs in EC2 

Amazon Lambda and Serverless Computing  
 Introduction to AWS Lambda: Serverless 

Compute Service 

 Creating and Deploying Lambda Functions 

 Event Sources and Triggers for Lambda 
Functions 

 Hands-on Lab: Dynamic Image Resizing: 
Using Node.js, AWS Lambda, and S3 

Amazon Simple Storage Service (S3) 

 Introduction to Amazon S3 

 Working with Buckets and Objects 

 Versioning, Lifecycle Policies, and Encryption in 
S3 

 

Week No. 5 

Amazon Relational Database Service (RDS) 

 Overview of Amazon RDS: Managed Relational 
Database Service 

 Advantages of using Amazon RDS over 
traditional self-hosted databases 

 Use cases for Amazon RDS: Transactional 
databases, data warehousing, and more 

 Supported Database Engines 

 Overview of supported database 
engines in Amazon RDS: MySQL, 
PostgreSQL, Oracle, SQL Server, 
MariaDB, and Amazon Aurora 

 Key features and differences between 
supported engines 

 Factors to consider when choosing a 
database engine for specific use cases 

Introduction to Amazon DynamoDB 

 Overview of Amazon DynamoDB: Fully 
managed NoSQL database service 

 Key features and benefits of DynamoDB: 
Scalability, high availability, low latency, and 
flexible data model 

 Use cases for DynamoDB: Real-time analytics, 
IoT, and more 

 
Quiz 

Week No. 6 

Amazon Virtual Private Cloud (VPC) 

 Introduction to Amazon VPC: Networking 
Basics 

 VPC Components: Subnets, Route Tables, 
Internet Gateways 

 VPC Peering, VPN Connections, and Direct 
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Connect 
Introduction to Amazon Simple Notification Service 
(SNS) 

 Overview of Amazon SNS: Fully managed 
pub/sub messaging service 

 Use cases for SNS: Push notifications, event-
driven architecture, and application-to-
application messaging 

 Features of SNS: Topics, Subscriptions, 
Publishers, and Subscribers 

Amazon Identity and Access Management (IAM) 

 Overview of AWS Identity and Access 
Management (IAM) 

 IAM Users, Groups, Roles, and Policies 

 Best Practices for IAM Security and Access 
Control 

Week No. 7 

Introduction to Amazon CloudWatch 

 Overview of Amazon CloudWatch: Monitoring 
and observability service for AWS resources and 
applications 

 Key features of CloudWatch: Metrics, Alarms, 
Logs, Events, and Dashboards 

 Benefits of using CloudWatch for monitoring, 
troubleshooting, and resource optimization 

 CloudWatch Metrics and Alarms 

 Creating custom metrics and collecting data 
from EC2 instances, RDS databases, S3 buckets, 
etc. 

 CloudWatch Alarms: Setting up notifications 
and automated actions based on metric 
thresholds 

Introduction to AWS CloudTrail 

 Overview of AWS CloudTrail: Logging and 
auditing service for tracking user activity and 
API usage across AWS accounts 

 Use cases for CloudTrail: Security and 
compliance auditing, troubleshooting, and 
operational monitoring 

 Key features of CloudTrail: Trails, Events, 
Insights, and Integrations 

Integrating CloudWatch with CloudTrail 
 Using CloudWatch Metrics and Alarms to 

monitor CloudTrail events and API activity 

 Creating CloudWatch dashboards and 
visualizations to track CloudTrail log data and 
metrics 

 

 Setting up CloudWatch Alarms to detect security 
incidents and unauthorized access detected by 
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CloudTrail 

Week No. 8 

Introduction to Docker 

 Overview of Docker: Containerization platform 
for building, shipping, and running applications 

 Advantages of containerization: Portability, 
consistency, scalability, and resource efficiency 

 Key components of Docker: Docker Engine, 
Docker Images, Containers, and Registries 

 Docker Images and Containers 
o Docker Images: Immutable templates 

containing application code, runtime, 
libraries, and dependencies 

o Docker Containers: Runnable instances 
of Docker images isolated from the host 
system and other containers 

o Working with Docker Hub: 
Discovering, pulling, and pushing 
Docker images from/to Docker Hub 
registry 

 Docker Networking and Volumes 
o Docker Networking: Connecting 

containers to each other and to external 
networks using bridge, host, or overlay 
networks 

o Docker Volumes: Persistent storage for 
container data and configuration files, 
ensuring data durability and portability 

 Docker Security and Best Practices 
o Container Security Considerations: 

Image vulnerabilities, runtime security, 
and isolation 

o Best Practices for Docker Security: 
Container image scanning, least 
privilege principle, and security policies 

Quiz 2 
 

Week No. 9 

Data Analytics on AWS 

 Introduction to Data Analytics 

o Overview of Data Analytics: Process 

of examining data sets to uncover 

insights, trends, and patterns 

o Importance of data analytics for 

business decision-making, 

optimization, and predictive analysis 

o Key components of a data analytics 

pipeline: Data collection, storage, 

processing, analysis, and visualization 

 AWS Data Analytics Services Overview 

o Amazon Athena: Serverless query 

service for analyzing data in Amazon 

S3 using standard SQL 

Assignment 
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o Amazon Redshift: Fully managed data 

warehouse service for analytics at 

scale 

 Data Analysis with Amazon Athena 
o Querying data in Amazon S3 using 

SQL with Amazon Athena 
o Creating tables, partitions, and 

views in Athena for efficient data 
analysis 

o Analyzing large datasets and 
optimizing queries for performance 
and cost 

Week No. 10 

AWS EMR and Big Data Processing 

 Introduction to AWS EMR (Elastic 

MapReduce): 

o Overview of EMR and its role in big 

data processing. 

o Understanding Hadoop and Spark 

clusters. 

 AWS EMR Components: 

o Hadoop, Spark, HBase, Hive, Presto, 

and other supported frameworks. 

 Using AWS EMR: 

o Launching and configuring EMR 

clusters. 

o Integrating with Amazon S3 for data 

storage. 

o Running Hadoop and Spark jobs. 

 

 Optimizing Performance: 

o Best practices for optimizing EMR 

performance. 

o Instance types, cluster sizing, and 

resource allocation. 

o Monitoring and debugging EMR 

clusters. 

o Network configuration and access 

controls. 

 Integration with Other AWS Services: 

o S3 for data storage. 

o AWS Glue for ETL (Extract, 

Transform, Load) tasks. 

o Amazon Redshift for data 

warehousing. 

o Amazon Athena for ad-hoc querying. 

 Hands-on Lab: Configuring AWS EMR 
o Execute Hadoop and Spark jobs on the 

EMR clusters, working with sample 

datasets and analyzing the results. 
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o Integrate EMR with other AWS 

services like S3, Glue, and Athena, 

performing tasks such as data 

ingestion, transformation, and 

analysis. 

Week No. 11 

Amazon QuickSight and Data Visualization 
 Introduction to Amazon QuickSight 

o Overview of Amazon QuickSight: 
Fully managed business intelligence 
(BI) service for data visualization 
and analytics 

o Key features of QuickSight: 
Interactive dashboards, ad hoc 
analysis, ML-powered insights, and 
embedded analytics 

o Benefits of using QuickSight for 
visualizing and exploring data from 
various sources 

 Data Visualization with Amazon QuickSight 
o Connecting to data sources: Amazon 

S3, Amazon Redshift, Amazon RDS, 
Amazon Athena, etc. 

o Building interactive dashboards and 
visualizations using drag-and-drop 
interface 

o Creating charts, graphs, tables, and 
custom visuals to represent data 
insights effectively 

 Advanced Analytics with Amazon 
QuickSight 

o Applying advanced analytics 
features: Forecasting, anomaly 
detection, trend analysis 

o Using machine learning insights to 
automatically discover hidden 
patterns and outliers in data 

o Incorporating geospatial analysis 
and custom calculations in 
QuickSight visualizations 

 

Week No. 12 

AWS Cost Management and Optimization 
 Overview of AWS Pricing Models (On-

Demand, Reserved Instances, Spot 
Instances) 

 Understanding AWS Billing and Cost 
Management Tools 

 Cost Allocation and Tagging Strategies 
 Cost Optimization Best Practices (Right 

Sizing, Instance Utilization, Reserved 
Instances) 
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 Monitoring and Analyzing AWS Costs with 
Cost Explorer 

 Budgeting and Forecasting AWS Spending 
Advanced Container Orchestration with Amazon 
ECS and EKS 

 Introduction to Amazon Elastic Container 
Service (ECS) and Elastic Kubernetes 
Service (EKS) 

 Container Orchestration Concepts: Task 
Definitions, Services, Pods, and 
Deployments 

 Container Networking and Service 
Discovery in ECS and EKS 

 Autoscaling and Load Balancing for 
Containers 

 Advanced Container Security Best Practices 
 Observability and Monitoring for 

Containerized Applications 

Week No. 13 Project Submission 
Project 

Presentation 

 

 

 

Approvals 

 

Prepared by Approved by 

Dr Gulsher Ali 
Engr. Hasnain Hyder 
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Lab Module Description: 

 

In this comprehensive course, students will embark on an immersive journey into the world of Amazon 

Web Services (AWS), gaining practical, hands-on experience in building, configuring, and managing 

various AWS services. Through a series of interactive labs, participants will develop a robust 

understanding of cloud computing principles and AWS infrastructure. 

 

The course begins with an introduction to AWS infrastructure, where students will learn to provision 

virtual servers (EC2 instances) on AWS using different operating systems. From there, they will 

explore into data storage and management, mastering the utilization of Amazon S3 for storing and 

serving website content, as well as exploring advanced functionalities like image recognition and 

dynamic image resizing. 

 

Networking and security are paramount in any cloud environment, and participants will acquire 

essential skills in configuring Virtual Private Clouds (VPCs) with public and private subnets, alongside 

setting up and managing Relational Database Service (RDS) instances for secure database 

management. 

 

Monitoring and management of AWS resources are critical for ensuring optimal performance and 

security. Through labs focusing on AWS CloudWatch and CloudTrail, students will gain insights into 

monitoring, troubleshooting, and auditing AWS environments effectively. 

 

Containerization is the integral parts of modern application development and deployment. Students will 

receive a comprehensive introduction to Docker containerization technology and learn to deploy 

Docker containers on AWS EC2 instances for scalable and flexible application deployment. 

 

In the realm of data analytics and visualization, students will build real-time data pipelines using 

Amazon Kinesis services, enabling them to analyze streaming data effectively. Additionally, they'll 

harness the power of Amazon QuickSight for creating interactive visualizations and dashboards to 

derive insights from large datasets. 

 

Throughout the course, participants will engage in hands-on labs, reinforcing theoretical concepts with 

practical applications. These labs are designed to simulate real-world scenarios, providing learners with 

invaluable experience and skill development. 

 

At the end of course, students will emerge equipped with the knowledge and proficiency to deploy and 

manage various AWS services confidently. Whether aspiring cloud engineers, developers, or IT 

professionals, this course will empower participants to navigate the AWS ecosystem with ease, 

preparing them for success in the ever-evolving field of cloud computing. 
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Lab Module Outline: 

 

 

Lab Module No. Title 

1 Building Windows, Ubuntu, and Linux Infrastructure on AWS EC2 

2 Amazon AWS S3 for Website Storage 

3 Image Recognition on Images in S3 Using Amazon Rekognition 

4 Dynamic Image Resizing: Using Node.js, AWS Lambda, and S3 

5 Setting up a VPC with Public and Private Subnets on AWS 

6 
Hands-On DynamoDB: Table Creation, Data Insertion, Indexing, and 

Querying 

7 Setting Up RDS on Amazon AWS 

8 AWS CloudWatch Monitoring Lab 

9 Introduction to AWS CloudTrail 

10 Introduction to Simple Notification Service (SNS) 

11 Introduction to Docker 

12 Docker on AWS EC2 

13 Docker Custom Images Exploration 

14 Docker Custom Images with Online Website Templates 

15 
Building a Data Pipeline with Amazon Kinesis Streams, Kinesis Data 

Firehose, and Amazon S3 

16 AWS Party Rock Lab 

17 Introduction to Amazon QuickSight Visualization 

18 Visualizing COVID-19 Data using Amazon QuickSight 

19 QuickSight Basic Commands for Data Management 

20 Introduction to Amazon EMR Configuration 
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Lab Module #1: Building Windows, Ubuntu, and Linux Infrastructure on AWS 

EC2 

Course Instructor: Dr. Gulsher Baloch  

                                 Engr. Hasnain Hyder  

 

 

Name: _________________________ 

 

CMS ID: _______________________ 
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Objectives                                                                                                  

 To introduce students to Amazon Web Services (AWS) Elastic Compute Cloud (EC2) and its 

capabilities. 

 To familiarize students with the process of provisioning Windows instances on AWS EC2. 

 To provide hands-on experience in configuring Windows instances, including network settings, 

security groups, and storage options. 

 To enable students to access and manage Windows instances remotely using Remote Desktop 

Protocol (RDP).  

Pre-requisites                                                                                                   

 An active AWS account with appropriate permissions to access EC2 services. 

 Basic understanding of cloud computing concepts and AWS services. 

 Familiarity with Windows operating system. 

 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Practical Skills: Gain hands-on experience in setting up and configuring Windows instances 

on AWS EC2. 

 Cloud Understanding: Deepen comprehension of cloud fundamentals, tailored to Windows 

environments on AWS. 

 

Introduction                                                                                                  

In today's digital landscape, cloud computing has become an integral part of numerous industries, 

offering scalability, flexibility, and cost-effectiveness. Amazon Web Services (AWS) provides a wide 

range of services tailored to meet various computing needs. Among these services, Amazon EC2 

(Elastic Compute Cloud) stands out as a powerful tool for provisioning virtual servers in the cloud. 

This lab aims to demonstrate how to set up a Windows instance using Amazon EC2, empowering users 

to leverage cloud computing for their Windows-based applications and workloads. 

Amazon EC2                                                                                                 

Amazon EC2 (Elastic Compute Cloud) is a web service provided by Amazon Web Services (AWS) 

that enables users to rent virtual computers (instances) on which to run their own applications. EC2 

provides scalable computing capacity in the cloud, allowing users to quickly scale up or down based 

on demand. 

Key features of EC2 include: 

 Scalability: Users can easily increase or decrease the number of instances they are running to 

match the computing demands of their applications. 

 Flexibility: EC2 offers a wide selection of instance types with varying CPU, memory, storage, 

and networking capabilities to accommodate diverse workloads. 
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 Security: EC2 provides a range of security features, including network isolation, security 

groups, and encryption options, to ensure the confidentiality and integrity of data. 

 Elasticity: Users can automatically scale their EC2 instances based on predefined conditions 

using features such as Auto Scaling, ensuring optimal performance and cost efficiency. 

 Pay-as-you-go Pricing: EC2 follows a pay-as-you-go pricing model, allowing users to pay 

only for the compute capacity they consume, without any upfront commitments or long-term 

contracts. 

 

Steps to Create a Windows EC2 Instance                                                                                          

In this lab, we will establish instances of both Windows and Ubuntu operating systems within the 

Amazon Web Services (AWS) Elastic Compute Cloud (EC2) environment. This process involves 

creating virtual machines (instances) running these respective operating systems on AWS 

infrastructure. Throughout the lab, we'll provide step-by-step instructions to set up and configure these 

instances effectively. By the end, participants should have a solid understanding of deploying and 

managing both Windows and Ubuntu instances on AWS EC2. 

The following Steps will be taken to create the instances: 

Step 1: Sign in to the AWS Management Console: 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Access EC2 Dashboard: 

Once logged in, click on search, write “EC2” , and select "EC2" section. 
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 After Clicking Instances (running) 

 

 Click on the "Launch Instance" button to initiate the instance creation process. 

 

 
 Write the name and tags as (window) 
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 Choose AMI (Amazon Machine Image): 

o In the "Choose an Amazon Machine Image (AMI)" section, select a Windows AMI from 

the provided list. You can filter the AMIs based on the Windows edition and version 

you require. 

 

 Choose Instance Type: 

o Select an instance type based on your computing requirements. Consider factors such 

as CPU, memory, storage, and network performance. 

 

 Create Key Pair: 

o If you have not already created a key pair, you will be prompted to create or select an 

existing key pair. This key pair is essential for securely accessing your Windows 

instance. 
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 Configure Instance: 

o Configure instance details such as the number of instances, network settings, subnet, 

security groups, etc. Ensure that the configurations align with your requirements. 

 

 Add Storage: 

o Specify the storage requirements for your instance. You can add additional volumes if 

needed. Adjust the size and type of storage based on your application's demands. 

 

 Review and Launch: 

o Review all the configurations you have made for your instance. Once verified, click on 

the "Launch" button. 

 Launch Instance: 

o After selecting a key pair, click on the "Launch Instances" button to initiate the 

instance launch process. 

 Accessing the Windows Instance: 

o Once the instance is launched successfully, you can access it using Remote Desktop 

Protocol (RDP) or other remote access methods. Retrieve the public IP address or 
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public DNS of the instance from the EC2 dashboard and use it to establish an RDP 

connection. 

 

 

Final Output 

 

Lab Exercises   

 

1. Create an Ubuntu and Linux instances on AWS EC2. 
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Name: _________________________ 
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Objectives                                                                                                  

 Familiarity with Amazon Simple Storage Service (S3). 

 Understand the fundamental concepts of object storage. 

 Learn how to create S3 bucket and acquire knowledge on uploading objects to S3. 

 Discover various approaches to access S3 objects 

Pre-requisites                                                                                                   

 An active AWS account with access to the AWS Management Console. 

 Basic knowledge of cloud computing concepts. 

 Basic understanding of file storage and management. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Understand the fundamentals of Amazon S3. 

 Be able to create S3 buckets. 

 Know how to upload objects to S3. 

 Understand and apply S3 permissions. 

 Access S3 objects using various methods. 

Introduction                                                                                                  

Amazon S3 is a widely-used object storage service that offers scalability, durability, and low-latency 

access to data. It is designed to store and retrieve any amount of data from anywhere on the web. S3 

allows you to store and retrieve data through a web interface, APIs, or SDKs, making it suitable for a 

wide range of use cases, including backup and restore, data archiving, web hosting, and content 

distribution. 

Steps to achieve S3                                                                                          

In this task, we will take a webpage and store it in Amazon AWS S3 using the following steps: 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Navigate to the S3 Console 

 Once logged in, search for "S3" in the AWS Management Console search bar or navigate to 

"Services" and select "S3" under the "Storage" category. 
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Step 3: Create an S3 Bucket 

 Click on the "Create bucket" button. 

 

 Enter a unique bucket name and select the region for your bucket. 
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 Configure additional settings such as versioning, logging, and tags if needed. 

 

 Click "Create bucket" to create the bucket. 

 

Step 4: Upload Objects to the Bucket 

 Select the bucket you created from the S3 dashboard. 
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 Click on the "Upload" button. 

 

 Choose the file(s) you want to upload from your local machine. 

 

 Configure permissions and metadata for the uploaded objects if necessary. 
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 Click "Upload" to upload the file(s) to the bucket. 

 

Step 5: Manage Permissions 

 Select the bucket or object for which you want to manage permissions. 

 

 Click on the "Permissions" tab. 
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 Click on edit in bucket policy section. 

 

 Paste the following command in bucket policy 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "PublicReadGetObject", 

            "Effect": "Allow", 

            "Principal": "*", 

            "Action": [ 

                "s3:GetObject" 

            ], 

            "Resource": [ 

                "arn:aws:s3:::Bucket-Name/*" 

            ] 

        } 

    ] 

} 
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 Change the name of bucket to your give bucket name. 

 

Step 6: Access Objects 

 To retrieve the URL link for your object, simply navigate to your bucket, select the desired 

object, and copy the URL provided, enabling easy sharing or embedding. 

 

 Paste the URL to any browser 
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Conclusion  

Amazon S3 is a powerful and versatile storage service offered by AWS, suitable for a wide range of 

use cases. By following the steps outlined in this lab, you should now have a good understanding of 

how to create S3 buckets, upload objects, manage permissions, and access objects using different 

methods. Further exploration and experimentation with S3 will deepen your understanding and 

proficiency with this essential AWS service. 

Lab Exercises   

 

Select any webpage and save it to your Amazon AWS S3 storage. Then, access it through any web 

browser 
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Objectives                                                                                                  

 Understand the basics of image recognition using Amazon Rekognition. 

 Learn to integrate Amazon Rekognition with images stored in Amazon S3. 

 Label images using Amazon Rekognition and analyze the results. 

 Gain familiarity with AWS Cloud9 for development and testing purposes. 

Pre-requisites                                                                                                   

 An AWS account with access to Amazon Rekognition and S3 services. 

 Basic understanding of AWS services. 

 Familiarity with Python programming language. 

 Basic knowledge of image processing concepts. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Ability to label images stored in Amazon S3 using Amazon Rekognition. 

 Understanding of how to interpret and analyze the results obtained from image recognition. 

 Proficiency in integrating Amazon Rekognition with other AWS services. 

 Familiarity with AWS Cloud9 for development and testing purposes. 

Introduction                                                                                                  

Amazon Rekognition is a deep learning-based image and video analysis service provided by Amazon 

Web Services. It enables you to identify objects, people, text, scenes, and activities in images and 

videos, as well as detect any inappropriate content. In this lab, we will focus on utilizing Amazon 

Rekognition to label images stored in Amazon S3 buckets. We will use AWS Cloud9 as our integrated 

development environment to execute the necessary code. 

Steps to label images using Amazon Rekognition                                                                                         

In this task, we will take a webpage and store it in Amazon AWS S3 using the following steps: 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create an S3 Bucket: 

 Once logged in, search for "S3" in the AWS Management Console search bar or navigate to 

"Services" and select "S3" under the "Storage" category. 
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Step 3: Create an S3 Bucket 

 Click on the "Create bucket" button. 

 

 Enter a unique bucket name and select the region for your bucket. 
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 Configure additional settings such as versioning, logging, and tags if needed. 

 

 Click "Create bucket" to create the bucket. 

 

Step 4: Upload photos to the Bucket 

 Select the bucket you created from the S3 dashboard. 
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 Click on the "Upload" button and choose the photos you want to upload from your local 

machine. 

 

Step 5: Set Up AWS Cloud9 Environment 

 Navigate to AWS Cloud9 service in the AWS Management Console. 

 

 Create a new environment or use an existing one. 
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 Write environment name. 

 

 Create environment after necessary configuration. 

 

 After creating the environment, open it from the Cloud9 dashboard in the AWS Management 

Console to access the Cloud9 IDE. 
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 Click "Open in Cloud9" from the Cloud9 dashboard in the AWS Management Console to 

access the Cloud9 IDE. 

 

Step 6: Install Boto3 SDK 

 Boto3 is the Amazon Web Services (AWS) SDK for Python. Install it in your Cloud9 

environment using pip: 

 

 To install Python in your Cloud9 environment, run the above command in the terminal: 

 

 Navigate to the "File" menu, select "New From Template," and then click on "Python File" to 

create a new Python script in your Cloud9 environment. 

pip install boto3 
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 Paste the following code in your python file 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

#Copyright 2018 Amazon.com, Inc. or its affiliates. All Rights Reserved. 

#PDX-License-Identifier: MIT-0 (For details, see https://github.com/awsdocs/amazon-

rekognition-developer-guide/blob/master/LICENSE-SAMPLECODE.) 

import boto3 

def detect_labels(photo, bucket): 

    client=boto3.client('rekognition') 

    response = client.detect_labels(Image={'S3Object':{'Bucket':bucket,'Name':photo}}, 

        MaxLabels=10) 

    print('Detected labels for ' + photo)  

    print()    

    for label in response['Labels']: 

        print ("Label: " + label['Name']) 

        print ("Confidence: " + str(label['Confidence'])) 

        print ("Instances:") 

        for instance in label['Instances']: 

            print ("  Bounding box") 
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          print ("    Top: " + str(instance['BoundingBox']['Top'])) 

            print ("    Left: " + str(instance['BoundingBox']['Left']))  

            print ("    Width: " +  str(instance['BoundingBox']['Width'])) 

            print ("    Height: " +  str(instance['BoundingBox']['Height'])) 

            print ("  Confidence: " + str(instance['Confidence'])) 

            print() 

        print ("Parents:") 

        for parent in label['Parents']: 

            print ("   " + parent['Name']) 

        print ("----------") 

        print () 

    return len(response['Labels']) 

def main(): 

    photo='' 

    bucket='' 

    label_count=detect_labels(photo, bucket) 

    print("Labels detected: " + str(label_count)) 

if __name__ == "__main__": 

    main() 
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 Replace the bucket and photo names with those of your own created bucket and the specific 

photo stored within it. 

 

 After replacing the names, save the file, and then click on the "Run" button to execute the 

script. This will trigger the detection process, where the specified photo in the designated 

bucket will be analyzed for labels using Amazon Rekognition. 
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Input image 

    

 

Final Output 
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 Recognition using Amazon Rekognition SDK 

 

Conclusion   

In this lab, we have explored image recognition using Amazon Rekognition, specifically the labeling 

of images in Amazon S3 buckets. AWS Cloud9 served as an integrated development environment, 

facilitating the creation and testing of AWS-related applications. It is recommended to delve into the 

various features of Amazon Rekognition to gain a comprehensive understanding of its potential in 

different scenarios. 

Lab Exercises   

 

1. Capture differnt photographs and utilize Amazon Rekognition to analyze them and produce 

results. 

2. Use Amazon Rekognition SDK to analyze them and produce results 
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Objectives                                                                                                  

 Automatically resize images uploaded to an S3 bucket. 

 Understand how to set up an AWS Lambda function. 

 Integrate AWS Lambda with S3. 

 Utilize Node.js to resize images dynamically. 

Pre-requisites                                                                                                   

 An AWS account with appropriate permissions to create Lambda functions and S3 buckets. 

 Basic understanding of Node.js programming language. 

 Familiarity with AWS services, particularly Lambda and S3. 

 Node.js and npm installed on your local machine. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Gain hands-on experience in creating AWS Lambda functions. 

 Understand how to integrate AWS Lambda with S3 buckets. 

 Learn how to resize images using Node.js libraries within Lambda. 

Introduction                                                                                                  

AWS Lambda and Amazon S3 are two fundamental services provided by Amazon Web Services 

(AWS) that offer powerful capabilities for developers and businesses alike. AWS Lambda enables 

serverless computing, allowing you to execute code in response to various events without the need to 

provision or manage servers. On the other hand, Amazon S3 is a highly scalable object storage service 

designed to store and retrieve any amount of data from anywhere on the web. 

In this lab, we will use the capabilities of AWS Lambda and Amazon S3 to construct an automated 

image resizing solution. This solution is particularly useful for scenarios where images need to be 

optimized for various devices or applications, such as websites, mobile apps, or digital media platforms. 

By leveraging AWS Lambda functions triggered by S3 events, we can create a seamless workflow 

where images uploaded to an S3 bucket are automatically resized to specific dimensions, reducing 

storage costs and improving application performance. 

Steps to configure lamda function for automatically image resizing                                                                                         

In this task, we will create a Lambda function that automatically resizes images whenever an event 

occurs. Using the power of AWS Lambda and S3, we will design a seamless process where image 

uploads to an S3 bucket trigger our Lambda function. Upon triggering, the Lambda function will 

dynamically resize the image and store the resized version in another designated S3 bucket. We will 

follow these steps to accomplish this: 
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Figure 1 Flow of image resizing using AWS Lambda 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create an S3 Bucket: 

 Once logged in, search for "S3" in the AWS Management Console search bar or navigate to 

"Services" and select "S3" under the "Storage" category. 

 

 

 



45 | P a g e  
 

Step 3: Create an S3 Bucket 

 Click on the "Create bucket" button. 

 

 Enter a unique bucket name and select the region for your bucket. 

 

 Configure additional settings such as versioning, logging, and tags if needed. 
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 Click "Create bucket" that will hold original images. 

 

 

 Create another bucket that will hold resized images. 
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Step 4: Upload photo to the Bucket that has original image 

 Select the bucket you created from the S3 dashboard and upload the image. 

 

 Click on the "Upload" button and choose the photo you want to upload from your local 

machine. 

 

Step 5: Create Lambda Function: 

 Navigate to AWS lambda service in the AWS Management Console. 
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 Click on create a function. 

 

 Enter a name for your Lambda function. 

 

 Choose an existing role or create a new one. This role defines the permissions your Lambda 

function will have to access other AWS services. 

o By selecting a Create a new role with basic Lambda permissions click on “IAM 

console” 
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 After selecting IAM console, go to policy. 

 

 Click on create policy. 

 

 Click on JSON. 
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 Paste the following code into the JSON. 

Link of code: https://github.com/OneLightWebDev/image-resizer-

lambda/blob/main/policy.json 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

{ 

  "Version": "2012-10-17", 

  "Statement": [ 

    { 

      "Effect": "Allow", 

      "Action": [ 

        "logs:PutLogEvents", 

        "logs:CreateLogGroup", 

        "logs:CreateLogStream" 

      ], 

      "Resource": "arn:aws:logs:*:*:*" 

    }, 

    { 

      "Effect": "Allow", 

      "Action": ["s3:GetObject"], 

      "Resource": "arn:aws:s3:::BUCKET_NAME/*" 

    }, 

    { 

      "Effect": "Allow", 

      "Action": ["s3:PutObject"], 

      "Resource": "arn:aws:s3:::DEST_BUCKET/*" 

    } 

  ] 

} 

https://github.com/OneLightWebDev/image-resizer-lambda/blob/main/policy.json
https://github.com/OneLightWebDev/image-resizer-lambda/blob/main/policy.json
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 After pasting the code click now, click on next. 

 

 Add the name and click on create policy. 
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 After creating policy now, click a role and then click on Create role. 

 

 Select lambda as service and click next. 

 

 Select the custom created lambda policy and click next. 
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 Add role name and create role. 

 

 Next, proceed to create a Lambda function and select the option to "Use an existing role." 

Then, search for the pre-existing role you have previously created and click create function. 

 

 Created Lambda function successfully.  
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 Go to source code and upload zip file that is provided with the name “Function.zip”.  

 

 After choosing zip file click save.  

 

 Once you have uploaded the ZIP file, navigate to the "Configuration" tab and go to 

Environment Variables and then click on Edit. 
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 Click on Add environment 

 

 Enter "DEST_BUCKET" in the Key field, and in the Value field, input the name of the bucket 

containing the photos and click on save. 

 

 Test using Event JSON. 
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 Now Click on Add trigger. 

 

 In Add trigger search S3. 

 

 In Event type add bucket name that hold original images and click add. 
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 Now, add the original images to one bucket, and the resized images will be stored in another 

bucket. 

Input image 

 

  

Resized image 
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Conclusion                                                                                                  

In this lab, we successfully created a solution using AWS Lambda and S3 to automatically resize 

images upon upload. By integrating Lambda with S3 and utilizing Node.js libraries for image 

processing, we were able to achieve a scalable and cost-effective image resizing solution. This lab 

provides a foundation for building more complex image processing pipelines using serverless 

architecture on AWS. 
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Objectives                                                                                                  

 Understand the concept of Virtual Private Cloud (VPC) in AWS. 

 Create a VPC with public and private subnets. 

 Configure internet access for instances in the public subnet. 

 Restrict internet access for instances in the private subnet. 

 Launch EC2 instances in both public and private subnets. 

 Test connectivity between instances. 

Pre-requisites                                                                                                   

 An AWS account with administrative privileges. 

 Basic knowledge of AWS services. 

 Access to AWS Management Console. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Gain hands-on experience in creating AWS Lambda functions. 

 Understand how to integrate AWS Lambda with S3 buckets. 

 Learn how to resize images using Node.js libraries within Lambda. 

Introduction                                                                                                  

Amazon Virtual Private Cloud (VPC) allows you to provision a logically isolated section of the AWS 

Cloud where you can launch AWS resources in a virtual network. Subnets are segments of a VPC's IP 

address range where you can place groups of resources. Public subnets are accessible from the internet, 

while private subnets are not directly accessible. Subnetting is the practice of dividing a network into 

smaller subnetworks for improved efficiency and security. 

What is a VPC? 

A Virtual Private Cloud (VPC) is a virtual network dedicated to your AWS account. It enables you to 

launch AWS resources into a virtual network that you define. 

What is a Public Subnet? 

A public subnet is a subnet that has an associated route table that directs traffic to the internet gateway. 

Instances in a public subnet can have public IP addresses and can communicate directly with the 

internet. 

What is a Private Subnet? 

A private subnet is a subnet that does not have a direct route to the internet. Instances in a private subnet 

can communicate with other instances in the VPC and can access the internet via a NAT gateway or 

NAT instance. 
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What is Subnetting? 

Subnetting is the process of dividing a network into smaller subnetworks. It helps in efficient utilization 

of IP addresses and improves network security by segregating different types of resources. 

 

Steps to create VPC with Public and Private Subnets to deploy an EC2 instance 

The outlined procedure involves setting up both public and private subnets, followed by utilizing these 

subnets to deploy an EC2 instance. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create a VPC: 

 Upon logging in, access the AWS Management Console's search bar, enter "VPC," and click 

to open the Virtual Private Cloud (VPC) service. 
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 Go to your VPC. 

 

 

 Click on create VPC. 
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 Assign a name tag to your VPC, specify an IPv4 CIDR block, and click Create VPC. 

 

 Created VPC Successfully. 

 

Step 3: Create Subnets: 

 Navigate to the Subnets section in the VPC dashboard. 
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 Click on "Create subnet". 

 

 Choose the VPC created in step 2. 

 

 Add the subnet name, select the availability zone, enter the IPV4 CIDR block for the subnet 
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 Click on create subnet. 

 

 Click on "Create subnet" in order to create the private subnet. 

 

 

 Choose the VPC created in step 2. 
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 Add the subnet name, select the availability zone, enter the IPV4 CIDR block for the subnet 

 

 Click on create subnet. 

 

Step 3: Configure Internet Gateway (IGW): 

 Navigate to the Internet Gateways section in the VPC dashboard. 
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 Name the name tag and click on create internet getaway. 

 

 Choose the name of the internet getaway you have created and select and Action and click on 

Attach to VPC. 

 

 Choose the VPC you have created from the available VPC and click to attach internet 

getaway. 
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Step 4: Route table: 

 Navigate to the route tables in the VPC dashboard. 

 

 Click on create route table. 

 

 Name the route table and select the VPC you have created and click on create route table. 
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 Now navigate the routes and click on edit routes. 

 

 Now click on add routes. 

 

 Specify the destination and target the internet gateway by selecting the created internet 

gateway and click on save changes. 
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 Now navigate Subnet association and click on Edit Subnet Associations. 

 

 Select the public subnet you have created and apply save associations. 

 

Step 5: Launch EC2 Instances: 

 click on search, write “EC2”, and select "EC2" section. 
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 Click on Instances (running) 

 

 Add the name of the instance. 

 

 

 Create key for the instance. 
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 Click on edit of the network setting. 

 

 

 Ensure that the instance has a public IP address created from VPC. 

 

 Select security with your IP. 
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 Lunch Instance 

 

 Public Instance Launch Successfully’ 

 

 Launch another EC2 instance in the private subnet and ensure that the instance does not have 

a public IP address. 
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Step 6: Test Connectivity: 

 Click the below link to download PuTTY software, which you can use to access your 

instance. 

Link: https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html 

 Once you have downloaded the PuTTY software, locate it by searching "PuTTY" in your 

computer's search bar, and then open the application. 

 

 Open the Ec2 instance that you have created for public subnet and navigate the public IP and 

copy it. 

 

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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 Launch the PuTTY application and paste the public IP address into the "Host Name" field. 

 

 Next, click on the "SSH" category, followed by "Auth". Then, select "Credentials" and 

navigate to upload the key associated with your instance and click on open. 
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 After adding the credentials, the subsequent screen will appear. 

 

 Now, type "ec2-user" to log in as the user in the Linux account. 
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 Now, test if the instance can communicate with Google by typing "ping google.com". 

 

 Verify if access to the private EC2 instance is possible through PuTTY. 

o Launch PuTTY and enter the private IP address of the EC2 instance. Then, configure 

authentication by adding the necessary key and click on open. 
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The above result confirm that connecting directly to a private instance via PuTTY is not feasible. 

However, it's possible to establish connectivity by implementing modifications such as setting up a 

VPN, configuring NAT gateway, or utilizing alternative methods. 

Local Communication: 

Ping the private EC2 instance from Public EC2 instance to test connectivity between them. 

 Once logged in to the public instance via PuTTY, execute a ping command using the private 

IP address of the instance to assess local communication capability. 
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The above result confirms successful ping results, indicating that the local machines can indeed 

communicate with each other. 

 

Conclusion                                                                                                

In this lab, we learned how to set up a Virtual Private Cloud (VPC) with public and private subnets on 

AWS. We configured internet access for instances in the public subnet and restricted internet access 

for instances in the private subnet. By launching EC2 instances in both subnets and testing connectivity, 

we verified the functionality of our setup. Understanding VPC, subnets, and proper subnetting practices 

are essential for designing secure and scalable AWS architectures. 

 

 

Exercise                                                                                                

1. Create VPC with VPC IP 10.201.0.0/16 then divide this VPC IP into public and private subnets, 

with each subnet containing 64 IPs. Then, connect these subnets to EC2 instances, one public 

and one private. Test the instances using PuTTY. Finally, test the local connectivity by pinging 

each instance from the other. 

2. Determine a method to enable connectivity for the Private Subnet Instance to access the internet. 

Implement one approach to achieve this. 
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Objectives                                                                                                  

 Understand the basics of AWS DynamoDB. 

 Learn how to create tables, items, and indexes in DynamoDB. 

 Gain hands-on experience with inserting data into DynamoDB tables. 

 Explore querying data from DynamoDB tables using indexes. 

Pre-requisites                                                                                                   

 An AWS account with permissions to create and manage DynamoDB resources. 

 Basic understanding of AWS services. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Create DynamoDB tables. 

 Understand the process of inserting data into DynamoDB tables. 

 Learn how to create indexes for efficient querying. 

 Gain proficiency in querying data efficiently using indexes. 

Introduction                                                                                                  

Amazon DynamoDB is a fully managed NoSQL database service provided by Amazon Web Services 

(AWS). It is designed to offer high performance and scalability with low latency, making it suitable for 

a wide range of applications, from small-scale projects to large-scale enterprise systems. DynamoDB 

is known for its ability to handle large volumes of data while providing consistent and predictable 

performance. 

Key features of DynamoDB include: 

 Fully Managed: AWS takes care of the infrastructure management, including provisioning, 

scaling, and maintenance, allowing users to focus on developing applications rather than 

managing databases. 

 NoSQL Database: DynamoDB is a NoSQL database, which means it does not require a fixed 

schema, allowing for flexible data models. It supports key-value and document data structures. 

 Scalability: DynamoDB can automatically scale to accommodate varying workloads, allowing 

users to handle high traffic and sudden spikes in demand without manual intervention. 

 Performance: It offers single-digit millisecond latency for read and write operations, making 

it suitable for applications that require fast response times. 

 Security: It offers robust security features, including encryption at rest and in transit, fine-

grained access control using AWS Identity and Access Management (IAM), and integration 

with AWS Key Management Service (KMS). 

 Global Tables: DynamoDB Global Tables enable users to replicate data across multiple AWS 

regions for global distribution and disaster recovery purposes. 

In this lab, we will explore the process of creating a DynamoDB table, adding items to it, creating 

indexes for efficient querying, and executing queries. 
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Steps to create a DynamoDB table, adding items to it, creating indexes 

The outlined procedure involves setting up to create a DynamoDB table, adding items to it, creating 

indexes for efficient querying, and executing queries. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create a DynamoDB Table: 

 Navigate to the DynamoDB service by typing "DynamoDB" in the search bar of the AWS 

Management Console. 

 

 Click on "Create table". 
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 Define the table name, primary key and sort key. 

 

 Click on "Create table" to create the DynamoDB table. 

 

Step 3: Insert Data into the Table: 

 Once the table is created, navigate to it. 
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 Click on "Explore Table Item". 

 

 Click on "Create item". 
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 Enter attribute names, values for the item, and click on create item. 

 

 Data has been entered. 

 

 Repeat the process to insert more items. 
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Step 4: Search the data-using query: 

To locate and retrieve data from your DynamoDB table, proceed to either the Scan or Query 

functionality. These options enable you to perform searches within your dataset effectively. 

 Navigate to the Scan or query items. 

 

 Select the "Query" option and specify the name of the data you want to search for in the 

partition key. 

 

 Click Run to execute the result. 
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Step 4: Create Indexes: 

 In the table overview page, navigate to the "Indexes" tab. 

 

 Click on "Create index". 

 

 Define the index key and sort key. 
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 Click on "Create index" to create the index. 

 

Step 5: Query Data using Indexes: 

 Go to the "Queries" tab in the table overview page. 

 

 Select the index you have created. 
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 Write the index parameter. 

 

 Click on Run to execute the query. 

 

Step 6: Query Data using Indexes: 

The PartiQL editor is a feature provided by Amazon DynamoDB that allows users to execute PartiQL 

queries directly within the DynamoDB console. PartiQL is a SQL-compatible query language 
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designed to work with semi-structured data formats like JSON, making it well-suited for interacting 

with NoSQL databases like DynamoDB. 

 In the DynamoDB dashboard, locate and select the "PartiQL editor" option. 

 

 Select the ellipsis icon (...) and then choose "Scan Table" from the options provided. 

 

 Select the command and click on Run to view the table 
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 Execution result 

 

 Select the ellipsis icon (...) and then choose "Query Table" from the options provided. 

 

 Write the name you want to search in PartitionKeyValue. 

 



92 | P a g e  
 

 Select the command you want to execute and click on Run button. 

 

 Execution result 

 

Adding Data into the Table: 

 To add data to the table, enter the command "INSERT INTO name_of_table VALUE{}". 

After entering the data, select the code and execute it by clicking on the "RUN" button. 
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 In order to view the inserted data Select “SELECT * FROM “Student”” and click Run 

 

 Executed Result 
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Conclusion                                                                                             

This lab has covered the creation of DynamoDB tables, data insertion, index establishment for query 

efficiency, and the execution of queries utilizing these indexes. DynamoDB offers a scalable, flexible 

approach to NoSQL data management in the cloud environment. 

 

Exercise                                                                                                

This exercise comprises four steps outlined as follows: 

3. Create a DynamoDB table named "Employee" with attributes: EmployeeID (string) as the 

primary key and Name (string), Age (number), and Department (string) as additional attributes. 

4. Insert at least three items into the "Employee" table. 

5. Create a global secondary index on the "Department" attribute. 

6. Query the "Employee" table using the global secondary index to find all employees in a specific 

department. 
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Objectives                                                                                                  

 Understand the concept of Amazon RDS. 

 Learn how to create a relational database instance using RDS. 

 Gain hands-on experience in managing RDS instances. 

Pre-requisites                                                                                                   

 Basic understanding of databases and SQL. 

 An active Amazon AWS account. 

 Access to the AWS Management Console. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Explain the purpose and benefits of using Amazon RDS. 

 Create and configure a relational database instance on RDS. 

 Connect to the RDS instance from a client application. 

 Perform basic management tasks on the RDS instance. 

Introduction                                                                                                  

Amazon Relational Database Service (RDS) is a fully managed database service provided by Amazon 

Web Services (AWS) that simplifies the deployment, management, and scaling of relational databases 

in the cloud. It enables users to set up, operate, and scale databases with ease, allowing them to focus 

more on their applications rather than database management tasks. 

Key Features: 

 Managed Service: With Amazon RDS, AWS handles many of the routine database 

administration tasks such as provisioning, patching, backup, recovery, and monitoring, 

allowing users to offload the operational overhead associated with managing databases. 

 Multiple Database Engine Support: Amazon RDS supports various popular relational database 

engines including: 

o MySQL: An open-source relational database management system known for its 

performance, reliability, and ease of use. 

o PostgreSQL: A powerful and feature-rich open-source relational database system 

known for its extensibility and standards compliance. 

o Oracle: A robust and scalable enterprise-grade relational database system widely used 

in businesses for mission-critical applications. 

o SQL Server: A comprehensive database management system developed by Microsoft, 

offering features like high availability and disaster recovery. 

 Scalability: RDS allows users to easily scale their database instances vertically by adjusting 

compute and storage resources or horizontally through features like Read Replicas (for read 

scalability) and Multi-AZ deployments (for high availability and failover). 
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 High Availability and Reliability: RDS offers Multi-AZ deployments for automatic failover and 

redundancy, ensuring high availability and data durability. It also provides automated backups, 

point-in-time recovery, and database snapshots for data protection and disaster recovery. 

 Security: Amazon RDS integrates with AWS Identity and Access Management (IAM) for fine-

grained access control and provides features like encryption at rest and in transit, network 

isolation through Virtual Private Cloud (VPC), and security group-based firewall rules. 

 Monitoring and Metrics: RDS provides built-in monitoring and performance metrics through 

Amazon CloudWatch, enabling users to monitor database performance, set alarms, and 

troubleshoot issues proactively. 

 Cost-Effective: Amazon RDS offers a pay-as-you-go pricing model with no upfront costs or 

long-term commitments, allowing users to scale their database resources based on demand and 

optimize costs effectively. 

Use Cases: 

 Web Applications: RDS is ideal for powering web applications, providing a reliable and 

scalable backend database infrastructure. 

 Enterprise Applications: RDS supports enterprise-grade databases like Oracle and SQL 

Server, making it suitable for hosting business-critical applications. 

 Dev/Test Environments: RDS simplifies the setup of development and testing environments, 

allowing developers to quickly provision and manage database instances. 

 Analytics and Reporting: RDS can be used for storing and analyzing large datasets, supporting 

OLAP (Online Analytical Processing) and data warehousing workloads. 

 

Steps to Create Database on RDS: 

The outlined procedure involves setting up to create a Database on RDS. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create a Database on RDS: 

In the search bar at the top of the page, type "RDS" and select the "Amazon RDS" service from the 

search results. Alternatively, you can find RDS under the "Database" category on the console 

dashboard. 
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 On the RDS dashboard, click on the "Create database" button to begin setting up a new 

database instance. 

 

 You will be prompted to choose a database engine. Select the engine that best fits your 

requirements from the available options, such as MySQL, PostgreSQL, Oracle, SQL Server, 

etc. 

 Select MySQL 
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 Select the template as “Free tier” 

 

 After selecting the database engine, you will need to configure the database instance. 

 

 Specify instance details including instance type, storage type and capacity, allocated storage 

size, and network settings such as VPC (Virtual Private Cloud) and subnet group. 
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 Once you are satisfied with the configuration, click on the "Create database" button to initiate 

the creation of the RDS instance. 

 

 After the database instance is successfully created, navigate to the RDS dashboard to obtain 

the connection details. 
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Step 3: Configure Inbound Security for RDS: 

 Under the "Connectivity & security" tab for your RDS instance. Go to Security and click on 

VPC security groups. 

 

 Choose the Virtual Private Cloud (VPC) currently in use, and then navigate to the inbound 

rules section located at the bottom. 

q  

 In bound security click on “Edit inbound rules” 
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 Select the MySQL/Aurora service and TCP protocol for inbound security rules, then proceed 

to save the changes by clicking on "Save Rules." 

 

 

Step 4: Connect to the RDS Instance: 

 Once the instance is created and available, note down the endpoint, username, and password. 

You will need these to connect with MySQL Workbench. 

 

Step 4: Download and Install MySQL Workbench: 

 Go to the MySQL Workbench website and download the appropriate version for your 

operating system. 

 Link: https://dev.mysql.com/downloads/windows/installer/8.0.html 

 Follow the installation instructions to install MySQL Workbench on your computer. 
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 Open MySQL Workbench after installation. 

 

 Click on the "+" icon next to "MySQL Connections" to create a new connection. 

 

 Enter a connection name. 

 Enter the RDS endpoint in the "Hostname" field. 

 Enter the username and password you set up for your RDS instance. 

 Click "Test Connection" to ensure that MySQL Workbench can connect to your RDS instance 

successfully. 
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 Once the connection test is successful, click "OK" to save the connection settings. 

 

 Execute the following command to create a new database: 

 

 

 Once the database is created, switch to it using the following command: 

 

 

 

CREATE DATABASE my_database; 

USE my_database; 
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 Now, let's create a table within the database. Execute the following command: 

 

 

 

 

 

 

 

 

 After creating the table, you can insert some sample data into it. Execute the following 

command: 

 

 

 

 

 

 

 

CREATE TABLE my_table ( 

    id INT AUTO_INCREMENT PRIMARY KEY, 

    name   

    age INT, 

    email VARCHAR(100) 

); 

INSERT INTO my_table (name, age, email) VALUES 

('John Doe', 30, 'john@example.com'), 

('Jane Smith', 25, 'jane@example.com'), 

('Bob Johnson', 35, 'bob@example.com'); 
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 You can view the contents of the table by executing a SELECT query. Run the following 

command: 

 

 

 

 

SELECT * FROM my_table; 
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 If you want to extract specific data from the table, you can use the WHERE clause in your 

SELECT query. For example: 

 

 

 

 

Conclusion                                                                                             

Amazon RDS offers a convenient way to deploy and manage relational databases in the cloud. By 

leveraging RDS, you can offload database administration tasks and focus on your application 

development. In this lab, you learned how to create a relational database instance on RDS and connect 

to it from a client application. 

 

Exercise                                                                                                

1. In a company comprising 15 employees, establish a MySQL database utilizing Amazon RDS. 

Within this database, construct a table encompassing fields for ID, Employee Name, 

Designation, City, and Address. Afterward, perform a search to identify employees residing in 

the same city, followed by a search for an individual's name within that city. Finally, the number 

of employees.  

 

 

 

 

 
 

SELECT * FROM my_table WHERE age > 30; 
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Objectives                                                                                                  

 Understand the basics of AWS CloudWatch. 

 Learn how to set up CloudWatch alarms and notifications. 

 Gain hands-on experience in monitoring EC2 instances using CloudWatch. 

 Practice creating automated actions based on CloudWatch alarms. 

Pre-requisites                                                                                                   

 Basic understanding of AWS services. 

 An AWS account with appropriate permissions to create resources. 

 Familiarity with EC2 instances and their management. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Set up CloudWatch alarms to monitor EC2 instances. 

 Understanding of how to configure actions based on CloudWatch alarms. 

 Proficiency in using CloudWatch to monitor and manage AWS resources effectively. 

Introduction                                                                                                  

Amazon CloudWatch stands as a cornerstone in the AWS ecosystem, offering a robust suite of 

monitoring and observability tools designed to empower users with deep insights into the operational 

health and performance of their AWS resources. It allows you to collect and track metrics, collect and 

monitor log files, set alarms, and automatically react to changes in your AWS resources. 

Key Features: 

 Metrics Collection: CloudWatch acts as a central hub for gathering performance metrics from 

various AWS services like CPU usage, network traffic, and disk I/O. These metrics offer deep 

insights into resource utilization and operational trends. 

 Log Monitoring: CloudWatch extends its monitoring to include real-time analysis of log files 

generated by AWS resources. By utilizing CloudWatch Logs, users can easily aggregate, filter, 

and analyze log data, aiding in troubleshooting and anomaly detection. 

 Alarming and Automation: CloudWatch provides robust alarm management, allowing users 

to set custom thresholds and trigger actions based on specific conditions. This proactive 

approach helps in identifying deviations from expected states and automating responses, 

fostering resilience and operational efficiency. 

 Integration and Flexibility: CloudWatch seamlessly integrates with various AWS services 

like EC2, S3, Lambda, and RDS, providing comprehensive visibility into interconnected 

resources. Its flexible architecture also supports integration with third-party tools and custom 

applications, enhancing its utility for diverse use cases. 
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Steps to Create Database on RDS: 

In this lab, we will use the power of AWS CloudWatch to monitor our EC2 instance. Our objective is 

to establish a connection between CloudWatch and our EC2 instance. We will configure CloudWatch 

to send us an email notification whenever the CPU utilization of the EC2 instance exceeds 70%. 

Additionally, we will implement an action to automatically stop the instance in response to this alert. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create an EC2 Instance: 

 Navigate to search bar, write “EC2”, and select "EC2". 

 

 Click on the "Launch Instance" button to initiate the instance creation process. 
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 Write the name and tags as 

 

 
 

 In the "Choose an Amazon Machine Image (AMI)" section, select a Amazon Linux from the 

provided list. You can filter the AMIs based on the Windows edition and version you require. 

 

 

 Select an instance type based on your computing requirements. Consider factors such as CPU, 

memory, storage, and network performance. 
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 If you have not already created a key pair, you will be prompted to create or select an existing 

key pair. This key pair is essential for securely accessing your Windows instance. 

 

 Configure instance details such as the number of instances, network settings, subnet, security 

groups, etc. Ensure that the Auto assign public IP is Enable. 

 

 Review all the configurations you have made for your instance. Once verified, click on the 

"Launch" button. 

Step 3: Set up CloudWatch Metrics: 

 Once the instance is running, navigate to the CloudWatch dashboard. 
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 Click on "Metrics" in the left-hand navigation pane. 

 

 Select "EC2" from the list of services. 

 

 Search the "EC2" instance using EC2 instance ID. 
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 Choose the specific metric you want to monitor (e.g., CPUUtilization). 

 

 Click on the "Actions" dropdown and select "Add to dashboard" to create a new dashboard for 

your metrics. 

 

 Dashboard is created. 
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Step 4: Create CloudWatch Alarm: 

 In the CloudWatch dashboard, click on "Alarms" in the left-hand navigation pane. 

 

 Click on "Create Alarm". 

 

 Click on Select metric 
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 Search the EC2 instance in which you want to set the alarm 

 

 Select the metric you want to create an alarm for (e.g., CPUUtilization). 

 

 Configure the alarm threshold, such as setting it to trigger when CPU utilization is greater 

than 70%. 
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 Open another tab and search Simple Notification Service in the search bar of console. 

 

 Write topic name and click on next. 

 

 After adding Display name click on create 
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 Click on create subscription 

 

 Click on "Protocol" and select "Email" from the dropdown menu. 

 

 Enter the email addresses where you want to receive notifications and click on "Create 

Alarm". 
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 Go to your Gmail and click on Confirm Subscription. 

 

 

 Now to alarm tab and choose "Send notification to an Amazon SNS topic" and select the SNS 

topic you want to use for email notifications. 
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 Go to EC2 action and click on stop instance in order to step the instance when the CPU 

utilization will be 70%. 

 

 Name the alarm and click on next 

 

 Review the alarm and click on create alarm  
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 Load your EC2 instance using Putty Software. 

 

 Write the following commands to increase CPU utilization beyond the threshold set in your 

CloudWatch alarm. 

 

 

 

 

 

Sudo su 

yes > /dev/null & 

top 
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 Email Notification  

 

 Instance stopped after the CPU utilization reached 70%, it indicates that the CloudWatch 

alarm successfully triggered the action to stop the instance as configured. 
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Conclusion                                                                                             

In this lab, we learned how to use AWS CloudWatch for monitoring EC2 instances. By setting up 

CloudWatch alarms and actions, you can proactively manage your AWS resources and ensure optimal 

performance and cost efficiency. 

 

Exercise                                                                                                

Create an AWS CloudWatch alarm for an EC2 instance to enhance monitoring and automation? The 

requirement are as follows: 

1. The evaluation period is 5 minutes. 

2. The CPU Utilization threshold to trigger the alarm at 50. 

3. The action on alarm trigger to terminate the instance only after five consecutive minutes of 

persistence. 
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Objectives                                                                                                  

 Understand the purpose and benefits of AWS CloudTrail. 

 Learn how to enable CloudTrail for logging AWS API calls. 

 Practice analyzing CloudTrail logs for security and compliance purposes. 

 Gain hands-on experience in configuring CloudTrail settings. 

Pre-requisites                                                                                                   

 An AWS account with administrative access. 

 Basic familiarity with AWS services and concepts. 

 Access to the AWS Management Console. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Explain the function and significance of AWS CloudTrail. 

 Enable CloudTrail logging for an AWS account. 

 Interpret CloudTrail logs to identify security events and compliance issues. 

 Adjust CloudTrail settings to meet specific logging requirements. 

Introduction                                                                                                  

AWS CloudTrail is a service provided by Amazon Web Services (AWS). It is also known as a cloud 

audit trail, is a record of all activities and events that occur within a AWS computing environment. It 

provides a detailed history of all user and system interactions, including actions taken, changes made, 

and resources accessed. 

 

A cloud trail typically includes information such as: 

1. User identities and roles 

2. Dates and times of events 

3. Actions performed (e.g., login, logout, create, update, delete) 

4. Resources accessed (e.g., files, folders, databases) 

5. IP addresses and locations 
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6. Success or failure of actions 

Key Features: 

 Comprehensive Logging: CloudTrail captures a wide range of activities that occur within an 

AWS environment, including actions taken via the AWS Management Console, AWS 

Command Line Interface (CLI), SDKs, and other AWS services. This encompasses everything 

from creating, modifying, or deleting AWS resources to changes in security configurations, 

access controls, and network settings. 

 Event Logging: Each API call and associated event is recorded as a log entry, containing 

detailed information such as the timestamp of the action, the identity of the user or service 

initiating the action, the specific API method invoked, the resources affected by the action, and 

additional metadata. This granular level of logging allows for comprehensive auditing and 

analysis of AWS activity. 

 Visibility and Transparency: CloudTrail provides organizations with a transparent view of 

their AWS infrastructure, facilitating visibility into who did what, when, and from where within 

the AWS environment. This transparency is crucial for maintaining accountability, detecting 

unauthorized or suspicious activity, and ensuring compliance with regulatory requirements and 

internal security policies. 

 Security Monitoring: By monitoring and analyzing CloudTrail logs, organizations can detect 

security incidents, identify potential vulnerabilities, and proactively mitigate risks. Security-

relevant events, such as unauthorized access attempts, changes to IAM policies, or 

modifications to critical resources, are captured in CloudTrail logs, enabling timely incident 

response and remediation. 

 Compliance and Governance: CloudTrail supports compliance efforts by providing auditable 

records of AWS activity, which can be used to demonstrate adherence to regulatory standards, 

industry best practices, and internal governance policies. The ability to retain and archive 

CloudTrail logs facilitates compliance reporting, forensic investigations, and regulatory audits. 

 Operational Insights: Beyond security and compliance, CloudTrail logs can also yield 

valuable operational insights, helping organizations optimize resource utilization, troubleshoot 

operational issues, and streamline cloud management processes. By analyzing patterns and 

trends in CloudTrail data, organizations can identify inefficiencies, improve performance, and 

enhance operational resilience. 

 Integration and Automation: CloudTrail integrates seamlessly with other AWS services, 

allowing organizations to automate workflows, trigger alerts, and respond to events based on 

CloudTrail logs. Integration with services like Amazon CloudWatch enables real-time 

monitoring and alerting, while integration with AWS Lambda enables automated responses to 

specific events or conditions. 

Steps to Create CloudTrail: 

This lab will guide you through the process of setting up and utilizing CloudTrail to record the 

activities, enhance security, compliance, and operational troubleshooting within your AWS 

environment.  
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Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Enable CloudTrail: 

 Navigate to the CloudTrail service in the AWS Management Console. 

 

 Click on "Create a Trail". 

 

 Again Click on "Create trail". 
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 Provide trail name and storage location. 

 

 Specify settings such as log file encryption, SNS notification. 

 

 Specify the CloudWatch Settings. 

 



129 | P a g e  
 

 Click on “Next” 

 

 Select Event Type, API activity, and click on next. 

 

 Review and confirm your trail configuration before creating it. 
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 Click on “Create Trail”. 

 

 Trail is successfully created. 

 

 Verification Email for trail creation. 
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Step 2: Explore CloudTrail Logs: 

 Go to cloudWatch  

 

 Click on Log group and navigate to cloud trail you have created. 

 

 Go to log stream and open any of the log stream. 
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 You will be given multiple log events. select the log event you want to see. 

 

 Example log that shows the previously table creation   

 

 Another Example. 
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 Go the S3 bucket you have created for cloud trail to review the stored AWS logs. 

 

 Create EC2 instance and check whether the records is added on log or not. 

 Go to Event logs in CloudTrail. 

 

 The same can be verified from the cloud trail s3 bucket  
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Conclusion                                                                                             

In this lab, we use AWS CloudTrail to monitor and audit activity within your AWS environment. By 

leveraging CloudTrail logs, you can enhance your organization's security posture, streamline 

compliance efforts, and gain valuable insights into operational workflows. 

 

 

Exercise                                                                                                

1. Identify and document at least three events from the CloudTrail logs provided. Include details 

such as the event type, timestamp, and details. 

2. Using cloudtrail generate alarm on EC2 instance termination. 
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Objectives                                                                                                  

 Understand the fundamentals of Simple Notification Service (SNS). 

 Learn how to create topics and subscribe endpoints. 

 Practice sending notifications through SNS. 

 Gain familiarity with SNS features and capabilities. 

Pre-requisites                                                                                                   

 Basic understanding of AWS (Amazon Web Services) console. 

 An AWS account with permissions to access SNS. 

 Familiarity with basic concepts of messaging services. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Create an SNS topic. 

 Subscribe endpoints (e.g., email, SMS) to the SNS topic. 

 Publish messages to the SNS topic. 

 Understand the use cases and benefits of SNS in real-world applications. 

Introduction                                                                                                  

Simple Notification Service (SNS) is a fully managed messaging service provided by AWS. It enables 

you to send notifications to a variety of endpoints, including email, SMS, HTTP/S, AWS Lambda, and 

more. SNS follows a publish-subscribe model, where messages are published to topics and delivered 

to subscribed endpoints. 
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Steps to create SNS service: 

This lab will guide you through the process of create Simple Notification Service (SNS) service. SNS 

is a tool from AWS that lets you send messages to different places, like emails or text messages. It is 

easy to use and helps keep people informed about important things. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Creating an SNS Topic: 

 Navigate Simple Notification Service in the search bar of console. 

 

 Write topic name and click on next. 
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 After adding Display name click on create 

 

 Click on create subscription 

 

 Click on "Protocol" and select "Email" from the dropdown menu. 
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 Enter the email addresses where you want to receive notifications and click on "Create 

Alarm". 

 

 Go to your Gmail and click on Confirm Subscription. 
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 Go to the SNS topic you have created and click on publish message. 

 

 Write the subject of the email and message you want to publish. 

 

 Click on “publish Message”.  
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 Notification Result. 

 

Step 3: Notification using SMS service: 

 Go to the SNS topic and Click on "Create Subscription." 

 

 Select the protocol and number, which you want to publish message. 
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 Go to text messaging and click on publish text message 

 

 Write the number and message you want to publish and then click on “publish message”. 

 

 Successful Compilation 
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Conclusion                                                                                             

In this lab, Now that we have explored the functionality of SNS, we have established a topic, subscribed 

to notifications, and sent messages. Consider the real-world applications of this tool, such as employing 

it for timely alerts or updates within your projects. SNS offers a versatile platform for keeping 

stakeholders informed and connected, ensuring crucial information reaches them promptly. 

Experimenting further with its capabilities can unveil innovative ways to enhance communication and 

streamline processes in various contexts. 

 

Exercise                                                                                                

1. Try linking SNS with other AWS tools, like Lambda, to automate responses. 

2. Experiment with customizing messages using SNS attributes. 
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Objectives                                                                                                  

 Introduce students to Docker, a popular containerization platform. 

 Provide hands-on experience in creating and managing Docker containers. 

 Foster a fundamental understanding of Docker concepts. 

 Enable students to work with Docker containers effectively by the end of the lab. 

Pre-requisites                                                                                                   

 Basic familiarity with the command line interface (CLI). 

 Understanding of basic software development concepts. 

 A computer with Docker installed. Installation instructions can be found on the official Docker 

website (https://docs.docker.com/get-docker/). 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Understand the concept of containerization and its advantages. 

 Learn about Docker images, containers, and the Dockerfile. 

 Gain proficiency in creating, running, and managing Docker containers. 

 Appreciate the importance of Docker in modern software development and deployment 

practices. 

Introduction                                                                                                  

Docker is a platform for developing, shipping, and running applications inside containers. Containers 

are lightweight, portable, and self-sufficient environments that contain everything needed to run an 

application, including code, runtime, libraries, and dependencies. Docker simplifies the process of 

packaging and deploying applications, making them more consistent and easier to manage across 

different environments. 

 

https://docs.docker.com/get-docker/
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Docker Image: 

 An image in Docker is a lightweight, standalone, and executable package that contains 

everything needed to run a piece of software, including the code, runtime, libraries, 

dependencies, and other files. 

 Images are built from a set of read-only layers that are stacked on top of each other. Each layer 

represents a specific instruction in the image's Dockerfile. 

 Images are immutable, meaning they cannot be changed or modified once created. However, 

they can be used to create one or more containers. 

 Docker images are typically stored and shared using Docker registries, such as Docker Hub, 

which serves as a centralized repository for Docker images. 

Docker Container: 

 A container in Docker is a runtime instance of a Docker image. It encapsulates the application 

along with its dependencies and provides an isolated environment for running and executing 

the application. 

 Containers are lightweight, portable, and can be run consistently across different environments, 

ensuring that the application behaves the same way regardless of where it is deployed. 

 Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as 

needed. This makes them ideal for applications that need to scale dynamically or be deployed 

and redeployed frequently. 

 Each container runs in its own isolated environment, with its own filesystem, network, and 

process space, ensuring that it does not interfere with other containers running on the same host. 

Advantages of Docker: 

 Portability: Docker containers can run on any system that supports Docker, regardless of the 

underlying infrastructure. 

 Isolation: Containers provide process isolation, ensuring that applications run independently 

without interfering with each other. 

 Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and 

lower resource overhead compared to virtual machines. 

 Consistency: Docker ensures consistency between development, testing, and production 

environments, reducing the risk of "it works on my machine" issues. 

 

Steps to use Docker: 

This lab will guide you through the process of setting up and utilizing CloudTrail to record the 

activities, enhance security, compliance, and operational troubleshooting within your AWS 

environment.  
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Step 1: Installing Docker: 

 Follow the installation instructions provided on the Docker website for your operating system. 

Link: https://docs.docker.com/get-docker/ 

 Verify the installation by running docker --version in the terminal or command prompt. 

 

Step 2: Running Your First Container: 

 Pull a Docker image from Docker Hub using the command “docker pull image_name”. For 

example, docker pull hello-world. 

 

 Run the container using the command docker run <image_name>. For example, docker run 

hello-world. 

 

https://docs.docker.com/get-docker/
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Step 3: Working with Docker Images: 

 List available Docker images using “docker images”. 

 

 Checking the images in Docker Desktop 

 

 Pull additional images from Docker Hub using “docker pull image_name”. For example, 

docker pull ubantu. 
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 Run the Ubuntu container using the command “docker run –it –d ubuntu”. 

 

 View total containers using command “docker ps -a”. 

 

 View running containers using comman “docker ps”. 

 

Step 4: Interact with a Running Container: 

 Execute a command within a running container using “docker exec”. For example, “docker 

exec -it container_id bash” to start a bash shell inside the container. 

 

 write the command "echo hello" to print the name in command line. 

 

 

Step 5: Managing Docker Containers: 

 Stop a running container using command “docker stop container_id”. 

 

 View the current running containers. 

 

The above result shows that the container with id “d65b4b13473b” is stopped now. 
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 Creating new image on a local machine. Use the command “docker commit container-id 

name/ubuntu”. Then write command “docker images” to check total images. 

 

 Deleting the docker container by using command “docker rm container-id” 

 

 Deleting the docker images by using command “docker rmi repository-name” 

 

 

Conclusion                                                                                             

In this lab, students been introduced to Docker and learned about its key concepts, including images, 

containers, and the Dockerfile. Through hands-on experience, the simplicity and efficiency inherent in 

working with Docker containers have become evident. Docker's ability to streamline the development, 

testing, and deployment processes makes it an essential tool for modern software development teams.  
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Exercise                                                                                                

 Pull Docker Images: 

a. Use the docker pull command to fetch two Docker images from Docker Hub. 

 Run Docker Containers: 

b. Execute the docker run command to start containers from the pulled images. 

 Delete Containers: 

c. Utilize the docker rm command to remove the containers after they have been used. 
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Objectives                                                                                                  

 Introduce Docker, a containerization platform. 

 Guide through the process of installing Docker on an AWS EC2 instance. 

 Learn basic Docker commands. 

 Understand how to create custom Docker images. 

Pre-requisites                                                                                                   

 Basic understanding of Linux command-line interface. 

 An AWS account with access to EC2 instances. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Understand the concept of Docker and its advantages. 

 Install Docker on an Ubuntu-based AWS EC2 instance. 

 Execute basic Docker commands to manage containers. 

 Create custom Docker images. 

Introduction                                                                                                  

Docker is a containerization platform that allows developers to package their applications along with 

all its dependencies into a container. These containers can be deployed across different environments 

without worrying about compatibility issues. 

Docker Image: 

 An image in Docker is a lightweight, standalone, and executable package that contains 

everything needed to run a piece of software, including the code, runtime, libraries, 

dependencies, and other files. 
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 Images are built from a set of read-only layers that are stacked on top of each other. Each layer 

represents a specific instruction in the image's Dockerfile. 

 Images are immutable, meaning they cannot be changed or modified once created. However, 

they can be used to create one or more containers. 

 Docker images are typically stored and shared using Docker registries, such as Docker Hub, 

which serves as a centralized repository for Docker images. 

Docker Container: 

 A container in Docker is a runtime instance of a Docker image. It encapsulates the application 

along with its dependencies and provides an isolated environment for running and executing 

the application. 

 Containers are lightweight, portable, and can be run consistently across different environments, 

ensuring that the application behaves the same way regardless of where it is deployed. 

 Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as 

needed. This makes them ideal for applications that need to scale dynamically or be deployed 

and redeployed frequently. 

 Each container runs in its own isolated environment, with its own filesystem, network, and 

process space, ensuring that it does not interfere with other containers running on the same host. 

Advantages of Docker: 

 Portability: Docker containers can run on any system that supports Docker, regardless of the 

underlying infrastructure. 

 Isolation: Containers provide process isolation, ensuring that applications run independently 

without interfering with each other. 

 Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and 

lower resource overhead compared to virtual machines. 

 Consistency: Docker ensures consistency between development, testing, and production 

environments, reducing the risk of "it works on my machine" issues. 

 

Steps to install and use Docker in ubuntu: 

In this lab, we will explore how to install docker on an EC2 instance. Then, we will explore the 

fundamental commands used in docker. Finally, we will wrap up by crafting our very own personalized 

Docker image. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 
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Step 2: Once logged in, click on search, write “EC2”, and select "EC2" section. 

 

 Click on Instances (running) 

 Click on the "Launch Instance" button to initiate the instance creation process. 
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 Write the name and tags  

 

 In the "Choose an Amazon Machine Image (AMI)" section, select a linux AMI from the 

provided list.  

 

 Select an instance type based on your computing requirements. Consider factors such as CPU, 

memory, storage, and network performance. 
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 If you have not already created a key pair, you will be prompted to create or select an existing 

key pair. This key pair is essential for securely accessing your Windows instance. 

 

 Configure instance details such as the number of instances, network settings, subnet, security 

groups, etc. Ensure that the configurations align with your requirements. 

 

 Allow HTTPS and HTTP traffic from the internet 
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 Specify the storage requirements for your instance. You can add additional volumes if needed. 

Adjust the size and type of storage based on your application's demands. 

 

 Review all the configurations you have made for your instance. Once verified, click on the 

"Launch" button. 

Step 3: Installing Docker on Ubuntu EC2 Instance: 

 SSH into your Ubuntu EC2 instance. 

 

 Update the machine by using command “sudo yum update -y”. 

 

 Install Docker using command “sudo yum install docker -y” 
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 Starting docker service using command “sudo service docker start”. 

 

 Check the status of docker by using command “sudo service docker status”. 

 

 Convert into root user by using command “sudo su”. 

 

 Verify the installation by running “docker version” in the command prompt. 
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 Pull a Docker image from Docker Hub using the command “docker pull image_name”. For 

example, docker pull hello-world. 

 

 Run the container using the command docker run <image_name>. For example, docker run 

hello-world. 

 

Step 4: Working with Docker Images: 

 List available Docker images using “docker images”. 

 

 Pull additional images from Docker Hub using “docker pull image_name”. For example, 

docker pull ubantu. 
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 Run the Ubuntu container using the command “docker run –it –d ubuntu”. 

 

 View total containers using command “docker ps -a”. 

 

 View running containers using comman “docker ps”. 

 

Step 4: Interact with a Running Container: 

 Execute a command within a running container using “docker exec”. For example, “docker 

exec -it container_id bash” to start a bash shell inside the container. 

 

 write the command "echo hello" to print the name in command line. 

 

Step 5: Managing Docker Containers: 

 Stop a running container using command “docker stop container_id”. 

 

 View the current running containers. 

 

The above result shows that the container with id “da41b85e26ea” is stopped now. 

 Creating new image on a local machine. Use the command “docker commit container-id 

name/ubuntu”. Then write command “docker images” to check total images. 
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 Deleting the docker container by using command “docker rm container-id” 

 

 Deleting the docker images by using command “docker rmi repository-name” 

 

Step 6: Creating Custom Docker Image: 

 Create a Dockerfile in your project directory. 

 

 Creating file using command “touch filename”. For example, touch dockerfile. 

 

 Now, open the docker file using the command “nano file_name”. for example, nano 

dockerfile. 
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 Write what you want to insert in dockerfile. 

 

 Save the file by using command “ctrl + o” and “ctrl + x”. 

 Now, Build the dockerfile by using the command “sudo docker build –t file_name”. For 

example,  “sudo docker build –t dockerfile”. 
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 To check the total images in our local host by using command “sudo docker images”. 

 

 Now run the docker images by using the command “sudo docker run dockerfile”. 

 

 

Conclusion                                                                                             

In this lab, we learned the basics of Docker, including installation on an Ubuntu-based AWS EC2 

instance, basic Docker commands, and creating custom Docker images. Docker provides a powerful 

toolset for containerizing applications, improving portability, scalability, and consistency across 

different environments. 

 

Exercise                                                                                                

 Pull Docker Images: 

 Use the docker pull command to fetch two Docker images from Docker Hub. 

 Run Docker Containers: 

 Execute the docker run command to start containers from the pulled images. 

 Delete Containers: 

 Utilize the docker rm command to remove the containers after they have been used. 

 Create custom docker image.  
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Objectives                                                                                                  

 Understand the concept of Docker images and containers. 

 Learn to create Docker images from scratch. 

 Gain hands-on experience in containerizing web applications. 

 Practice deploying Docker containers with custom configurations. 

Pre-requisites                                                                                                   

 Basic understanding of Linux command line. 

 Familiarity with HTML and web development. 

 Docker installed on the local machine. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Ability to create custom Docker images. 

 Proficiency in deploying Docker containers. 

 Understanding of containerized web application deployment. 

 Practical experience in managing Docker environments. 

Introduction                                                                                                  

Docker is a containerization platform that allows developers to package their applications along with 

all its dependencies into a container. These containers can be deployed across different environments 

without worrying about compatibility issues. 

Docker Image: 

 An image in Docker is a lightweight, standalone, and executable package that contains 

everything needed to run a piece of software, including the code, runtime, libraries, 

dependencies, and other files. 
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 Images are built from a set of read-only layers that are stacked on top of each other. Each layer 

represents a specific instruction in the image's Dockerfile. 

 Images are immutable, meaning they cannot be changed or modified once created. However, 

they can be used to create one or more containers. 

 Docker images are typically stored and shared using Docker registries, such as Docker Hub, 

which serves as a centralized repository for Docker images. 

Docker Container: 

 A container in Docker is a runtime instance of a Docker image. It encapsulates the application 

along with its dependencies and provides an isolated environment for running and executing 

the application. 

 Containers are lightweight, portable, and can be run consistently across different environments, 

ensuring that the application behaves the same way regardless of where it is deployed. 

 Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as 

needed. This makes them ideal for applications that need to scale dynamically or be deployed 

and redeployed frequently. 

 Each container runs in its own isolated environment, with its own filesystem, network, and 

process space, ensuring that it does not interfere with other containers running on the same host. 

Advantages of Docker: 

 Portability: Docker containers can run on any system that supports Docker, regardless of the 

underlying infrastructure. 

 Isolation: Containers provide process isolation, ensuring that applications run independently 

without interfering with each other. 

 Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and 

lower resource overhead compared to virtual machines. 

 Consistency: Docker ensures consistency between development, testing, and production 

environments, reducing the risk of "it works on my machine" issues. 

 

Steps to create custom Docker images: 

In this lab, you will delve into the world of Docker containerization by creating custom Docker images 

and deploying web applications within containers. You will learn how to build Docker images from 

scratch, containerize web applications, and deploy them with custom configurations. By the end of this 

lab, you will have a solid understanding of Docker fundamentals and hands-on experience in 

containerized application deployment. 

 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 
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 Sign in using your AWS account credentials. 

Step 2: Once logged in, click on search, write “EC2”, and select "EC2" section. 

 

 Start the instance by Click on the " Instance" button to start machine. 

 

Step 3: Installing Docker on Ubuntu EC2 Instance: 

 SSH into your Ubuntu EC2 instance. 
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 Update the machine by using command “sudo yum update -y”. 

 

 Install Docker using command “sudo yum install docker -y” 

 

 Starting docker service using command “sudo service docker start”. 

 

 Check the status of docker by using command “sudo service docker status”. 

 

 Convert into root user by using command “sudo su”. 
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 Verify the installation by running “docker version” in the command prompt. 

 

Step 4: Creating Custom Docker Image: 

 Create a Dockerfile in your project directory. 

 

 Creating file using command “touch filename”. For example, touch dockerfile. 

 

 Now, open the docker file using the command “nano file_name”. for example, nano 

Dockerfile. 
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 Write what you want to insert in Dockerfile. 

 

 Save the file by using command “ctrl + o” and “ctrl + x”. 

 Now, Build the dockerfile by using the command “sudo docker build –t file_name”. For 

example,  “sudo docker build –t dockerfile”. 

 

 To check the total images in our local host by using command “sudo docker images”. 

 

 Now run the docker images by using the command “sudo docker run dockerfile”. 
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 Create a project directory and go to the directly. 

 

 Create a HTML file by using command touch file_name. 

 

 Open the HTML file by using command vi demo.html 

 

 Create Docker file by using the command “touch Dockerfile”. 

 

 Open the Dockerfile by executing the command "vi Dockerfile". Inside the Dockerfile, 

incorporate instructions to include the Nginx web server. Additionally, ensure to copy the 

HTML page you have created into the Docker image. Modify the Dockerfile as needed to 

achieve this. 
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 Next, initiate the Docker build process by executing the command "sudo docker build -t 

latest-website ." 

 

 Verify whether the Docker image has been generated correctly by running the command 

"sudo docker images" to display a list of available images. 

 

FROM nginx 

COPY static-html-directory /usr/share/nginx/html 
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 Execute the command "sudo docker run -d -p 80:80 latest-website" to launch the Docker 

image in detached mode, mapping port 80 of the container to port 80 of the host. 

 

 

 Copy the public IP address of your EC2 instance and paste into any browser. 

 

 Result 

 

Conclusion                                                                                             

Through this lab, you have gained practical experience in creating custom Docker images, 

containerizing web applications, and deploying them using Docker containers. Docker provides a 

powerful platform for building, shipping, and running applications in a consistent and efficient manner. 

By mastering Docker fundamentals, you are equipped to tackle more complex containerization tasks 

and streamline your development and deployment workflows. 
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Exercise                                                                                                

Create an HTML page containing the message "I am enrolled in a cloud computing course." Convert 

this HTML page into a Docker image, then instantiate a container using this image and run it on port 

80:80.Utilize the docker rm command to remove the containers after they have been used. 
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Objectives                                                                                                  

 Learn to create custom Docker images. 

 Understand the process of containerizing applications with Docker. 

 Practice deploying HTML templates into Docker containers. 

 Gain experience in building Docker images from online web pages. 

Pre-requisites                                                                                                   

 Basic understanding of Docker concepts. 

 Familiarity with HTML/CSS. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Ability to create Docker images and containers. 

 Proficiency in containerizing HTML templates. 

 Skill in converting online web pages into Docker images. 

Introduction                                                                                                  

Docker is a containerization platform that allows developers to package their applications along with 

all its dependencies into a container. These containers can be deployed across different environments 

without worrying about compatibility issues. 

 

Docker Image: 

 An image in Docker is a lightweight, standalone, and executable package that contains 

everything needed to run a piece of software, including the code, runtime, libraries, 

dependencies, and other files. 
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 Images are built from a set of read-only layers that are stacked on top of each other. Each layer 

represents a specific instruction in the image's Dockerfile. 

 Images are immutable, meaning they cannot be changed or modified once created. However, 

they can be used to create one or more containers. 

 Docker images are typically stored and shared using Docker registries, such as Docker Hub, 

which serves as a centralized repository for Docker images. 

Docker Container: 

 A container in Docker is a runtime instance of a Docker image. It encapsulates the application 

along with its dependencies and provides an isolated environment for running and executing 

the application. 

 Containers are lightweight, portable, and can be run consistently across different environments, 

ensuring that the application behaves the same way regardless of where it is deployed. 

 Containers are ephemeral, meaning they can be created, started, stopped, and destroyed as 

needed. This makes them ideal for applications that need to scale dynamically or be deployed 

and redeployed frequently. 

 Each container runs in its own isolated environment, with its own filesystem, network, and 

process space, ensuring that it does not interfere with other containers running on the same host. 

Advantages of Docker: 

 Portability: Docker containers can run on any system that supports Docker, regardless of the 

underlying infrastructure. 

 Isolation: Containers provide process isolation, ensuring that applications run independently 

without interfering with each other. 

 Efficiency: Docker containers share the host OS kernel, resulting in faster startup times and 

lower resource overhead compared to virtual machines. 

 Consistency: Docker ensures consistency between development, testing, and production 

environments, reducing the risk of "it works on my machine" issues. 

 

Steps to create custom Docker images: 

In this lab, you will dive into the world of Docker custom images by containerizing online website 

templates. We will start by creating Docker images and containers, then move on to deploying HTML 

templates into Docker containers. Finally, we will explore the process of building Docker images from 

online web pages. 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 
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Step 2: Once logged in, click on search, write “EC2”, and select "EC2" section. 

 

 Start the instance by Click on the " Instance" button to start machine. 

 

Step 3: Installing Docker on Ubuntu EC2 Instance: 

 SSH into your Ubuntu EC2 instance. 
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 Verify the installation by running “docker version” in the command prompt. 

 

Step 4: Containerizing an HTML Template: 

 Create a Dockerfile in your project directory. 

 

 Go to the website to load the online template. Link: https://www.free-css.com/ 

 

https://www.free-css.com/
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 Select any website you prefer to containerize, then right-click to copy its address. 

 

 Access the terminal and utilize the command "wget [link address]" to retrieve the website 

template onto your EC2 instance. 

 

 Use the command "ls" to display the documents within the folder. 

 

 Extract the file by executing the command "unzip filename". 
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 To display the documents within the folder use the command "ls". 

 

 Navigate into the extracted folder by using command “cd folder_name”. 

 

 Now, move all the contents of the folder into a previous directory folder using the command 

“cp –R * ../.”. 

 

 Go back to one folder previous by using command “cd ..” and list the files in the folder by 

using command "ls". 

 

 Next, delete both the zip file and the folder by executing the command "rm -rf 

name_of_file_1 name_of_file_2". 

 

 To display the documents within the folder use the command "ls". 

 

 Navigate to the Docker image repository and search for "httpd". And check how to use httpd. 

 

 



183 | P a g e  
 

 Create a Dockerfile by executing the command "touch Dockerfile". 

 

  Open the file using the command "nano Dockerfile", then write the following commands, and 

finally, save and close the file.  

 

 

 

 Build the Dockerfile by executing the command "sudo docker build . -t image-name". 

 

 Verify whether the Docker image has been generated correctly by running the command 

"sudo docker images" to display a list of available images. 

 

FROM httpd:2.4 

COPY . /usr/local/apache2/htdocs/ 
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 Execute the command "sudo docker run -d -p 80:80 latest-website" to launch the Docker 

image in detached mode, mapping port 80 of the container to port 80 of the host. 

 

 Copy the public IP address of your EC2 instance and paste into any browser. 

 

 Result 
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Conclusion                                                                                             

In this lab, we have learned the fundamentals of Docker custom images and containerization. You have 

successfully created Docker images from scratch, containerized HTML templates, assigned ports for 

access, and Dockerized online web pages. These skills are essential for modern software development 

and deployment. 

 

Exercise                                                                                                

Choose different HTML templates. Then, deploy them onto your EC2 instance. Create an image and 

containerize it, and finally, run it on port 80:80. 
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Objectives                                                                                                  

 Understand the architecture and components of Amazon Kinesis Streams, Kinesis Data 

Firehose, and Amazon S3. 

 Learn how to create a real-time data processing pipeline using these services. 

 Gain hands-on experience in setting up and configuring Kinesis Streams, Firehose delivery 

streams, and S3 buckets. 

 Implement data ingestion, transformation, and storage using AWS services. 

 Analyze the effectiveness and scalability of the data pipeline. 

Pre-requisites                                                                                                   

 An active AWS account with appropriate permissions to create and manage Kinesis streams, 

Firehose delivery streams, and S3 buckets. 

 Basic understanding of AWS services and concepts like IAM roles, S3 buckets, and data 

streaming. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Have a functioning data pipeline that ingests, processes, and stores real-time data. 

 Understand how to monitor and troubleshoot issues within the pipeline. 

 Be equipped to scale the pipeline according to data volume and processing requirements. 

Introduction                                                                                                  

Amazon Kinesis is a platform provided by Amazon Web Services (AWS) for real-time processing of 

streaming data at scale. It enables developers to collect, process, and analyze large volumes of data 

streams in real-time. The platform offers several services, each tailored to specific use cases: 

1. Amazon Kinesis Data Streams: This service allows you to build custom applications that 

process or analyze streaming data in real-time. Data is partitioned into shards, which determine 

the throughput capacity of the stream. Applications can read data from streams and process it 

using frameworks like Apache Spark, Apache Flink, or AWS Lambda. 

2. Amazon Kinesis Data Firehose: Kinesis Data Firehose is a fully managed service that ingests 

streaming data and automatically delivers it to destinations such as Amazon S3, Amazon 

Redshift, Amazon Elasticsearch Service, and Splunk. It simplifies the process of loading 

streaming data into data lakes, data warehouses, and analytics services without the need for 

manual intervention. 

3. Amazon Kinesis Data Analytics: This service enables you to process and analyze streaming 

data using standard SQL queries. You can extract insights, run real-time analytics, and generate 

alerts or notifications based on the streaming data. Kinesis Data Analytics integrates with 

Kinesis Data Streams and other AWS services for seamless data processing. 

 



188 | P a g e  
 

Steps to create custom Docker images: 

In this lab, you will build a data pipeline using Amazon Kinesis Streams, Kinesis Data Firehose, and 

Amazon S3. Amazon Kinesis is a platform for streaming data on AWS, allowing you to collect, 

process, and analyze large streams of data in real-time. Kinesis Data Firehose provides a fully 

managed service for delivering real-time streaming data to destinations like S3, Redshift, and 

Elasticsearch. Amazon S3 is an object storage service that offers scalability, durability, and low 

latency for storing and retrieving data. 

 

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Create an Amazon Kinesis Stream: 

 Navigate to the Kinesis console in the AWS Management Console. 
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 Click on "Create data stream". 

 

 Specify the stream name and the number of shards. 

 

 Click on create stream. 
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Step 3: Set up a Kinesis Data Firehose Delivery Stream: 

 Go to the Kinesis Firehose console. 

 

 Click on "Create firehose stream" 

 

 Choose a source (Kinesis stream), a destination (S3 bucket) 
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 In source setting select your customized data stream by clicking on browse and choose firehose 

stream name 

 

 Specify the S3 bucket as the destination. 

 

 Select the dynamic partitioning as enabled. 
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 Keep the inline parsing as also enabled.  

 

 Provide key name and JQ expression. 

 

 Click on apply dynamic partitioning keys to add partition key in the S3 bucket. 
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 Choose the desired S3 error logging option. 

 

 Go to buffer section and choose the buffer interval as 60 seconds. 

 

 Click on create Fire horse stream. 
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Step 4: Amazon Kinesis Data Generator 

 Navigate to the Kinesis Data Generator web page. 

Link: https://awslabs.github.io/amazon-kinesis-data-generator/web/help.html 

 

 Click on “create a cognito user with CloudFormation”. 

 

 Choose the AWS region where your Kinesis stream is located. 

 

https://awslabs.github.io/amazon-kinesis-data-generator/web/help.html
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 Click on next. 

 

 Add username and password for cognito User for Kinesis Data Generator.  

 

 Select acknowledge and click on submit.  
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 After successful creation of data generator. 

 

 Now go to the output and click on data generator URL. 

 

 Add the username and password and click on sign in. 

 



197 | P a g e  
 

 Paste the following code into the record template section. 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

{ 

    "sensor_id": {{random.number(50)}}, 

    "current_temperature": {{random.number( 

        { 

            "min":10, 

            "max":150 

        } 

    )}}, 

    "status": "{{random.arrayElement( 

        ["OK","FAIL","WARN"] 

    )}}", 

  "event_time": "{{date.now("YYYY-MM-DDTHH:mm:ss")}}" 

} 
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 Click on send data in order to send the data to the kinesis 

 

 As the data generator sends data to the Kinesis stream, you can monitor the flow of data using 

the AWS Management Console. Navigate to the Kinesis Streams console and select your 

stream to view metrics, such as incoming data records and shard metrics. 

 

 View from monitoring. 

 



199 | P a g e  
 

Step 5: Verify Data in S3 Bucket: 

 After data is processed by the Kinesis Data Firehose delivery stream and stored in the S3 

bucket, navigate to the S3 console and select your bucket. You should see objects stored in the 

bucket 

 

 

Conclusion                                                                                             

We have successfully built a data pipeline using Amazon Kinesis Streams, Kinesis Data Firehose, and 

Amazon S3. We have learned how to ingest, process, and store real-time data efficiently on AWS. This 

pipeline can be further expanded and customized to suit various use cases and business needs. 

 

Exercise                                                                                                

Enhance the data pipeline by adding data transformation capabilities using AWS Lambda functions. 
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Objectives                                                                                                  

 Understand the concept and potential of Party Rock as a no-code development platform. 

 Create an interactive experience using Party Rock's intuitive interface. 

 Host and share your Party Rock experience with others. 

 Explore additional features and customization options offered by Party Rock. 

Pre-requisites                                                                                                   

 Basic familiarity with using a computer and internet browser. 

 An account on the Party Rock platform (Sign up at Party Rock website). 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Create an interactive experience on Party Rock without writing any code. 

 Host and share your Party Rock creation with friends or a wider audience. 

 Appreciate the versatility and ease of use of Party Rock for creating various types of interactive 

content. 

Introduction                                                                                                  

PartyRock is a groundbreaking platform developed by Amazon Bedrock that democratizes the use of 

generative AI for application development. It allows users, regardless of their coding proficiency, to 

harness the capabilities of AI to create innovative and personalized applications. One standout feature 

is its ability to understand users music preferences without requiring any coding skills. In essence, 

PartyRock empowers individuals to unleash their creativity and build unique experiences with the aid 

of AI, opening up new possibilities in the realm of application development. 

 How Does It Work 

PartyRock uses foundation models from Amazon Bedrock to turn all your ideas and imaginations into 

amazing apps without coding and effort. 

 You can build three types of apps from the partyrock. 

1. Text Generation 

2. Chatbot 

3. Image Generation 

 Features: 

PartyRock has a playground-like interface where you can build your app using various widgets and it 

provides the following features: 

 Drag-and-drop functionality 

 Pre-built widgets like "User Input" and "Placeholder" 
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 Access cutting-edge AI models like Claude 

 Discover and remix existing PartyRock apps 

 Generate text formats like poems, scripts, musical pieces, emails, and more 

 Share your creations with others 

Steps to create application using PartyRock: 

In this lab, we will build a generative AI app just by describing what we want PartyRock to create. 

PartyRock offers an app builder feature that takes your idea and automatically creates an app from it. 

You can then either run it as-is, customize it in the app editor, or delete it. we will build an image 

generation app and content summarizer application that allows you to specify a painting subject, style 

and content summrization.  

Step 1: Register and Login 

 Go to https://partyrock.aws  

 

 Select the Sign in link and choose either Google, Apple, or Amazon to log in. 

o (For internal Amazonians: “Amazon” in this case refers to the public Amazon.com 

website) 

 

https://partyrock.aws/
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 Review the signed-in version of the PartyRock website. 

 

 Select the Build your own app button. 

 

 Specify what you want to build. 

o Copy the following prompt and paste it into the app description box: A painting 

generator that lets you choose a subject and style for the painting 

o Click the Generate app button 
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 Review the generated app. 

 

 Try using your app. In the example below, we set Painting Subject to The Grand Canyon and 

Painting Style to Dadaist. Your app may work differently, and that is OK! 
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 Select the Make public and share button to share your app. You can now share your app with 

friends and colleagues. 

 

Step 3: Building a Content summarizer app 

 Select the Build your own app button, then select Start from an empty app. 

 



206 | P a g e  
 

 Review your empty app, including its placeholder title. 

 

 Replace the placeholder title with Content Summarizer. 

 

 Select the + Add widget button, then select Static Text 

 

 Set Widget title to Welcome 

 Set Content to: 

 

 

 

 

 

# Welcome to the Content Summarizer application! 

 

Instructions: 

1. Paste your content 

2. Get your summaries! 

## WARNING: Never share sensitive information when building or using a 

PartyRock app. This includes personal information and internal company 

information. 
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 Adjust the height of the widget by dragging the resize handle in its lower right corner (make 

sure all content is visible on screen by default) 

 Select the Save button 

 

 Select the + Add widget button, then select User Input 

 

 Set the User Input widget’s properties. 

o Set Widget title to Paste your content here 

o Set Placeholder to Content to summarize (NO SENSITIVE CONTENT) 

o Select the Save button 
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 Select the + Add widget button, then select Text Generation 

 

 Set the Text Generation widget’s properties. 

o Set Widget title to Detailed summary 

o Set Model to Command 

o In the Prompt field, enter Write a detailed summary based on this content: , then enter 

the @ symbol to select the Paste your content here box as a source of content. 

o Select the Save button 
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 Adjust the width of the Detailed summary panel by dragging the resize handle in its lower 

right corner. 

 

 Add a new Text Generation widget. 

 

 Set the Text Generation widget’s properties. 

o Set Widget title to One-line summary 

o Set Model to Claude 3 Sonnet 

o In the Prompt field, enter Write a one-line summary based on this content: , then enter 

the @ symbol to select the Paste your content here box as a source of content. 

o Expand the Advanced settings section and set the Temperature field to 0.5. This will 

let the model generate a random response each time it is run. 

o Select the Save button 
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 Copy the following text and paste it into the Paste your content here box. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

PartyRock, an Amazon Bedrock playground, is a shareable generative AI app building 

playground. Experiment with prompt engineering in a hands-on and fun way. In a short 

time, you can build, share, and remix apps, to get inspired while playing with generative 

AI. For example, you can: 

    Build an app to generate dad jokes on the topic of your choice. 

    Create the perfect playlist based on your musical tastes. 

    Recommend what to serve based on ingredients in your pantry. 

    Create and play a virtual trivia game online with friends from around the world. 

    Create an AI storyteller to guide your next fantasy -playing campaign. 

By building and playing with PartyRock apps, you learn about the fundamental 

techniques and capabilities needed to get started with generative AI, including 

understanding how a foundation model responds to a given prompt, experimenting with 

different text-based prompts, and chaining prompts together. Anyone can access 

PartyRock through its intuitive web-based UI. For anyone interested in learning the 

fundamental skills needed to harness the power of generative AI, PartyRock uses 

Amazon Bedrock to create an accessible environment for experimentation with powerful 

foundational models (FMs). The tool builds confidence by providing new PartyRock 

users with free trial use for a limited time, and the PartyRock Guide helps learners extend 

their knowledge. Builders who are ready to move into production can proceed to the 

Bedrock console using the basic prompts and skills developed in PartyRock. 

Any builder can experiment with PartyRock by creating a profile using a social login 

from amazon.com, Apple, or Google. PartyRock is separate from the AWS console and 

does not require an AWS account to get started. 

PartyRock is for EVERYONE. It has been designed in a way that is friendly and 

accessible to builders of all skill levels, particularly those who have limited experience 

with generative AI. Even if you have no coding experience, you can use text-based 

prompts to experiment with foundation models and create your own generative AI-

powered apps. Developers can explore model capabilities and refine prompt engineering 

techniques in PartyRock without managing API calls. 
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Output: 

 

 

 

Conclusion                                                                                             

PartyRock's innovative app builder feature allows users to effortlessly create functional applications 

using generative AI, without requiring any coding skills. Whether generating images or summarizing 

content, PartyRock opens up a world of possibilities for creativity and innovation in app development. 

 

Exercise                                                                                                

Use PartyRock to develop an innovative book recommendation system 
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Objectives                                                                                                  

 Understand the basics of Amazon QuickSight. 

 Learn how to create visualizations using different data sources. 

 Gain hands-on experience in building interactive dashboards. 

 Explore advanced visualization techniques. 

Pre-requisites                                                                                                   

 An AWS account with access to Amazon QuickSight. 

 Basic understanding of data visualization concepts. 

 Familiarity with navigating AWS Management Console. 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Create various types of visualizations including charts, graphs, and dashboards. 

 Gain insights into their data through interactive exploration. 

 Understand how to share and collaborate on visualizations within their organization. 

Introduction                                                                                                  

Amazon QuickSight is a cloud-powered business intelligence (BI) service provided by Amazon Web 

Services (AWS). It enables users to analyze and visualize data quickly, regardless of their technical 

expertise. QuickSight allows users to easily connect to various data sources, including AWS services 

like Amazon Redshift, Amazon RDS, Amazon S3, as well as third-party sources like Salesforce, 

Snowflake, and others. 

Key features of Amazon QuickSight include: 

 Easy Data Visualization: QuickSight provides a user-friendly interface for creating interactive 

visualizations such as charts, graphs, and maps. 

 Integration with AWS Services: Users can seamlessly connect QuickSight to their existing 

AWS data sources, making it easy to analyze data stored in various AWS services. 

 Machine Learning Insights: QuickSight includes machine learning-powered insights that 

automatically identify trends, outliers, and other patterns in the data. 

 Embedding and Sharing: Users can embed QuickSight dashboards into their applications or 

websites and securely share them with others within or outside their organization. 

 

Steps to visualize the data using Quick Sight: 

In this lab, our initial step involves loading the Amazon best seller data into an S3 bucket. Once the 

data is stored in the bucket, we will provide the data into Amazon QuickSight for visualization 

purposes. This process allows us to use the power of QuickSight's analytical tools to gain insights and 

create meaningful visual representations of the data. 
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Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Load Data into S3 Bucket 

 Prepare or load your data: Ensure that your data is in a suitable format for uploading to S3, such 

as CSV,  or Excel. 

 Click on link to download the data: https://github.com/techwithlucy/youtube/tree/main/2-s3-

quicksight 

 

 Search for "S3" in the AWS Management Console search bar. 

 

https://github.com/techwithlucy/youtube/tree/main/2-s3-quicksight
https://github.com/techwithlucy/youtube/tree/main/2-s3-quicksight
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 Create a Bucket (if needed): The following step helps to create new bucket. 

 Click on the "Create bucket" button. 

 

 Enter a unique bucket name and select the region for your bucket. 

 

 Configure additional settings such as versioning, logging, and tags if needed. 
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 Click "Create bucket" to create the bucket. 

 

 Open to the “manifest.json” file you have downloaded and change the bucket name with one 

you have created.  

 

Use the "Upload" button to select your Amazon best seller data and manifest.json file from your local 

machine and upload it to your bucket. 

 



217 | P a g e  
 

Step 3: Connect S3 Bucket to Amazon QuickSight 

 Go to the AWS Management Console and search the QuickSight service. 

 

 Click on create sign up quick sight. 

 

 Provide your email. 
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 Add the quick sight account name. 

 

 Click on select S3 bucket.  

 

 Choose the bucket the who hold the data and click on finish. 
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 Click on finish to create the quick sight account. 

 

 Go to the datasets and click on "New dataset"  

 

 Choose "S3" as the data source. 
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 Go to the bucket and copy the URL of manifest.json file.  

 

 Write the URL name, paste the link, and click on connect. 

 

Once configured, click "Create dataset" to import your data into QuickSight. 
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 Drag fields from your dataset onto the canvas to create visualizations. 

 

 Choose the type of visualization you want, such as bar chart, line chart, or pie chart. 
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Conclusion                                                                                             

Amazon QuickSight provides a powerful platform for data visualization and analytics. By following 

the steps outlined in this lab, we should now have a solid understanding of how to use QuickSight to 

gain insights from your data and create compelling visualizations. 

 

Exercise                                                                                                

 Load a sample dataset into Amazon QuickSight. 

 Create at least three different types of visualizations using the dataset. 

 Build a dashboard that combines these visualizations into a cohesive layout. 

 Share the dashboard with a colleague or friend and gather feedback on the clarity and 

effectiveness of the visualizations. 
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 Objectives  

 Understand the basics of Amazon QuickSight. 

 Learn how to import data into Amazon QuickSight. 

 Create various visualizations (graphs) using COVID-19 dataset. 

 Generate a dashboard to visualize multiple graphs. 

 Share the dashboard with others. 

 Pre-requisites  

 An AWS account with access to Amazon QuickSight. 

 Basic understanding of data visualization concepts. 

 Familiarity with COVID-19 dataset (provided). 

 Outcomes  

After completing this session, student should be able to: 

 Import a dataset into Amazon QuickSight. 

 Create different types of visualizations to analyze COVID-19 data. 

 Build a dashboard consisting of multiple graphs. 

 Share the dashboard with others for collaborative analysis. 

 Introduction  

Amazon QuickSight is a cloud-powered business intelligence (BI) service provided by Amazon 

Web Services (AWS). It enables users to analyze and visualize data quickly, regardless of their 

technical expertise. QuickSight allows users to easily connect to various data sources, including 

AWS services like Amazon Redshift, Amazon RDS, Amazon S3, as well as third-party sources 

like Salesforce, Snowflake, and others. 

Key features of Amazon QuickSight include: 

 Easy Data Visualization: QuickSight provides a user-friendly interface for creating 

interactive visualizations such as charts, graphs, and maps. 

 Integration with AWS Services: Users can seamlessly connect QuickSight to their 

existing AWS data sources, making it easy to analyze data stored in various AWS services. 

 Machine Learning Insights: QuickSight includes machine learning-powered insights that 

automatically identify trends, outliers, and other patterns in the data. 

 Embedding and Sharing: Users can embed QuickSight dashboards into their applications 

or websites and securely share them with others within or outside their organization. 

 

 

 Steps to visualize the data using Quick Sight:  

In this lab, we will utilize Amazon QuickSight to analyze COVID-19 data, revealing essential 

insights into the pandemic's progression. We will learn to create various graphs that provide 

distinct viewpoints on the data's trends and anomalies. Furthermore, we will delve into the 

complexities of building dashboards, skillfully integrating multiple graphs to tell a unified story. 
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Lastly, we will cover the crucial process of distributing these dashboards, facilitating effective 

communication and information sharing with colleagues and interested parties. 

Step 1: Importing COVID-19 Dataset: 

 Download the COVID-19 dataset from kaggle website. 

Link: https://www.kaggle.com/datasets/imdevskp/corona-virus-report 
 

 

 

Step 2: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

 Go to the AWS Management Console and search the QuickSight service. 
 

https://www.kaggle.com/datasets/imdevskp/corona-virus-report
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 Click on create sign up quick sight. 
 

 Provide your email. 
 

 Add the quick sight account name. 
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 Click on select S3 bucket. 
 

 Choose the bucket the who hold the data and click on finish. 

 

 

 

 

 

 Click on finish to create the quick sight account. 
 



228 | P a g e  
 

 Go to the datasets and click on "New dataset" 

 

 

 Choose "upload a file" as the data source. 
 

 Choose the dataset, which you want to load. 
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 Click on next to conform upload settings. 
 

 

 Explore the imported dataset to understand its structure and variables. 
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 Create various visualizations such as line charts, bar charts, pie charts, etc., to analyze 

different aspects of COVID-19 data. 

 Verify the total population count by accessing the population column. Simply drag the 

population column onto the graph to automatically compute the sum of the entire 

population. 
 

 Adjust the number format to display in millions. This modification will provide a clearer 

representation of the population figures, facilitating easier comprehension and analysis. 
 

 Go to units and select million. 
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 Now, click on duplicate visuals in order to create other visuals. 
 

 Now, check the total COVID cases, simply drag the Total cases column onto the graph to 

automatically compute the sum of the total COVID cases. 
 

 Create some other graph to shows meaningful information. 
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Step 3: Building a Dashboard: 

 Select the most relevant visualizations and arrange them on a dashboard canvas. 
 

 Click on Publish. 
 

 Add the name you want to publish the dashboard. 
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 Select the "Share this view" or "Share dashboard" option to initiate the sharing process 

for the dashboard. This action enables seamless dissemination of the dashboard with 

intended collaborators or stakeholders. 
 

 

 

 

Conclusion

  

In this lab, we understand how to use Amazon QuickSight to visualize COVID-19 data 

effectively. By creating various graphs and combining them into a dashboard, we gained 

valuable insights into the pandemic's trends and patterns. Sharing the dashboard with others 

enables collaborative analysis and decision-making based on the visualized data. 

 

 

Exercise

  

 Explore additional visualizations that can provide deeper insights into COVID-19 

data (e.g., trend analysis, demographic breakdowns, etc.). 

 Experiment with different visualization settings and formats to improve clarity 

and understanding. 

 Collaborate with a partner or group to analyze the shared dashboard. 
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Objectives                                                                                                  

 Learn fundamental QuickSight commands for data management. 

 Understand how to manipulate data using QuickSight. 

 Gain hands-on experience in executing basic data management tasks in QuickSight. 

Pre-requisites                                                                                                   

 Basic understanding of data visualization concepts. 

 Access to an AWS account with QuickSight service enabled. 

 Basic knowledge of navigating the QuickSight interface. 

 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Execute basic data management tasks in QuickSight. 

 Apply QuickSight commands to manipulate and analyze data effectively. 

 Create insightful visualizations based on manipulated data. 

Introduction                                                                                                  

Amazon QuickSight is a cloud-powered business intelligence (BI) service provided by Amazon 

Web Services (AWS). It enables users to analyze and visualize data quickly, regardless of their 

technical expertise. QuickSight allows users to easily connect to various data sources, including 

AWS services like Amazon Redshift, Amazon RDS, Amazon S3, as well as third-party sources 

like Salesforce, Snowflake, and others. 

Key features of Amazon QuickSight include: 

 Easy Data Visualization: QuickSight provides a user-friendly interface for creating 

interactive visualizations such as charts, graphs, and maps. 

 Integration with AWS Services: Users can seamlessly connect QuickSight to their 

existing AWS data sources, making it easy to analyze data stored in various AWS services. 

 Machine Learning Insights: QuickSight includes machine learning-powered insights that 

automatically identify trends, outliers, and other patterns in the data. 

 Embedding and Sharing: Users can embed QuickSight dashboards into their applications 

or websites and securely share them with others within or outside their organization. 

 

Commands to visualize the data using Quick Sight: 

In this lab, we will focus on learning basic commands for data management within QuickSight. 

These commands enable users to perform various data manipulation tasks, such as filtering, 

aggregating, and transforming data, to derive meaningful insights.Step 1: Importing COVID-19 

Dataset: 
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 Download the COVID-19 dataset from kaggle website. 

Link: https://www.kaggle.com/datasets/imdevskp/corona-virus-report 

 

Step 2: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

 Go to the AWS Management Console and search the QuickSight service. 

 

 

https://www.kaggle.com/datasets/imdevskp/corona-virus-report
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 Go to the datasets and click on "New dataset"  

 

 Choose "upload a file" as the data source. 

 

 Choose the dataset, which you want to load. 
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 Click on next to conform upload settings. 

 

 Explore the imported dataset to understand its structure and variables. 
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Data Management: 

 Calculate the total number of Death reported using the sum function. 

 

 

 To calculate the sum of a specific field, utilize the "SUM" function. First, select the field 

you wish to perform the calculation on. Then, save the result. 

 

 To display the result, click on the newly created field. 

 

 Count of Countries by using count function 

 

 

 

 

 

sum(TotalDeaths) 

COUNT("Country/Region") 
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 To display the result, click on the Count1 newly created field. 

 

 Average total cases by using average function. 

 

 

 

 To display the result, click on the avf-total-cases newly created field. 

 

 Maximum number of deaths using max function. 

 

 

 

 

avg(TotalCases) 
 

max(TotalDeaths) 
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 To display the result, click on the maximum-death newly created field. 

 

 Minimum number of active cases by using min function. 

 

 To display the result, click on the min-active-cases newly created field. 

 

 List of Unique Continents by using distinct function. 

 

min(ActiveCases) 
 

distinct_count(Continent) 
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 To display the result, click on the distinct-continents newly created field. 

 

 Total deaths by continent. 

 

 

 

 

To show the result create a table that has only one column that is continent and then add the field 

you have created in the values. 

sum(TotalDeaths,[Continent]) 
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 Ratio to total deaths to total cases. 

 

 

 

 To show the result place the field you have created into the table values. 

 

TotalDeaths/TotalCases 
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Conclusion                                                                                             

In this lab, we explored the fundamental commands for data management in QuickSight. By using 

these commands, users can effectively manipulate and analyze data to uncover valuable insights. 

QuickSight's intuitive interface and powerful features make it a valuable tool for data visualization 

and analysis in various business scenarios. 

 

Exercise                                                                                                

 Upload a sample data set of your choice into QuickSight. 

 Apply all the same command to manage the data. 
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Objectives                                                                                                  

 Understand the basics of Amazon EMR and its use cases. 

 Learn how to set up and configure an EMR cluster. 

 Gain hands-on experience with running big data processing tasks on EMR. 

 Explore advanced features and optimizations available in Amazon EMR. 

Pre-requisites                                                                                                   

 Basic understanding of cloud computing concepts. 

 Familiarity with AWS services, particularly EC2 and S3. 

 Basic knowledge of big data processing frameworks like Apache Hadoop and Apache 

Spark. 

 

Outcomes                                                                                            

After completing this session, student should be able to: 

 Set up an Amazon EMR cluster. 

 Launch and monitor big data processing jobs on EMR. 

 Understand how to optimize EMR clusters for performance and cost-efficiency. 

 Interpret the results of big data processing tasks executed on EMR. 

Introduction                                                                                                  

Amazon EMR (Elastic MapReduce) is a cloud-based big data platform provided by Amazon Web 

Services (AWS). It allows users to process and analyze large amounts of data using popular open-

source frameworks such as Apache Hadoop, Apache Spark, Apache HBase, Apache Flink, and 

Presto. EMR simplifies the deployment, management, and scaling of these frameworks by 

providing a managed environment in which users can run their big data processing tasks. 
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Key features of Amazon EMR include: 

 Managed Clusters: EMR automatically provisions and configures the underlying 

infrastructure needed to run big data frameworks. Users can easily create, resize, and 

terminate clusters as needed. 

 Flexible Pricing: EMR offers flexible pricing options, including on-demand pricing, 

reserved instances, and spot instances, allowing users to optimize costs based on their usage 

patterns. 

 Integration with AWS Services: EMR seamlessly integrates with other AWS services such 

as Amazon S3 for data storage, Amazon EC2 for compute resources, and AWS Glue for 

data cataloging and ETL (Extract, Transform, Load) operations. 

 Security and Access Control: EMR provides built-in security features such as encryption 

at rest and in transit, IAM (Identity and Access Management) integration for fine-grained 

access control, and VPC (Virtual Private Cloud) isolation for enhanced security. 

 Monitoring and Management: EMR offers monitoring and management capabilities 

through the AWS Management Console, allowing users to monitor cluster performance, 

track job progress, and troubleshoot issues. 

Step to create AWS EMR: 

In this lab, we will focus on learning basic commands for data management within QuickSight. 

These commands enable users to perform various data manipulation tasks, such as filtering, 

aggregating, and transforming data, to derive meaningful insights.Step 1: Importing COVID-19 

Dataset:  

Step 1: Sign in to the AWS Management Console 

 Open your web browser and navigate to the AWS Management Console 

(https://aws.amazon.com/console/). 

 Sign in using your AWS account credentials. 

Step 2: Setting up an EMR Cluster: 

 In the AWS Management Console, search for "EMR" in the search bar at the top. 
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 In the Amazon EMR console, click on the "Create cluster" button to start the cluster 

creation process. 

 

 Add the name of the Cluster. 

 

 Select the software applications you want to include in your cluster. You can choose from 

popular frameworks like Hadoop, Spark, and others. I have selected Spark. 
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 Configure the number of instances and instance types based on your workload and 

performance requirements. 

 

 Define core nodes you want to add in your task. 
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 Define network area which you want to create your cluster. 

 

 Click on create key pair. 

 

 Add the name of the cluster and choose the private key format and then click on create key 

pair. 
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 Click on browse and select the key pair. 

 

 Click on “create a service role” if you want to create the cluster for the first time. 

 

 Now, click on “Create an instance profile”. 
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 Select the S3 bucket where you want to store the EMR logs. 

 

 Once you are satisfied with the settings, click on the "Create cluster" button to launch the 

"MyEMRCluster". 
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 Cluster is created successfully. 

 

 Configure Security Group: 

o Go back to the EC2 dashboard. 

o Select the EC2 instance you want to enable SSH from. 

o In the details pane at the bottom, find the "Security groups" section and click on the 

security group associated with your EC2 instance. 

o In the security group settings, click on the "Inbound rules" tab. 

o Click on "Edit inbound rules" to modify the rules. 

o Click on "Add rule". 

o For the type, select "SSH". 

o In the "Source" field, specify the IP address range or the security group of your 

EMR cluster master node. You can also use the Public DNS of the EMR master 

node if it has a static IP address. 

 In cluster management click on connect to the primary node cluster using SSH. 
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 From windows copy the host name. 

 

 Open PuTTY paste the host name. 
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 Load the private key associated with your EMR for authentication. 

 

 Click on open you will connect to the EMR. 
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Conclusion                                                                                             

Amazon EMR offers a powerful platform for processing big data workloads in the cloud. By 

leveraging its managed infrastructure and integration with popular big data frameworks, users can 

efficiently analyze large datasets without the overhead of managing underlying infrastructure. 

Through this lab, participants have gained practical experience in setting up, configuring, and 

optimizing EMR clusters, enabling them to tackle real-world big data challenges more effectively. 

 

Exercise                                                                                                

 Launch an Amazon EMR cluster with the following specifications: 

 Instance type: m5.xlarge 

 Software configuration: Apache Spark 

 Input data: Sample dataset stored in an Amazon S3 bucket 

 Submit a Spark job to process the input data and calculate basic statistics (e.g., count, 

average, etc.). 

 Monitor the job execution through the EMR console and analyze the output results. 
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Future Recommendation of Course: 

 
The course should introduce a dedicated module on machine learning in the cloud, where students 

learn to apply and deploy advanced machine learning algorithms using AWS services like Amazon 

SageMaker. This module would cover various aspects of machine learning from data 

preprocessing and model training to deployment and scalability, providing hands-on experience 

with real-world datasets and scenarios. 

Furthermore, to ensure that students are equipped with the latest skills and knowledge, the course 

should continuously incorporate emerging technologies and frameworks that are gaining 

importance within the tech community. By doing so, the program will not only enhance its 

relevance but also increase the employability of its graduates in a competitive job market. 

This approach ensures that students not only understand the infrastructure aspects of cloud 

computing but also are proficient in using these platforms for developing sophisticated machine 

learning models, thus aligning the course with the latest industry trends and technological 

advancements. 

 


